A ;4 X "
r }—J"‘ -‘3\"’\*{ 5
e Socio - Informatika dan Profesionalisme “"&L
\J‘:k ».»\‘L/

Information Security Introduction

e

—
—~

Teguh Eko Budiarto ST., MT., CISA
7 April 2017



Introduction

-— I T

> 4 CANGGIH COM
%HASISWA INFORMATIKA bHSteIIn don eSla
INSTITUT TEKNOLOGI BANDUNG cse,

Koperasi Freelancer Indonesia

@ ziSWA

brastel

telecom




Basics of Information System

AIS accepts data from their environment and
manipulate data to produce information that is used

to solve a business problem or to help in taking
business decisions.

' The transformation process]
Data [applying knowledge by

g | selecting, organizing, and
I manipulating data] I

Information




Why Information Security Is important for
everyone, especially nowadays ?



Security vs. Safety

L o SAFETY

ASafetyhA & (U KS adaladS 2F 0 "= pal
of being protected from something that may LWAYS
cause a failure, damage, error, accidents, F
harm, etc. AREFUL

Safefrom harm

ASecurityis also called social safety or public
______ safety, security Is the risk of harm due to
SECUR Intentional criminal acts such as assault,
\o burglary or vandalism.

Secure from Intruder




We live in an internet connected world
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Internet Of thlngs get connected tomorrow
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212 BILLION

Total number of
available sensor
enabled objects by
2020

212B is 28x the
total population of
the world

Sensor enabled objects
connected to networks
by 2020
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https:// www.bristoltechnology.com/cybesecuritychallenges2016/

No 1 ChallengeloTand BYOD


https://www.bristoltechnology.com/cyber-security-challenges-2016/

Information System Security

Today most of the IS are connected to internet.
Thusthey are exposed to the outside world directly.
Threatsfrom the outside world must be addressed.

Damagdrom a nonsecure IS can result in catastrophic
consequences for the organization.

Thusorganizations must investigate and evaluate the
factors that could be a threat.

v > > P

>\



Basic Elements of Information Security

%
%%«'

INFORMATION Qe
SECURITY |

101

383")01 CONFIDENTIALITY

http://www.opentext.com/what-we-do/businessneeds/informationgovernance/ensureompliance/informatiorsecurityand-privacy
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provide required information for the correct
people at the correct time.



However, lately---

We found many
Information Security Breaches
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600/0 OF CYBER ATTACKS WERE

CARRIEDOUT BY INSIDERS

ENHANCED DATA PROTECTION AGAINST
THREATS INSIDE THE PERIMETER
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(«@The Hacker News

Security in a serious way

Hackers Threaten to Remotely Wipe 300 Million iPhones
Unless Apple Pays Ransom

#3 Tuesday, March 21,2017 & Mohit Kumar

' John s iPhone o

John's iPhone

Offline

Notify me when found
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Play Sound Lost Mode Erase iPhone
Remove from Account

If you use iCloud to sync your Apple devices, your private data may be at risk of getting exposed or deleted
by April 7th.






