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• IS accepts data from their environment and 
manipulate data to produce information that is used 
to solve a business problem or to help in taking 
business decisions.



Why Information Security is important for 
everyone, especially nowadays ?



• Safety is the state of being "safe“ or the state 
of being protected from something that may 
cause a failure, damage, error, accidents, 
harm, etc. 

Safe from harm 
• Security is also called social safety or public 

safety, security is the risk of harm due to 
intentional criminal acts such as assault, 
burglary or vandalism. 

Secure from Intruder 





https://www.bristoltechnology.com/cyber-security-challenges-2016/

No 1 Challenge : IoT and BYOD

https://www.bristoltechnology.com/cyber-security-challenges-2016/


 Today most of the IS are connected to internet.

 Thus they are exposed to the outside world directly.

 Threats from the outside world must be addressed.

 Damage from a non-secure IS can result in catastrophic 
consequences for the organization. 

 Thus organizations must investigate and evaluate the 
factors that could be a threat.



http://www.opentext.com/what-we-do/business-needs/information-governance/ensure-compliance/information-security-and-privacy



In another words ……. 

……Information security means making sure to 
provide required information for the correct 

people at the correct time.



We found many 

Information Security Breaches















Why Information Security should become our 
concern as Informatics Engineers ?



• Safety-critical: systems whose failure can cause life 
losses or serious environmental damage 

•Mission-critical: systems whose failure can cause the 
failure of the goals of important missions 

•Business-critical: systems whose failure can cause the 
loss of big or huge amounts of money 





• http://www.tribunnews.com/nasional/2017/03/30/begini-cara-hacker-haikal-membobol-4600-situs-online



• http://blog.compactbyte.com/2017/04/02/cara-cepat-hacking-ribuan-site-dan-menjadi-kaya-secara-ilegal/





• Adversaries that target corporate system are numerous: 

• These can be general classified in the following categories:
• Hackers 

• Employees (both malicious and unintentional)

• Terrorists groups

• Governments

• Opposing Industries



• Ubiquity
• 80% web site have serious security – White Hat Security 2009 report

• Profitability
• Automation makes attacks with a minimal rate of return profitable

• Simplicity
• Attack tools are published on the internet so only the first attacker has to be 

skilled

• Anonymity
• Attacks often go undetected

• Attackers are difficult to trace  worked overseas 



(Clark and Davis, 1995) 

• Mb is the monetary benefit for the attacker. 

• Pb is the psychological benefit for the attacker. 

• Ocp is the cost of committing the crime. 

• Ocm is the monetary costs of conviction for the attacker (future lost 
opportunities and legal costs). 

• Pa is the probability of being apprehended and arrested. 

• Pc is the probability of conviction for the attacker. 



• Authentication - Process of verifying identity.

• Accountability – Tracing activities of individual on a system.

• Authorization - Granting access or other permissions.

• Identification (Non Repudiation) – recognition of an entity by a system.

• Privacy - Right of individual to control the sharing of information about him. 
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Apply Defense in Depth 

(layered security)

 Administrative Controls- Policies, standards, 
procedures, guidelines, employee screening, change 
control, Security awareness trainings.

 Technical Controls- Access controls, encryption, 
Firewalls, IDS, IPS,HTTPS

 Physical Controls- controlled physical access to 
resources, monitoring, no USB or CDROM etc.

Information Security is 
the responsibility of 

everyone who can affect 
the security of a system.



• Computer Security is difficult to implement due to the following:
• The cost of implementing a security system should not exceed the value of 

the data to be secured.
• Industries pay huge amount of money for industrial espionage.
• Users feel that security is going to take their freedom away and so often they 

sabotage  the security measures.
• Computer prices have fallen dramatically and the number of hackers have 

been multiplied.
• Security managers work under strict money and time schedule. Criminals do 

not have any time schedule and they do not need any specialised software.
• Hackers are often cooperate with known criminals.

That is why, total security is almost infeasible. 



• Mapping the application 
(Information Gathering)
• Infrastructure

• Server Identification
• Port Scanning

• Application profiling
• URL Query String and Parameters
• Authentication Mechanisms
• Use of TLS/SSL
• Application software in use
• Directory Structure
• Session Management

Launch Attack:
• SQL Injection
• XSS
• DDoS
• MITM
• Password Crack

• Brute Force
• Dictionary

• Viruses
• Social Engineering
• Etc…



• Use a Framework

• Don’t EVER, EVER, EVER trust user input 
sanitize, validate

• Always hash passwords

• Build APIs with authentication

• Check https://www.owasp.org/ for most updated 
info

• More comprehensive information on 24 Deadly 
Sins of Software Security Book

https://www.owasp.org/


• Always keep the core up to 
date, and also the plugins

• Use as few plugins as possible

• NEVER pirate themes/plugins 
as most of are full of malwares

• Use specialist hosting when 
possible
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• https://toschprod.files.wordpress.com/2011/11/main_the_middle.jpg



The Choices is available

All is about setting Right Mindset

Mahasiswa IF ITB harus jadi Pahlawan

Be the HERO



How do we as 

Informatics Engineers

Could give positive impact to 

the benefit of human life and its society 

on the aspect of 

Information Security




