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Chapter 2 — Classical Encryption
lechnigues

“llam fairly familiar with all‘the forms oefisecret
Writings, and am myselfithe authoer ofi a trifling
monoegraph upoen the subject, inwhich' ['analyze

one hundred and sixty separate ciphers,* said
Hoelmes..

— [lne Adventure ofithe Dancing: vien; Sir Arthur
Conan Doyle



SYMMELIC EnCrRypLien

oI conventional / private-key / single-key.
sender and recipient share a common key.

all classical encryption algerthms are
private-key

was only type prior to invention ofi public-
key in 1970’s
and by far mest widely used



Some Basic lermineliogy.

plaintext - original message

ciphertext - coded message

cipher, - algerthm for transforming plantext te ciphertext
Key - Info used in cipher known only te: SEnder/receiver
ENCcIpher (encrypt) - converting plaintext to: ciphentext
decipher (decrypt) - recevering ciphertext from plamntext
Cryptography: - study off encryption prnciples/metheds

cryptanalysis (Codebreaking) - study. o pHACIRIES/
Metheds of deciphenng ciphertext witheut Knewing key

CrypPtelegy - field el heth cry/ptography: and criypianalysis



SYMMEIc Cipher Meael

Secret key shared by Secret key shared by
sender and re:lp ient sender and recipient

'

SEE SN R
X = DK, Y]

Encryption algorithm Decryption algorithm
(e.g., AES) (reverse of encryption
algorithm)




ReqgUIreEments

two reguirements for secure use of
Ssymmetric encryption:

o d Strong encryption algerthm
o A Secret key known only to Sender: / receiver
mathematically have:

Y= E(K, X)

X =D(K, Y)
assume encryption algoerithm Is knewn
Implies a secure channel te distrikute key.



Cryptoegrapny,

can characterize cryptographic system by:

o tYPE Of encryplion operations used
substitution
transposition
product

o NUMber of keys used
single-key or private
twe-key or public
o Way In WHICH plaintext IS Precessed

0)[0)03,¢
Stream



Cryptanalysis

objective to recover key not just message

general approaches:
o Chyptanalytic attack
o Drute-force attack

I either succeed all key use compromised



Cryptanalylic: Attacks

ciphertext only.

o ONly know: algoerithm & ciphentext, Is statistical,
Know: or can identify: plamtext

Known plaintext

o KNOW/SUSPECt plaintext & ciphertext
CheSeENn plantext

o Select plaintext and ebtain ciphertext
CNOSEN CIphertext

» SElect ciphertext and ebtain plamtext

CHOSEN text
s SEIECT plaiRteExt Ol CIPNEREXT 1erEn/CAECT/t



Viere Delinitions

unconditional’security,

o N0 Matter hew much computer pewer or time
IS avallable, the cipher cannot ke broken
Since the ciphertext provides insufficient
Infermation te Uniguely determine the
corresponding plaintext

computational’security.

o giVen limited computing reseurces (eg time
needed for calculations Is greater tham age of
URIVENSE), thE CIPRER CanNeL e PIOKENR



Brute Foerce Search

always possible te simply. try: every key.
MOSt basic attack, propertional terkey: size
assume either knew:/ recegnise plaintext

Key Size (bits) Number of Alternative Time required at 1 Time required at 10°
Keys decryption/ps decryptions/us
32 232 =43 x10° 231 us = 35.8 minutes 2.15 milliseconds
56 2% =72 x 106 2% us = 1142 years 10.01 hours
128 2128 =34 x 1038 2127 us =54 x 10* years | 5.4 x 108 years
168 2168 =37 x 10> 2167 us =59 x 103 years | 5.9 x 103* years

26 characters
(permutation)

26! =4 x 102

2 x10%°us =6.4 x 102 years

6.4 x 10° years




Classical Substitution
CIPNErS

where letters of plaintext are replaced by
other letters or by numbers or symbols

or If plaintext Is viewed as a seguence of
RItS, then substitution INVolves replacing
plaintext bit patterns with ciphertext bit
patterns




Caesar Cipnher.

earliest knewn substitution cipher
Py Julius Caesar

first attested use 1 military affairs
rieplaces each letter by 3rd letter on

example:
meet me after the toga party

PHHW PH DIWHU WKH WRJD SDUWB



Caesar Cipnher.

can define transformation as:

abcde fghdijklmnopggers-= ECuvwSXxXy z
bDbEEFGHTJKLMNO®PORSTUVWXYZAZB C

mathematically give each letter a number

abecdefgh11j kK I m n o p g r S t u v W X Vy zZ
01 2 3 45 6 789 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

then have Caesar cipher as:
c = E(k, p) = (p + k) mod (26)
P = D(k, €)= (¢ — k) mod (26)



Crypranalysis ofi €aesar,
CIpPhEr
only have 26 possible ciphers
e A Mapsto A,B,..Z
could simply try each in turn
a prute ferce search
given ciphertext, just try all' shifts of letters

do need toe recognize when have plaintext
eg. break ciphertext “GCUA VO DTGCIV*



Vienealphabetic: Cipner

rather than just shifting the alphabet
could shuffle (Jumble) the letters arbitrarily

each plamtext letter maps te a different randem
ciphertext letter

hence key Is 26 letters long

Plain: abcdefghijklmnopgrstuvwxyz
Cipher: DKVOEIBJIJWPESCXHTMYAUOLRGZN

Plaintext: idfwewishtoreplaceletters
Ciphertext: WIRERWAJUHYETSDVESEUUEYA



Vienealphabetic: Cipnhner
Secunty
now have a total of 26! = 4 x 102° keys
with so many keys, might think Is secure

put weuld he HIWRONG!
problem Is language characteristics



fanguage Redundancy ana
Cryptranalysis

AUman languages are redundant
eg “th Ird s m shphrd shll'nt wnt*
letters are not egually commonly used

In English E IS by far the most common letter
o followed by T,R,N,I,OA,S
other letters like Z,J,K,Q, X are fairly rare

have tables of single, double & triple letter
leqUERCIES fo) Vanous languages
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Use in Cryptanalysis

Key concept - monoalphabetic substitution
ciphers do not change relative letter freguencies

discovered by Arabian scientists in 9 century
calculate letter frequencies for ciphertext
compare counts/plets against knewn values

[ifcaesar cipher look for common peaks/troughs
o peaks at: A-E-I triple, NO pair, RST triple

o troughs at: JK, X-Z

e menealphaketic: must Identify, eachilettier;

o lables off commoen deuble/triple letters help



Example Cryptanalysis

given ciphertext:

UZOSOVUOHXMOPVGPOZPEVSGZWSZOPEPESXUDBMETSXA T Z
VUEPHZHMDZSHZOWSEPAPPDTSVPOUZWYMXUZUHSX
EPYEPOPDZSZUEPOMBZWPEUPZHMDJUDTMOHMO

count relative letter frequencies (See text)
guess P & Z are e and t

guess ZW.is th and hence ZWP'Is the
proceeding with trial'and error finally get:

1t was disclosed yesterday that several informal but
direct contacts have been made with political
rEPresentatives of the viet cong in moscow



Rlayial

[ CIpner

not even the large number of keys in a

monoa
one ap

pPhabetic cip
proach to im

Ner provides security

ProVINg Security was to

encrypt multiple letters
the Playfair Cipher s an example

Invented by Charles \WWheatstone in 1854,
Ut named aiter his friend Baren Playiair



Rlayiails Key Viatrix

a 5X5 matrix of letters based on a keyword
fill in letters of keyword (sans duplicates)
fill rest ofi matrix with other letters

eg. using the keyword MONARCHY

V]
C
=
8
U

<|(O|TM|[IT|O
SO0 <|=2
=

N||X|O|xT




EncryptingrandDecriypling

plaintext IS encrypted twe letters at a time
1. Il a pair is a repeated letter, insert filler like "X

. I beth lettersifall in the same row, replace
each with letter to right (Wrapping back te start
from end)

s I bothrletters fall in the same column, replace
each with the letter belew it (Wrapping to top
from bottom)

s, Otherwise each letter IS replaced by the letter,
N the same rew and n the colummn of: the ether
letter of the pair



SEecUnty ol Rlayfair: Cipher

Security much iImproved ever monoealphabetic
Since have 26 x 26/ = 676 digrams

would need a 676 entry frequency. table to
analyse (Verses 26 for a menoalphaketic)

and corresponadingly more ciphertext

was widely used for many. years
o 0. by US & British military i WA

It can be breken, given a few hundred letters
since still-has much of plaitext structure



Polyalphabetic CIpNErS

polyalphabetic substitution CIphers
Impreve security using multiple cipher alphabets

make cryptanalysis harder with moere alphalbets
lo guess and flatter frequency: distribution

use a key to select which alphalbet Is Used for
each letter of the message

Use each alphabet in turn
lepeat frem start after end ol key/is reached



VIGENERE CIpheEr

Ssimplest polyalphalbetic substitution cipher
effectively multiple caesar ciphers

key Is multiple letters leng K = k; ks ... K
' Jetter specifies i'” alphabet to use

Uuse each alphabet in turn

[epeat from start after d letters in message
decnyptien SImply, WerKS IR reverse



Example o Vigenere Cipher

wWrite the plaintext out

Write the keyword repeated aboeve it

use each key letter as a caesar cipher key
ENcrypt the corresponding plaintext letter
eg using keyweord deceptive

key: deceptivedeceptivedeceptive
plaintext: wearediscoveredsaveyoursel
ciphertext : 21CVITWONGRZGVTWAVZHCOYGLMGJ



Nlels

Simple aids can assist With en/decryption

a Saint-Cyr. Slide Is a simple manual aid
o a Slide with repeated alphabet

o line up plaintext "‘A" with key: letter, eg ‘C’

o then read off any mapping for key: letter

can bend roeund into a cipher disk
O expand intera Vigenere lableau



SECUHTY O VIGENErE CIPNENS

njave multiple ciphertext letters for each
plaintext letter

nence letter frequencies are ebscured
Qut not totally lest

start with' letter freguencies
o See If look monoalphabetic or net

i net, then need to determine number of
alphakets, SInce then can attachreach




Kasiski Method

method developed by Babbage / Kasiski
[EPELItIoNS N CIphertext give clues to perioad
SO find Ssame plaintext an exact perniod apart
Which results in the same ciphertext

of course, could also be randem fluke

eg repeated “VIW™ in previous example
suggests size of 3 or 9

then attack each moenealphalbetic Cipher;
Individually:using same technigues as helore



Autekey Cipher

ideally want a key as leng as the message
\igenere proposed the autokey: cipher

With keywaord IS prefixed to message as key.
Knowing keyword can recover: the first few letters
USe these In turn on the rest of the message

put still have freguency characteristics to attack
eg. given key deceptive

key: deceptivewearediscoveredsav
plaintext: wearediscoveredsaveyourself
ciphertext ::ZICVTWONGKZEI IGASXSTSLVVWLA



Vernam Cipher

uitimate defense IS to use a key as long as
the plaintext

with no statistical relationship to it

iInvented by AT& T engineer Gilbert
Vernam in 1918

originally propesed using a very leng but
eventually repeating key



@One-lime Pad

iifa truly random key as long as the message Is
used, the cipher will lbe secure

called a One-Tlime pad

IS Unbreakable since ciphertext bears no
statistical relatienship te the plaintext

Since for any plaintext & any: ciphertext there
EXISIS a key mapping one te other

can only use the key. once theugh
PreklemSs Nl geENEration & sale distributien el key



IransSpPoesItion CIphErS

AOW. conSIder classical transSpesItion or
PErMUtation CIphers

these hide the message by rearranging
the letter order

withoeut altering the actual letters used

can recognise these since have the same
frequency: distribution as the eriginal text



Rall ' FENGE CIPhEr

Write message letters out diagenally over a
AUMMBEr: of rows

then read off cipher rew by rew.

eg. Write message out as:

m e ma t r h €t gp £ vy
e £t e £f e £t e oaa t

giving ciphertext
MEMATRHTGPRYETEEFETEOCAAT



ROW @aNSPeSItion CIPRErS

IS a moere complex transpesition

Write letters of message out In rews over a
Specified number of columns

then reorder the coelumns according to

some key before reading off the rows
Key: 4312567

Column Out 3 4 2 1 5 6 7
Plaintext: a € € a ¢ k p
© S & p o n e
dun t 1 1 ©
W O a m x V Z
Ciphertext: TTNAAPTMIT'SUOAODWCOIXKNLY PETZ



RProduct CIphers

CIphers using substitutions or transpoesitions are
NOL SEcUre Pecause of language characteristics

nence consider using several ciphers in
succession tormake harder, but:

o WO Substitutions make a more complex substitution
o WO transpositions make more complex transposition

o UL & substitution fellowed by a transposition makes a
new mueh harder cipher

this Is bridge frem classicall te: medernn CIphers



Roeter Machines

pefore modern Ciphers, reter machines were
MOeSt common complex ciphers in use

widely used mn WAWW2

o German Enigma, Allied Hagelin, Japanese Purple

Implemented a very complex, varying
sulstitution cipher

USed a Series of cylinders, each giving ene
sulstitution;, Which roetated and changed after
each letter was encryptead

with' 8 cylinders have 262=17576 alphabets



FagelinrReweVMacnine




Roeter Machine PAnCIPIES

direction of motion direction of motion
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(a) Initial setting (b) Setting after one keystroke




Steganoegrapny

an alternative te encryption

hides existence of message

o USINg only a subset of letters/words In a
longer message marked in seme way

o UISING INVISIBIE INK

o NidINng 1N LSB'1n graphic image or sound file
has drawbhacks

o NIgh overhead te hide relatively few Infe bits

advantage IS can eRSceure encryplon use



SUmmeany

have considered:

o Classical cipher technigues and terminoelogy.
o Monoalphabetic substitution CIphEers

o Chyptanalysis using letter frequencies

o Playfair cipher

o Polyalphabetic ciphers

o rANSPOSILION CIPAELS

s Product ciphers and reter Mmachines

s StEROQIAPAY,



