Program Studi Teknik Informatika
Sekolah Teknik Elektro dan Informatika
Institut Teknologi Bandung

Tugas 2 1F4020 Kriptografi
Semester II Tahun 2023 / 2024
Revisi 1 (25 Februari 2024) : Soal No. 4

Deadline : Kamts29-Febraart2624 Minggu, 3 Maret 2024
Tempat pengumpulan : https://forms.gle/RYK{ZixVINHdAAS8]O8
Berkas pengumpulan : File format PDF

Anggota kelompok : 2 orang (disarankan sama dengan tugas 1)

QnA :

https://docs.google.com/spreadsheets/d/1csVSV3vByS5a8KoUETKMduP8B0ewJEff7vt31Ktgzb
Bk/edit?usp=sharing

Yang dikumpulkan adalah: laporan sederhana yang berisi

a. Berkas cipherteks

b. Langkah-langkah yang anda lakukan dalam melakukan dekripsi
c. Plainteks hasil dekripsi

Informasi Tambahan:

Pada proses pembuatan ciphertext, plainteks diubah seluruhnya menjadi kapital. Lalu, enkripsi
hanya dilakukan pada karakter abjad (A..Z). Karakter lain (angka, spasi, koma, titik, dan
lain-lain) dibuang (tidak dienkripsi).

1. Kriptanalisis pada Cipher Abjad-Tunggal

Conan bersama teman-temannya, menemukan sebuah dokumen mencurigakan di tempat
kejadian perkara. Mereka tertarik sebab dokumen tersebut berada dalam bentuk terenkripsi.
Conan dan kawan-kawan mencoba memecahkan cipherteks tersebut. Informasi tambahan yang
telah diketahui adalah dokumen tersebut aslinya dalam bahasa inggris lalu dienkripsi dengan
cipher substitusi abjad-tunggal (monoalpahtbetic cipher).
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Bantulah Conan untuk dekripsi chiperteks tersebut menjadi plainteks semula meskipun anda
tidak mengetahui kuncinya. Anda dapat menggunakan kombinasi teknik analisis frekuensi dan
metode terkaan untuk mendekripsi dokumen tersebut. Anda diperbolehkan menggunakan kakas
bantu (coretan kertas, aplikasi Ms Excel, kakas bantu, maupun membuat program kecil
sederhana untuk menghitung frekuensi kemunculan karakter atau untuk keperluan analisis
lainnya) untuk menyelesaikan masalah ini. Carilah data tabel frekuensi kemunculan huruf,
bigram, dan trigram dalam Bahasa Inggris untuk membantu kriptanalisis.

XBMVHRWROMLAHZEAHUCMRGAEXBEHXRCEALFAVEY ILFORGXBMVHRWROMTECLAXUAA
HTRPYLFKBYFXZEAXBMVHROBYVZMLAXREXEBFECTLHZHZETBLHLFORGPEAAYOEALF
AEXBEHXRCEYFCHZEXBEYHLRFRGHZEAEPEHZRCATZLWEXBMVHYFYWMALALAXREXEB
FECTLHZBEYCLFOEFXBMVHECPEAAYOEAKMKBEYILFOAEXBEHXRCEAYFXLEFHHLPEA
AYTPYFMEDYPVWEARGXBMVHROBYVZMRNEBHZBEEHZRUAYFCMEYBAYOREOMVHLYFAX
BLKEAPYCEUAERGZLEBROWMVZLXHBYFAGRBPYHLRFAHRRKAXUBEHZEPEYFLFORGTB
LHHEFPEAAYOEAPEARVRHYPLYFYFCKYKMWRFLYFAXBLKEAEPVWRMECALPLWYBHEXZ
FLOUEAHRBEFCEBXUFELGRBPHYKWEHAUFBEYCYKWEHRHZEUFLFLHLYHECHZEOBEETI
AEPVWRMECXBMVHROBYVZMYFCHZEXWRAEWMBEWYHECAHEOYFROBYVZMTZLXZLAXRE
XEBFECTLHZXRFXEYWLFOHZEEDLAHEFXERGXRPPUFLXYHLRFBYHZEBHZYFXREFHEFH
GRBPLWLHYBMYFCHYXHLXYWVUBVRAEAENEFHZEIYPYAUHBYRGYFXLEFHLFCLYHRUX
ZEARFXBMVHROBYVZMWLAHLFOAEXBEHTBLHLFOYARFERGHZEALDHMGRUBGUFCYPEF
HYWYBHAZUFCBECARGRHZEBEDYPVWEARXXUBLEFYFXLEFHXTLNLWLSYHLRFALFAZRBH
XBMVHROBYVZMZYAYVVEYBECPRBERBWEAAAVRFHYFERUAWMLFENEBMXUWHUBELFTZ
LXZWLHEBYXMZYAKEXRPETLCEAVBEYCXBMVHYFYWMALARFHZERHZEBZYFCHRRIXRE
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ALCEBYKWMWRFOEBHRCENEWRVYAYBLORBRUAAUKJEXHRGAHUCMHZEEYBWLEAHAUBN
LNLFOCEAXBLVHLRFARGAMAHEPYHLXPEHZRCARGXRCEKBEYILFOXRPEGBRPGLGHEE
FHZXEFHUBMLFHZEYBYKLXEFXMXWRVECLYAUKZYWYAZYLHOLNEAHZEGLBAHTIFRTET
BLHHEFCEAXBLVHLRFRGHZEHEXZFLOUERGGBEQUEFXMYFYWMALATZEBEHZEGBEQUE
FXLEARGWEHHEBAYFCWEHHEBOBRUVLFOARGYWYFOUYOEYBEUAECHRUFBYNEWAEXBE
HXRCEAXBMVHRWROMZYAVWYMECYBRWELFVRWLHLXYWYFCPLWLHYBMPYHHEBAGBRPP
ECLENYWHLPEAHZBRUOZHZEXEFHUBMVEBZYVAPRAHGYPRUALAHZEXBMVHRWROLXEG
GRBHRGOBEYHKBLHYLFYFCHZEUFLHECAHYHEACUBLFOTRBWCTYBLLHZEEGGRBHARG
HZLBHMHZRUAYFCEPVWRMEEAYHKBLHYLFAKWEHXZWEMVYBILEFXBMVHYFYWMSLFOOE
BPYFMAEFLOPYHBYFAPLAALRFALAAYLCHRZYNEAZRBHEFECHZETYBKMAENEBYWMEY
BAYFCLHWECHRHZECENEWRVPEFHRGHZEGLBAHCLOLHYWXRPVUHEBXRWRAAUAATLPLW
YBEGGRBHALFHZEUFLHECAHYHEAHRKBEYIJYVYFEAEXRCEAYLCECYPEBLXYFLEFHEW
WLOEFXELFHZETYBXRENLEXLFOYPEBLXYFYUHZRBLHLEARGHZELPVRBHYFXERGXBM
VHRWROLXEDVEBHLAEYFCENEFHUYWWMWEYCLFOHRHZEEAHYKWLAZPEFHRGHZEFYHL
REYWAEXUBLHMYOEFXMLFTLHZHZEBLAERGCLOLHYWXRPVUHEBFEHTRBIALFHZEAEX
UBLFOXRPPUFLXYHLRFKEXYPEYFLEXBEYALFOWMLPVRBHYFHHYAILFHZEVBLNYHEA
EXHRBYATEWWHZEFEECARGHZEKYFILFOLFCUAHBMLEVYBHLXUWYBGRBAEXUBECLOL
HYWXRPPUFLXYHLRFKEXYPEEAVEXLYWWMUBOEFHCENEWRVPEFHAYHLKPWECHRHZEC
EALOFRGWUXLGEBRFERGHZEGLBAHVUKWLXXLVZEBAGRBXRPVUHEBXRPPUFLXYHLRF
AHZEFYHLREYWAEXUBLHMYOEFXMRGGEBECAENEBYWLPVBRNEPEFHAHRWUXLGEBYFC
LFHZEFYHLRFYWKUBEYURGAHYFCYBCAVBEAEFHECHZEPRCLGLECNEBALRFYAHZECY
HYEFXBMVHLRFAHYFCYBCRBCEAHZUAHZEGLBAHVUKWLXAHYFCYBCGRBEFXBMVHLRF
KEOYFHROYLFTLCEAVBEYCUAEYPEHZRCRGAEXUBLFOXRPPUFLXYHLREFLAXYWWECYX
BMVHRAMAHEPHZEAEFCEBEFXBMVHARBEFXLVZEBAYPEAAYOEUALFOYFEFXBMVHLRE
YWORBLHZPHROEHZEBTLHZYAEXBEHTIEMHZLAVBRCUXEAYXLVZEBHEDHTZLXZLAAEF
HHRHZEBEXLVLEFHHZEBEXLVLEFHTZRYWARVRAAEAAEAYTEMBEXELNEAHZEXLVZEB
HEDHYFCCEXBMVHARBCEXLVZEBAUALFOHZEIEMHRBEXRNEBHZERBLOLFYWPEAAYOE
XYWWECHZEVWYLFHEDHLFHZEZLAHRBMRGXBMVHRWROMUVHRYWWXBMVHRAMAHEPABE
QULBECHZEAEFCEBYFCHZEBEXELNEBHRYOBEEKEGRBEZYFCRFHZEAYPETEMYTIEMHZ
YHZYCHRKEBLORBRUAWMVBRHEXHECGBRPEDVRAUBEHRYFYCNEBAYBMHZLALAIFRTFE
YAAMPPEHBLXRBAEXBEHIEMXBMVHROBYVZMYBBYFOLFOHRAZYBEYAEXBEHIEMKEHT
EEFHTRVYBHLEALARGHEFYCLGGLXUWHVBRKWEPYFCCREAFRHAXYWETEWWHRAXEFYB
LRALFTZLXZPYFMLFCLNLCUYWARBXRPVUHEBAPLOZHXRPPUFLXYHETLHZEYXZRHZE
BLFPYBHLFZEWWPYFYVBRGEAARBYHAHYFGRBCUFLNEBALHMYFCTZLHGLEWCCLGGLE
YOBYCUYHEAHUCEFHLFHBRCUXECHZEXREFXEVHRGYAMPPEHBLXRBVUKWLXIEMXBMVH
ROBYVZMLFHZELBAEPLEFYWVYVEBFETCLBEXHLRFALFXBMVHROBYVZMHZEMAVEXUWY
HECHZYHYPEHZRCRGEFXBMVHLRFPLOZHEDLAHLFTZEBEHZEEFXBMVHLRFIEMCLGGE
BECGBRPHZECEXBMVHLRFIEMLFAUXZYAXZEPEYUAEBAEFXBMVHLREFIEMXRUWCKEYF
FRUFXECHRHZEVUKWLXYFMRUHALCEBXRUWCRKHYLFHZLAVUKWLXEFXBMVHLRFIEMY
FCUAELHHRAEFCEFXBMVHECPEAAYOEAHRHZEUAEBALFXERFWMHZEUAEBTRUWCVRAA
EAHZECEXBMVHLRFIEMREFWMAZEXRUWCRKHYLFHZECEXBMVHLRFRGHZEPEAAYOEVUK
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WLXTEMXBMVHROBYVZMYWARRVEFECCRRBAGRBPYFMRHZEBYVVWLXYHLRFAAUXZYAC
LOLHYWALOFYHUBEAYFCEWEXHBRFLXXYAZHZEXREFXEVHRGVUKWLXIEMXBMVHROBYV
ZMXLBXUWYHECLFHZEBEAEYBXZXRPPUFLHMGRBARPEHLPEKEGRBEHZEGLBAHVBYXH
LXYWVBRVRAYWGRBAUXZYAXZEPETYAPYCELFYUOUAHHZEBAYVUKWLXTEMXBMVHRAM
AHEPFYPECYGHEBLFNEFHRBABRFBLNEAHYCLAZYPLBYFCWEFYCWEPYFTYALFHBRCU
XECLFPYBHLFOYBCFEBAXRWUPFRFPYHZEPYHLXYWOYPEALFAXLEFHLGLXYPEBLXYF
HZEBAYXBMVHRAMAHEPRUHWLFECLFAEXHLRFZYAAUBNLNECRNEBHTEFHMMEYBARGA
HUCMKMXBMVHYFYWMAHALFHZEVUKWLXAEXHRBYFCLHLAHZEPRAHTLCEWMUAECVUKW
LXTEMXBMVHRAMAHEPLFHZETRBWCLHLAUAECYPRFORHZEBVWYXEALFHZEAEHVBRHR
XRWGRBAEXUBEXBECLHXYBCHBYFAYXHLRFAYFCHZEAAWVBRHRXRWGRBAEXUBEXRPP
UFLXYHLRFRFHZELFHEBFEHVUKWLXCLAXUAALREFYFCBEAEYBXZLFXBMVHROBYVZML
FKUALFEAAYFCYXYCEPLYAHYBHECLFHZEWYAHQUYBHEBRGHZE2OHZXEFHUBMYFCXR
FHLFUEAYHYGUBLRUABYHEFETPEHZRCAGRBEFXBMVHLRFYBEVUKWLXWMY FEFRUFXEC
BEAEYBXZEBAHZEFAHUCMHZEAEPEHZRCAGRBTEYIFEAAEAKMYVVWMLFOHZEHRRWAR
GXBMVHYFYWMALAZ2RFWMYGHEBLFHEFAEVUKWLXAXBUHLFMCREAYFETXBMVHRAMAHE
POYLFYAEFAERGWEOLHLPYXMAHUCMLFOYFCUALFOPEHZRCAGRBKBEYILFOXBMVHRA
MAHEPALAYFEAAEFHLYWAHEVLFHZECENEWRVPEFHRGFETCEALOFAGRBPRBEAEXUBE
XBMVHRAMAHEPAKMWEYBFLFOZRTHZLFOAKBEYITEWEYBFZRTHRPYTEHZEPAHBREFOE
BLHLALFHZLAAVILBLHHZYHHZLAHZEALATLATBLHHEFHZLATRBIUAEAPYHZEPYHLXYW
HRRWAHRAHUCMHZEBAYVUKWLXTEMXBMVHRAMAHEPYFCAENEBYWNYBLYFHATEUAEHR
RWAGBRPFUPEBLXYWYWOEKBYYFCHZEOERPEHBMRGFUPKEBAHROEHRUBBEAUWHAYWO
EKBYLXXBMVHYFYWMALAZYAVBRNEFHRKERFERGHZEPRAHEGGEXHLNEPEHZRCALFHZ
EAHUCMRGVUKWLXIEMXBMVHRAMAHEPA

Setelah menemukan plainteksnya, carilah di Google teks tersebut berada untuk mendapatkan
tanda baca di dalam teks aslinya.

2. Metode Kasiski
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Kalian mendapatkan tugas penting dari detektif Kogoro Mouri, yaitu memecahkan sebuah
dokumen berisi cipherteks. Dokumen tersebut berisikan sejarah tersembunyi sebuah bangunan
antik yang sudah dienkripsi. Conan, yang sudah mengambil mata kuliah IF4020 Kriptografi,
ingin membantu kalian memecahkan dokumen tersebut. Akan tetapi, dia dimarahi oleh Ran
Mouri karena kalian perlu memecahkannya sendiri demi mendapatkan nilai pada tugas kali ini.
Conan yang baik kemudian memberitahu kalian sebuah hint, bahwa dokumen tersebut dienkripsi
dengan Vigenere Cipher dan ditulis menggunakan bahasa Inggris. Yuk pecahkan bersama
Conan! Temukan terlebih dahulu kunci yang digunakan untuk mengenkripsi dengan metode
Kasiski.

VOIVVCBAJMBLGUKWAOMDABTAPPZSECQFOWAOPKSBRCOMVOGKUIEQXDWEFZSGNELRH
HBGIZSAZJLHIGMPOGZBTKHPUBEFMDFARTVLWHNLTUKVRIFLXSPRVUKQUKJVSURCKT
GCYZGIEBQEVSLVEFUPQYZLYVMZSPZCYIDYYBAXZNTFPRPNXLGFUNZVOEHGSUQLVRX
GDEGBXTKGBRLCJYZGILOXOPANATIWGFIZLSPNPPWQUOEQLSAYEOEDNXLAFZLUPLQO
WYZZSARRAKIOSNMODWAMEFLVKROMZOOGKTISIJDPOWGGGDSMGUWMZLCSZJPWSAQQZ
WSEOPNWQUYWXOOFZQOMYZSSTXLVRTGLHGBPBOQUVAOEHPDRBAAFBRROYIBTSVQWEEJ
WLXCGRMAMHOXGHOCSDPOXWEYVDSFYNEMJHUKHPVGGKKMVSZOEFIOEYNFZPNTEFBRU
JKAGEWDAGIIQNEAQLVOGPKYBTYVXQUBZUAYRRXBESBQZYVSTGRMYSFROPKSBRCQOM
FARGPDLWYOBTWERCGYIDEYNQKGBXUHXHUOJQYWATKUKCSPWGIMRGTZPOGOZAFHJIK
NCIGGELQFHFMTHHINDMPXEFBSVOFOANCZYHUHCUHIAQEMKOOOLGSBQOZQKQUUQSAV
VMPXSHRXEOEBTOLULGEFZCAYGNCIELOGKODRSOMIYHIFUPQYZLDPQLVNTPPZSECID
QCSZJIEBQEVSKHHJIJGUXGTBIPMOGKFHWSAQQZWSEYCUHCSDPOQEOEKKUHCAOAUSBGN
CAQCZOVFAGEKOHVYRNIELVRLKYWHGSUQABQUPLWWNXMZYWAKGYWVNEMSJOQACAIR
SBWYLVOGPKYBTYCDXCHTEFPRUSKBTWEVXUVIYNBVAOOFUPLSTGRMSJOQACATIGYKBQ
JVRHGJEARDPOXWEYVWVSESLOQFHBLVOIFRZCNDWPUHPRRBXMEAOQATPRUGRMVSDNT
GZICPMCBSHVUPPRHUMPMFURJKAWBNWMEGPNTEFBRUXYOKGRNOIHOIOULMEFROKEHQS
OKVPMBTZGJLBVMIXUCYRGNIGRUWXSVGOPNKWGOSZAYOGPKYBTKNEWEVTEFVRSESIE
ABQKRLRRRXKOXTEZJLVABBMUFGGZDHRRHXOTSRZUXLHHBIWSQOXGTAEOFCBEFTOAJ
WUKWATWSBOJIJNKJLZNDMDTSPGOLKOQTITEOQGWUMJRBAULMHMOVRXHXMELHOGPKYB
TMPMFURJKAWBNWMUFHBAPPZSECQFWWGBCUMBQYVQOKWRAPKIFGRMOGBGXQSSTASKM
OWGNHHGIYDMULJNTVLGVASAOZSJKVLRGPRIBSBQLCJYZGOQFNOAKZHGHRGMEWBE' I
JHTKUSKTOSEKGZXOOVQEZSQRCAIFNPBQJOYUPNWHBBGUFIAOXLVGVDMULJNTKUHC
AOAUWXBOPLHIASDQJGVZAVIWANWZWGVGCZJOPETFQCSKPNMBROZUFUNTEMEQHVBK
GTAGVBVOYCKUWBPKULRQBEZMYSQHAPHSNCIZVPRRKLJIJGOKAQVCAOPKSBRCOMEGEZ
TBKUYOBAYSGOPKIDRXLOFQRGPKSIELZUYVGLWAYFRDPQABQUPLWWNXOANSETOLRH
VXIGYIEGVLHHUOMELOORKZLARXBAXPNTFBRUVXAFAHHZGVJIJHRMPZGZBMAVRANBKT
ABPUPAVOFDBALVRLKCIDEODUGIFKPNMBROZUFUFIJVSZBXBTWGNSGJEACEAUFGGO
VBXHRUVADCTODHRRHXOISGOUTUMBNXIFECEVJLVSSETXGTQEPHQWPCKMJFLOPNXV
RWOEKWBTOMHSIYBUGBGUUJMSAMMMEFRGKEORCYYOKSBOQHWPPRVXOMVSIKNVTSQQOMZ
WENZKVRTBBBTWTHZWY IRHBOZYHUKHPVGGNMOSRRUHALSVDINWUNTVVJCEFDMDMDNT
FKIJRVWBAHFKNMAWGRBTWGGGVBXSEFNCDABTZ JPWDRBOAVDEKRHVOGSWZKKRXGTER
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RBMSSEFQOPNXVROLGUOGOQUEZNXLEWOPNKUKCEQIZANNZKVRGJROXWOYYQOMYZSSTX
ABTZJLRIZLMDGTGKCJLWAQAFSTSGPKMBPBMMKWAMVOIWECSUDZOECZWWTXQZYHUK
OASGGELKSPEUCKHIESVSLVRYGJSBONMOSRRUHALSVDJISGZAFKPSQGQFZRVLHPGI
YDGEFZOGGTVWSGYEMIRFZJLIJWECBBWEVUFALSNMI PWAVIWUMHGRIEFZOQHGLRTBBUQ
VKNYVYEBFPWDESQOPASOJYZWMBVZVOEHNVAAUCAIWYVSADTKXTIAIVPSBEFKAMKCPO
QLGCAYUUUIAOVALOGSAXAAVZGKXCOOQZYOFKOPEIGYVAECHYKUWHVDCFACAZJLPS
IOTAXOPGFLOWPCEMKWAITLEGVXONMHGNGHWGVQVYWBGZQZXIQIINJCNJYHWRRMZO
SGVTIPRHRBVMDTNIKSMHVOAMFREFZCAYHRCEQJSVTEYIOFSVSDMHZKSMNRNLGJWAM
VOIHUSZPVSPGEFLSTGRMULPFOOWVCIOUQFHVYOHVYRNJKLVRSQCIARXBAXHUKUAEH
HDMESBQZGHGVVXOXWOETKUKDEYKQKGGUYHVRFKUAVSETGYEHUKBISGRWWPTDRNEU
LVZUTLGOZZCEXOPONPXWRCBTWBHSDLVCSQZMVINZGZMBPBMMKSQGPKTCEFDODSRHG
VLTFBQZMEGUGEFHPGBLMSMBGUUAEFGDPUKGVZWHXWBXEMKGHVRVVHRNJKLVROOWVC
IOUQFHBLVOIQOBEVEJIJMEYQJMCCYTULWPGNHRRRMWZGAVIIYSKGRLGIJWAMVOITBEZE
ZRRICKICSDPQLVRKPNMBROZUFUHTKCIFFSBKLVNZRYMCEVGAFZLNCKSBRNMBSFEGS
GUXBBGWRXSEYVDIBGIAUPPNIJLPCEZZAYFNSFLTOEDUQFHFOPJPIQSVSLVRIGWEF
GWMZLCSYQJMCGOKTFCYUIFEZBXOIAHUZJPVHLPWGJANYVLVDEYODSAFGPKXVEOMP
GOQGUTHPGGELUWGGNGZIDEYODSAFOPJPIQOBTWSYKOLRHEFYNEUWRTELXSPRVADCTE
CYXPHCQZWGEFGPKLIZKVULWRYVOMGQOKMVSYKEFPXPGYIZWKPKPAYFLDPMLWESCYOS
QLGFZSRSGYKSAMMAXPRZVLVOBXKOQHHFGPKMRRKARGEVZUKIJRVWBESAZRYSQRCAE
GARUHALSZSVODIQKVOEHGRMDSDVJIYSKGRWRABSUTTEHVYVRDCJOPALSAOEOWBGA
TFAWYVLOQEOAJCUIRHMIFACAZ JHXWEKKOWZRXCATIRGSUQDMVTVLKENDMPKIFZCPRO
OVMMEFRGNGIIGGSVHWGGSGUXSSPWDLFRRCAIRGYBTAGVZDPWKVVTUFUGUDBMZQSBE
TOPNGSSFCBWSJOZUPHWCYSLRGIAJCAMCAYNNSGVIUJMSAMMBIJCSOEPIBPIAALVNZ
KAWUEKLGSHRYYPPZOOINDSGUCKEDGDWDSDVJGUZWEYVYWBGGNJLOAQMEESNTYOMZ
RDPOHCFZIYERHKBOHFBMTHOWEDPOHWBTGLVHBOVTSBPOPNUINVQFQOAJSBEBGSBK
WISOEPIBPIIZVSSLGIJXWIOVQKGNYYLPZNCQFKFRRGCEBPOBAOOEJUALSAOMPKGBZ
JHXWGLAOGBGXKIYHVYVFGHUKPHXWBXIXVSIKNVTARXBIAZYHGNVSNDMDSBQOSQYTA
RKVUFUSANALOGDPOHEFBLKJIJMSAMGMEFROKXLPCCWMZLCSYEPIBPOIZVHRIJUSZBOGY
MGGHGJEFESMPGIGOPAEQGKVPABGKIYEHRNIEABGNGYSZRYNDWGRGTJLOANLONSYU
RTIBGEVUNSEYKACWGLAPWJRROWQSADQZKQVKPJIOANBQUVAUNVKMVCJIMKSQUPALS
CEZBGGRZQISCFDBTWBNZKVRGQODQDCCSGUXDYKVFEZSEKHVVSVDJIAZYJGCIZBZQF
KSYLKUVSFOIDUVNTEFTEBHPIOLIEKEVOAHXQOSHVUPHRRVXNAJANZKVRHRMPZGZBM
ASEBQCMMSBOGGY SGCKKQLENTUWSFGKBUGBRTXPVCAWMZLOAJDPSHRMPZGZBMAHRR
OSWEUWRTELWHUKBEZSZOUZMCAYNOGAZAPPXMFOZHAQROULBDRMBOQVHBHGHEZRDWN
MWYJDBWWAOAEABFOIOXGVXBAABQKRLRRRXKQOVVIJPWHUOQZAHVGNJEDVDIXXCEZ
JLOOVXBQFOAIGVJIVVQPQJSOAEHXWBXIGLCAUOFFIFSVOKGVTUPKVGPWDABOKRLRR
RXKOAGQOTLGHRNBAJSNIJHGHVYVMTZRGEOMSIOUQFHNTFALSQEBKGTRIWJEHVYVM
FRNICKIAVMIEZWTNCZTCEFCONDSGNCAXVRNMHWZBVOLRHBPQFTKVRNIIPNCMPGBGN
GZXFRXOFZGBLVOIWACBULIGOQUMBGRMRGEFZUHVTHVWCYMGRUHPRTBBUMLWBTVOIA
NSVEWBNTELSTPYUBWHRTVAIOPRQZYGGGHMAWGRPUYVDACSMHLCSUDZEFGPKLWTRLQ
NCGOQUMBGOODSHRIGKYQNDQAFGLYVLQOANKXGGRIQSPOOYZMLWBTYPXVTYDQJBZK
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PAMBOQEAFJMEKULEFPROZKHVZWAMCACIEOSYRCZHCZOAFAQNTEVZSECMMKSQAEHXW
BXQZKHVZWAMCACBTWRRBGSSDZOVFAGRDRLGHRNBATSZUPPXCEOLMFRZKCZYFRNAA
AHVYRKUPWAOEULVGNGALFROXUDZNXUVJIVVQPQJISQAEHXWBXLONSYURTIBGYNTMANT
TLWCHBKQKTNIKSMHVOAELOAJCYHOANEAJYCXQJIRHBMESGIJKNSEGGRMQUCAUOPGG
BMQAUIYZWYEZNXLESTRZAKIJRVWBESAZVOEHGRMIAZYOPNRSFCBAVSTIKNVTWGLQE
JSSRGIXSQOLGEFZSRDEPXSZOVESBOSKUHGRDWRSZYOVIWHNUMTGZOKTZAVBKKWECJR
GKKSGRMZSHHXGVJIGPSMZLWSOEMEQGDPMLHUKUJMSADQRAQEKCSMHLMIZTSEKCJLS
QLGATGRXXHXWBXNADZBCGKFMYYOUUOYYVBHMGRIFLVRIJKZGCIOZKGTFIKLRHVPQO
LFHZJPWHUOZUYVGUHLZSEIPGEOAHGPRUFCWFZOGYEPIBPOIZVHRIJUSZBQGOSBOK
WZIRGYQYHEFBBGOYANXEQDTNXGPRHUOEAJZQKUWIQVKTXQWAOPKSBRCOMABGNGMMT
GRLQUOQKOMXVRSVELWGAVATIYAYTAYWOGPKYBTCTQYOYYVHXIFGIEKSGZQITIGGKBQ
GKAKFBRWIOZEAHLGEJSFQSVSLCGNGNSJRBVYWBGXGNYZNDQAFBBUHVRRRMMYTSEY
VHXSBGVQVIAOXLVGVDOQOKKRXGZSARDPUFUHTKXYSNXLZWKOEVOIBGROETSTGPDMH
UDPOAGFACUGSBPOANSETOLRHEOOGDOGOQURCBPWZLVRKUAEPYSATESAZQMWHNDMA
OBRJWUMJRBAULWRYCZPSTKTNGRLLOSPCJOLNQHUKKZWINXKQGTTUXLVBZOVEJSTA
NHXWBXVAGTBTVOISFDINDWENOLRHBPQZKHVZWAXSXXWXGUVHCUHIAQIEKHNZGVAB
RNCZAJRXUPXMGRCEOWGNVOIWFCCMFQRUHALSYKBEWEFEKIBPOGSWZAHONCZPSTKTX
QPRIQTIOYOOMDPBJAALWEWMMEGVZDOERGRMDAUUZVVGOEBGAMHYKIHPOPDQAFGNY
NVRUNCNADZBCKUKJINVQPISTANHXWBXATAHUZJLMGFEIZUSBLIVZSEXUQFHEKIBPO
GSWZFCBLTPZOYBGNWHJIKGUYBVEFMDKWGOGZAVVMPISGOXKCIBOIOXGPNRKGEHVYVN
WONSGALSSSZELOBTUPHSEKBUGBFUVVEFCBCBOGACKVPXWIOVQKGVTEVRSESIZWSQY
WUMJRBAULWRYVOEHPKVOJSNZGKIABMZMLWPOPKIDRXLOFHPOVPDSACBTSHPGPJSA
COBQYZBHCSPMVXWDVSEZQHGVVODQLVNZWUMJRBAULWRYKUGZHNQZYWGHPLTIRGYJQ
ABOKRLRRRXBMMHBTQTSIFKVPLVHYJHZWAQJUYURXTLWDBXAUTWYOVPIGBXRGDMVZ
DJIZRLZMLSFOVZ100XVLOIDSBAOXLVGNBGZGKVZDOEGTBIPMOGKFHPIZXQIZCUGX
LWWTXQRAQNTVYSZRCQZVSIKNVTWAQBTWOBAPAVMVDJZGKUGUMEQHVBUWGEFIJVSZFE
CBGVMCXQONVOZCZQOKSNXEOKFBEXEUSAZGYWEFRCMMJQUIGUXSECIZVQRTVLVGBPMJU
SYRGUGSPEZDWBGRAPXPUKAYGFRZJHRHUYCESBQGEAMJRCBGVSAZUHGOQOUUUGGGH
MWOANXDGTRYUVVGVDJZGKUGUAACZKQZUOZVWZKOAOAMUOZVWZEBQTIFABNTIVVQON
WXGKWGHJIHWOYCWNWQOBSGALSYOIPABTTCAMCAKTGEFWIKTZMHLKVPSZRGFLVWADPQV
SIKNVTARXBAXFRYGHVQUDMOZBBRONCOANIDLGVTKUHCAOAUS

Setelah menemukan kuncinya, dekripsilah cipherteks di atas dengan menggunakan program
Vigenere cipher standard yang telah kalian buat pada tugas 1. Editlah hasil dekripsi tersebut
sehingga enak dibaca, tambahkan tanda baca yang relevan jika perlu (karena program Vigenere
Cipher yang digunakan mengabaikan tanda baca).
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3. Kriptanalisis Playfair Cipher

Ai Haibara kehilangan sebuah bagian dari novel. Rupa-rupanya, bagian novel tersebut telah
dicuri oleh Profesor Hiroshi Agasa dan digunakan untuk sebuah eksperimen. Ternyata,
eksperimen tersebut gagal dan justru membuat bagian novel Ai menjadi aneh. Conan yang
mencintai Kriptografi kemudian menyadari bahwa novel berbahasa Inggris tersebut telah
dienkripsi menggunakan Playfair Cipher. Bantulah Conan untuk mendekrip bagian novel
tersebut demi Ai! Gunakanlah analisis frekuensi kemunculan bigram dalam bahasa Inggris.

PMEXMNMVOOMVALUKXFOPNTPWPOMSSYMTECSYMTNHMHSMPOCEGPHIHETHHEHQONHMH
MLPWTDHAQWKPSEAHETWDUKZPHMORZOEHELKHHMLHELATVAMLPFALUKQOANMLVZLC
NTOXPCTPOMOXEXZHAYXDVASHXDLDMPIRHLSYPOVXTDLIMAHEHQZIVAGOMEHEPUKN
ZAARZOEWDFMAXMONMKYPPAHQOXHVAELGOMHVZKPPLLXYSVDTAALOCPYFBXQXDRXAY
KTSEMOKMUAAPELXHXIXZCXANLNQREXXYHEETMKHUEXQWTDGHAHLKIOAWELGQOKETS
LTMTWKATSKONPOVATGELPMMGYPPAHQOXHVAAYXEEMEFTDFMOQEXKEEGEQHSHUHBZGLH
ELIPILATPDQFLCXFTDRHAYKTGTNQOXMTWKIPLNOUIXRAAMMLBEPGPOQKTPLELVHQS
TDSHXQXDCPHMS IMKQENLBDAMVSQZXDDFHEQEAQKAFCYPVAELOQMVALIRETGEVPTA
APDFGTAFALGNOQOEHQEXGOBEELYSPFOXUGBEELMHXHMXPLOXHMFCTHWQOHYHMLHEL
OOMVALIRETMOMTWKHEQXCAELKHEXHLCNZLHEHQTAPGETGEMAKVLHEXCEELYSKSLT
HLVANLHSXHVAETAVDPTNGOKHPOEOGQVGCPHMZAHEHQGOMEABHEQXCHELZKPOEONT
HSZAUXEXUKEQLPQFOGZLTXPOABHELMCLHLMVPMVSCLHLWHIXPMMGY PPAHQXAXGVA
HMFZABHEHQETMEEVLHLPMVTMHMTAQHHSXGEFXTGEVMVOQMVALURMHHLEMOMRAQMQOG
BEETMTIXGXHLVWTDLIMAELMVGXHLSHEMELSKGEFGOLPMWCLAYXDLYVXEXKNHMLTPTI
EMYPPAHOGXETXGHBIXFPXAXGFTLHCFLHELOOMVALIRRAQOMOMHCECLAYWDHYTHHE
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QEAQKAFCYPRXPOEOXIQZBLELFPABHLMVHSSYMTGOBEELVAMHLHHEQMY PPAHQRGEQ
BHETABHELMCLHILMVETGEVPTAAPDFLCCFZLHEHQETMETMHMTMQEMAQEAYVEAYVXKU
XHXTIFDHEHMCGGOMHIXDFLPWRANLMOXCAELFPABHLMVHXHTHEHOGOMEHBEXECQOAL
QRGAQXKXZAETKTUAOEYGLHETHBELENSHEMPMMGY PPAHQFKDHOFDFHEQMOUAOMHZH
QLMGHIPOMVLCWKVAHSAVHEHMHNIXFDHEQXSIFCZLHETDUPQOIRRKPOAVQGLHGPIO
DAVAHETHVASHXDLTEMRQVAHMUGIPHEQXSXFKOUGMGEFDEFNTETSFMLXQOXDTAUPMTVH
ELKGQFHVQORMKYPPAHQLYSNNQGERALMZGDHOGZLAYVPGPZTKPOXCAQALPWHKPGHEM
PMMGYPPAHQCGXAXGMLGEXHKYLSSUHUIXRAHNMHVAALGEVGMHESQXCOQOALQZBEKL
GXAYKAKTIGMWDFLDBLELNECLZGOMTAHSDAHTNFUKFHLUZLHLMSTIXABHEHNQXOGXH
HETALFIXHLGSEHPMOQOMVALURZGDHOQRLGXWVQABOIXTLMTDDHMNMVOQOMVALUKBEEL
KTANHDEXCESYQOMLCGYXAMGQOALIKGEGOWZTNZLSOXAMACNTDLIMAOQOEHQOXHMXKE
ETSZXDTHEXHVQPEXCEYWKFOXKAGXDTMHTATHHEHNTAAPAUABHALHKRTDLKVHALMN
MKYPPAHQIXELALBLHELEPOMAELCGAZBEKLGXGTSHEMXTKDOMPOLCXFQPNTPWPOMV
KMZSAQHBIXDFHETDKPEQPKBLELVAMHLHHETHELFDAZDTCEELXUMVAVGSFDXPDPLH
AYXDMLOZAUHSTGTHMHEGOXSISEFLKPIXTDDFMNMKYPPAHQGOMEHVLTAUMAHYTHEL
ETGMANQEHEQEELQAWROMAYRALTGEPKQFCEPUGFGDISIGBEELMHXHXTHTWBWZGTAV
HTEMOXCGBEELKGMWHMPLSMZSLHKMZSTNZLHEHMHNIXBEESLSQOXXGKAHBETZVPOEO
ELETMTNTQEHEQXGYXDPLZAPQVAETMTNTQETHSYKDPLHELAGSEHPMOQMVALZWAUWD
OMEXGMHTMHGEABHETDTHZAVAHSQMXTKDIXPMOOMVALQKPKMTHSPOEMHETDKPEQSH
EMOFHEHMGLKEHNTHKTOMHETDTHQXAYVPYSPKSYHBIXFDHWLTGOXDHEAMGSBEETAV
IGOMSYMTECSYMTFDUPGDOXSIABHEAMGSBDTHVGPOEOBEMHEGSESVKPXGDXVPMKY P
PAHQSIMTAYPVLAXLAUABHAAMETDHEXOMZLHETDTHPOLCWLGXSQEMIXELKMCPLHKE
HSGMLCNFELHEPOKALCXFCLAYXDANDTVLTAHSDAKPMOPKNOSYAFAPELXHRAPFQXCA
GCLHHETHGEZWZLDFHEANQMDAPLLCNFKMUAAPNHMHKMZ SQEPOLCWLGXSQEMWZ PGNQ
HEQXDAAPLTRAAMTHOXHELOPITAPDMWOXCASHXBXUGZESELKGOUMEHELAMFCLZGQOX
CAETABHEHMAMANONOMLCNTTACLPLVASHXDLAQKMHXAMAOMLDFULTFCZLMLPFALQX
OTGLGRPMOQOMVALZKPOEOBENTHSMLPFATLHYGOMHXAMAGQFXQFWQOTCLELVAELDALZ
SVUKIPHXDFUKQFOSLDFULEAMOFFPMACEAYRXIXPGNQVAOFQGEQNXTIXAYDFELKMQP
NOKEGXXUXDHMPGBEELVAANHMOXKXELLAEXKEGXHOAMNLAFUPXELYGNOELDBLELMA
NHYSOGXAVAEXGOXDUIZATDUPMAWZHEHONHMHHYGXMLSYXDANGZHLOEZHGCLHELMP
MKYPPAHOXHMAWMISOMLCMALHETHTKGOFALPLHEQNNHMHBEUKQFSTHTAFHEFYKHETH
SEWEEGLCNTPUMQVHETWEHNIXEXKNLTSYXDEXQNHMTAOCMHQEOTGLCHELEQMRLDWL
QSFZABHEQEZAVAPYKDPMOOMVALZHETABHEGXXHVSPKXTFTIRDPAMUAHUVAQFABHE
AMILMLDFUHNHMLDTBUGIPHUKGAFALVZQOXOXKPPGNQHEQXKIAMHETHFKOUCNAQABHE
LHSHXBXUDVCPOMDFEXGENLNROXZLAMATHLMPMKYPPAHQHSSYMTGOBEELKSQEFXQXD
VGHSSLWRAYVPOXCNTGDGEMSYAFAPPMOQOMVALIHHFHIXAXTHBZAAWAYVXTGCHCLEL
XYEMKFQOXAYPGXBXUDTDFHEQEQXHELUGFKPUXELETMEHEQNGSEHETMTLPQFGQHEHS
MOVHGKDFDTBESHHLDFKMUAAPHETHPDMWOXKAQMOGBEMALHELKFAPRXGEFPFQXOSIX
AZFWPKEGGEUHGSEHHEPOKAMLPFALOGNFOXHEAMHVANLHGQCEELURGUBEQMEXOCTI
OMPFQEPDZLELGEPGFHLXHLPKFHVSOQMCPHMELEGPDVAPLHEQNE TME TMHMMAQEEXKE
ALMTXEEBGSEHAZNQPMOOMVALKYKFTMHMETGEMLPWTDHAQWKPSEUPFHWPANQNKPXQ
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XDELQHAFALGELBZSQOMUXNLMHBEMLPFALELSEMOMAMTSHAUPSKPHTBEHLALRLDETD
TAAPEXGMLKZLOMTXZAPDMHELXHXGXEMTWKCGGOPDGOQFAZAFUOBDEHQSHNELWELH
LKIOEHELGMHVLHKTAYPAADXIEMXHHOTGPKXAVAELPKEGLCFZKYQSMAULTXQFWPDP
HETNHGHMPGSFFPXGHLELONKPCGABHLXEAFATFCZLHELMLDFUAQBDUPHGPIBEUAEL
SLXAMAGEKSPOFPBLELNEANABLCHETNHGHMRAANHQOMHEQNEXKSUATHRATLMIXMAKE
OMOGBEDWKFHYZWZLHEHQSEMOQAYPQEQIXZHAYPACLNHMHHYGXMLSYXDANGZHLOEZH
GFGLEMELKGOUMEAVANLTXGXDALKGAFALVZQOXCAQXZAXHPGWEGXXHZWTGORIXABHE
ONOTZLKTOXSIATSKOMPOKAFQAZXEXTCAETHETDLIKAHTNLNBEFKMKPGXNETABHEHQ
NHMHXTQZXDHELMCLHLMVHETHVMGSEHHETHRXETAZELHSKOAMHEAQMVDEFET SWWKPM
OQOMVALIRLCSEMLGNMOQEGNLHSLUGEFGOQMAYRELAGEGDOMXTKDTHHEHNAYVSHMHMXT
XGWLHNEXHLCEGPHIPGNQHEQXCACLELVNZLHEPOKAZTLHHLPKXUHEQMIXELCNTGGH
KVGPVAELPKEGLYSWSYQOMOFLCAYPGXBXUDTMXLSMLGEHEGXMAKVLHHSQWCLLCGQVA
YPWTQSMAZYQMAYVALALMLKEQEXKEEGTAPDVAXUXQRAQMGQTAAUXDAYRADPQEQPNT
WHELWETDETXDQOMAYVPOXKELMZ LHEHMTDAQMTVWTGDOKEFXEEMVAPKDHKEGXPDIPHT
KTLHAYWDOXDXKLHNIXNTOXSXLZSUOMCLHLWHIXBEPIKTEXQFIPILEFESLEHNIXPI
MHHEHMHNHMLACLPGLFLDFUTDTAALOMCLHLWHLKETGEPGBDTAALKEHSWKKGNQLCHE
OXDGXUHEHNIXBETMQOEPIMHAYMXLMELNBXHVGTAALKEHSWKELMETMHMTMQEMAQEHE
TNKUZASQKAHETSTNANQEETMRHOKPETPKEOHEHMHNIXEFDEFPOXAZENKPWKOXDSMVOQ
MVALIRELTAXHIRCGAVPOSVLHTHEXQROQEAZDFPLELMVGXHLWYQOMOGBEFTESTEHMUX
ELKEEGIXGXHLPHYGLHETZTZLTAAHELXINQHEGPLMLDFUAQBDUPHGRALNPOEMZATA
CLETMKHMLCKGBDQEHVTHLDEMSYAFAPHETHLXHLMWGFDFEXKNELWELALNABHETNTIZ
EOQXSILBZSLDOTGKRYHNIXVAUAAPKFKPSYQOMHETHELXHHOQOMVASHGSEHQXLCPGNQ
DFAQIPLCZLXGMOHEQMGFKPPGSWWKELKSQFHLGEVAELAZWQPUMNEXVAQPFTOMEXGE
EPGPLBLAAUHBIXLXHNMAKGEMVXLNKPONMKYPPAHOMHTAGXQMHETHHEQNEXXHRXLT
SYXDTSUGALZVUPHGELGOMEAVANONTHTAUOSVLHTHNTOXSIEPGPHCEFDKDOMLCHEAD
PKOFOGBEELKGBESHWKAYPXTGAMFUZAQXLCHXQGAMSQALEXKEAMIGGOXEMIQLHGZR
GUDTHETHSEMQSLXAMAMVWZVAHSQMDEZTAMKPWKROMOHSXGPWKPEFDHEQXCKPOEOOF
MAEVLHGOHIMHUGZGLNKPUKYOFDNBHYKLIXCGEQTHATVATMOQEPQSAOAAMAUDHUKYP
MAULRAPOEONTDTALWVTHQXCAAYRALSRUETSFRUGE IHEMHELDEOSEWE IODAMNMKY P
PAHQHSPOEMHEQONQGOELTEMXHHOQMPLNPMKYPPAHQVAGFGOPKCLOMLCHEAMEFPHELE
EGNTQELYSADACNIHKGPSALHLVASHXDHMELTAPGHEPOKAHELEEGNTQEGTAFALGEPQ
SAOAHNETHIMTVHETHBIXELXHVMTHHAQMELLYSWSYOMLCAYVGHSEXGMLEHPLWLDPLE
PFOXKAHNIXQSTISQOXQXCAAYXDRXAYKTELETMETMHMLKMLCNLNKPTNTDLTMAELGQOME
HTSFSMCPLDXUSESGXEAZDFIXELFOAFALGOBECLELKMZSHNHIPLFQVNHMLPYPHELN
YSVAHEQXKAAMHXEXGOECQGBEQSSMCPLEGXPDGOXHVAELHTWBWZGTHEQMVSCLHLCE
ETEVKPXQXDZAXHMXKFXGABAZXDDFAYXSHSMOQFNTAAEHNIXPIMHZAXHVAELXINQDE
AQHEEGHEAMESONHSGYXDXIPKOFGQAVHQAMRAGFGPIGMNMKYPPAHQUPQOHUHETDTH
GOMEEVCPAQAZIPACTSLEQSIXHLMWUPGDXHVAAYMXKPSETOTHNTETSZPOMPMKYPPA
HOFKEMHMQOMHVQZXDLCFOAFAEQSMAULLCDAHEHMELALHEQSMAULOXLCHELEPOMAEL
XHXAVAUAEOLHHMSQEQMECLLCNOBEUGXEWQHEQXCAKLGXXYNLPMMGYPPAHQETKEEG
EXZGQEKPSEEOHTIRALHPUKEQSCPHMGQFBEQSHAFATFCZLPMMXANECGFKPVSPKETQON
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RXZAAWELMKLIKAHLSHEMLKNKQOALKYEGALHSBEEXHNFKMKRAEXEVMKYPPAHQHVQA
CEGLVZFDMPTAHUHYQEOQOEHQETCNANQEFOABLCNTKEHNQEAZBECLELAUSZXDPKDP
OXAZNQLCGTZVEHELATVAMHFPVHDFHEANTMOEQXDXHNXTEMXUXEAFHUXZMKXHZVEL
MVTMHMKHELMHETMTMHF PVHOMHETHHEQETHUGXMKFAPETMTNTQENTETSZXDMTWKQF
IPILAFHULCGETIHAHLKIOLKFHMXKPSEAFHULYBETHXQKAHTEMHSLEHSOEQHMTMVAN
QEOXGEUHGSEHHEHMLETSTNANQELYEMMHGMPLXGKAAZXDPGBLELMAXZMKPXHUQXSG
EOMTWKGOMHVZUGXMOXDTPIWMGXANANMLVHXIMHQFTXALLCANFUIGEFNYKHELDFHRA
TSAMQOOMQFEZKETXDOMHEAQMVALLMOXOSTHHLMWHEQEHNVMLTMOSHAFUPNHKEQSMA
ULISSYENGPEVIRHLSYPOXIEMFDFKMTVHGUQSVDOIXBXUFNZAEHELNHTHELSKGUXD
LCNTEXQRKPAMLKNHMVPLKFAPLCXQKAAZQSNHAFAHOMXIQGHEHNLTHEHMSEXQOGBE
DWKFTXPOABHETHFZAZAVFDLCFEZHELKFAPHETHETMTNTQETGAZXDGOOEZHGOHISZ
HNHMXIPXHSLSHSHTRGOEHZKPGRAYMHEXGNOQEMANLETSTNANQERLDFQOQXSGBECLLA
EPLHETAZXMHLEGPLHEHMIGXQSMDPGXQMQOHVAHMGE ZHELZRLEEGEGKFFMPOPKXPLK
CLOXSXHTMVMLWYLSVSLDFULETSTNANQEDTALWVTHQXCXDEXUMHXQKAHLHSHUZAMX
CLOFAZEFANHBANHDLPHOVXZLZGEXSMDPGXLTNHEBGSEHLCXQKAEVMKYPPAHQXILB
PKOTXQWEGXHSVDETYSRAGFCLOXSXHTMVTAUPMTVWSYHTOXKFAPLUQZXDWZGEUHGS
EHROQVAHMUGIPMLPFALOQXOTGLGRTAUPMTVHELFUTGLTEMHXAYVSHMHXAYVSHMTXPO
ABHELMCLHLMVPMMGYPPAHQGTNQOXLCHELAZSQXKSGEFDPGTSWWKQXCAFKOZSVPLHL
IGHBIXFDCGGOELKETSLHGPHIPGNQHEQXCAKLHMELOTLTMHKEGXHEPKTHEQMRPOPA
QHMSLHOFGIMOQHSUKYLTSQEHELTMKWPDPUKYPXGVAHMATHLHUETMTUKILRALEEGAN
MLVZQMPMMGYPPAHQUPGDOMRAGKDHGEEMEXKSTHBLHMTAAHELQWKPSEAFHUSMLHQE
MOGMELGOMEHETSLTXGVAHMFDRAAMIGGMETMSHUHYUWQFWOVAOLLPBEELEQXRPMOQ
MVALQROQPFTOMKFAPRAGFCLOXSXHTMVEXCEELMENHMHTACLPLLOFBWQUPGDQXOSLD
FUAQBEKFBEGOHIPGMXLSMLMNMVOOMVALKHLAAUZIVAHEPOKAEVHINTZAXHXAPGNQ
HEQXCAGOKFZAYKPODWKFELPHCLPMMGYPPAHOXGSFMLKEHMHLTHYWPOKAFOMVOMAU
SVPMOOMVALKHDFMOMHKNELHEHMELGEMHCELAAEHMELKELTMKHEQEESTMCLHLWY QM
TDOGOMELGOMEECHSAQXMHLEGELXIQGIXGTPITAHUIXELKGOUCEELY SPGWEQMNTTX
POECQOALIRISQEKFFKOUMEHEAQPISFFPMAPGXIQGPMMGYPPAHQVAUXLUKHETAVAY
MXESLTSTIQXLKXHMKGXBEZAETSWWKXEVAZKDPPDEFBXENQUXUKILRGNQKLOHXAXIOQG
PMOOMVALKYGXELHSAVOXGYXDLKSWSYFTIWQHXGUIZALTKSANLEQMOGBEXITHEDHE
HMFKMKDFHEAMZFQAVZIXHEHONHBEOFVAIGMVLCNTKNAYALPMMGYPPAHQXHXGBEEL
XTHEPKDPPMOQOMVALZKMHVLLCHETNOMPKDPXYEMKEFEXOMANHMOMOGNFOXLCHELNPK
BESIMKQEHETDTHXHXAVAUAAHELMHZAXHXAVAHSQXCOKFFMSYMTECSYMTIXHEPOKA
ZAXHRXIGAZXDLPMVDPLHAYXDXHRAAQSESGXQOXDHEQXSXKGOUGEAFAHAYRATSLTWQ
HEQXCAGOKFZAEHELFPABHLMVUXZAGQGOXUACCLPOABHETHHEHONHMHMHATHLCEGL
SLYSPLNHAFAEQMQGBEHEQXRYTDPOEONTHSZAHEQMYPPAHQXSCLOXLCNTMNMVOQMV
ALUWLAATPAANLMUIZGOHZWZLPMOOMVALUHHIHXHGLHYPXQXDZATAUPMTSYWEGXSQ
EMAYPAIXZVDPLPVHQOXCALKIOEHNTLPMHELNLAFATPAANLMXHVAETHLMTXOBLELEP
ABHILMVNHMHOXPCTPOMHEHMHNIXFDMHIXDFLPVHELVEGKDPQELTWYQSEXMNMVOQMV
ALZHELFPABHLMVDWHNMTWKNHAFHFETHELTEMMLLZXQTHLKIOEHTXPOABHEQNEXCE
ELYSGYEMELKGOUMEAVANLEKFELEXOMLHQFGIKGOUOCLHSONAOQSUXEWQHEQXCAET
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EVGSEHNTCGOXCGWEHQHXEQGEEMLZMWOMCPHMZAKGOUMEHTXBNLVZHEQNLKBRHMKH
PKXDELXHVPMKYPPAHQSQKAHETSTNANQEKMUXAZXDOXLCEXQFLTRIPAANLMEFZABHE
TDTHDFHEHNTAUPZLXGMOXHXARAKFQOXDXGPGSFDXPALLMOXAMXGHBIXXGABAZXDIX
VAUAATXIVATHQLZAMAQHPXGAQMOFFTOXGYXDHUDFHELNHSKGMWHMPLSMZ SLHKMZ S
AQECQGBEPGPOKTIXUIZSHMHYQETGHSOGKPPAESNQGOBEELEQBAVAMHLEFDWHELBE
FKKFAPRXGFPFOMCPHMELEGQXXLVZZAXHMXLTPHQROGXQKAZTLNKPLHELGTEVCPQOM
THTAATSEXESFMLHSOQMDFHETDKPEQVHELGTHEEGNTQEXHZVAYXDLSMLHSOMPGPIGN
MOFEIHEMXGALBEHUUKQOETMTHEPOKAHEQMZ IVAFPSFMLOGZLPLHEADPKQFCEELGT
AVHTUAHBZAKTOMEXGQAVHQAMXESWPKNHMECLAYXDAUDHHEGXSEWEEGTMHMNTQEMA
QEQXSMZSLHKMZSLEHNIXHTAFAHAYXEEMMTWKPUGQQOSGXDWZHEAMUAMT PKWLGXET
YSEXCNLTMKHYZGYHHMTNCLEADFDAFDIOEHCLZOGYBEKLGXNTAHELXHRXLTSYXDUP
XDPKNTXTFOMSALOTGLRHAYKTRXLMABHEADPKQFGEEMAYKAELLAQMEFZKDALCNGEFCL
RAGXFTQLHQAMNHMHAUKAZTSYKAHTEMVSHSOHQXCXLEQXKETANPGFDEFVSTDHTOTAM
EXKEGXFDMAXHVRHMUHDFESTIEMKVGFGDOMIXHEPOKAZAETCNANQEWVGDQETHALTXAB
HBZGLHAYVPEXMXESHNIXTAFZMGOPFTOMKPLTTEFIPOQVNALOGMHGOMEAVANQNLCMH
TAGXLHETHELEEGZIVAHSSYMTGOXEVAMHLHHYHMANTMHMZHAYXDWPDPAYMXESLHKL
GXFCCLRXIXQFNHTODPLEHNIXEFZRIPYSNSESGXDOXAYVGUPHGUPGDOXOXKPPGNQHE
OXCXZLELGQGMANONLCMHTAGXLEHNIXNTOXKXTHKTOMNTGTIPLELAGFGDOQMOFPIGN
MOFETHABHETDTHHYZGYHIXVAUAAPHTSYXDTHAYPNPKVEELCLELMHEMPTLHEAMHVAN
LHLPMVDPHMLTPGBEELXGKALCBLELGTAVANONOMLCESTPLEQSELKTZOOHQMEXNMNZL
HIMHGQRAPOEOETMTDWKEFWELEEGLPQFKNETHEHNIXUPGDOXOXKPQOXAYXGXMQGLMGK
DHAZAVANONOMLCNTIXUAMTVKGSHSLHHLAUKAHLWYLNAUKDOMZAPFQEELEOZAOFQOX
HELTYSEXOKAUKDOMZAHEQELTMHVAVAMHLHATPSNHBEPOHBZAETAUABHALMPFELOT
ZGDHGQHTSTQOXHEQEANHAESFLAUKDHMOMOXLCGEWREQXAVANHTPLHQSAMELOTZGDH
CEELFOLCZLHMOFAZAHELDFHUAUKAAVALBLOXHEHNLKALVAMHTLHNHMHHBCLQOXURQX
SMZGGROXHEQMGXHTBDHNAYKTNHMHHEANHQAMPLHETDTHXHZVAYXDAY SOQXLWQODEFLA
GFGDOMPOLCBLELYSXYEMKEFFDNHMTFWLTKOQHOQOMPMMGY PPAHQHEHQFKOUMEZTLTET
LHGPANLTWQHEQXCAETHBIXETSFMLXQXDOGNFDFHELMTSONQEECQPFTOMKPAMAUSE
MLCEELFOLCZLHMXTKDQOXXGMQOAYVGUPHGEXGMLHPLNOKFBEELVAMHLHLCXHMKMXQP
NTPWPOWHELMHELXTECKFFDBEELXHAFEFANABLCHETDTHELGOMEHAGFGDTHZAFZHT
BLHMESDPQEHEAMFPDHLCZAXLBDIRANAQXDUKYLHMLMPKNLXAPGMPKCDEFISTAAELH
YPEQCEGPSQALTHHELHTXWZEFZAZHEEGCGEQOXVALTKEHENIXVPUAQXSTHTSHHEHMMA
MTMHUPGDOXKXDPEXHYKFIXNHHSOXSXUTHSADATXAMAMAATIVZHUHEAMETMLPLHEQN
HSGYXDVAELGTHEEGETGEPKOQFGQAVHQAMRALHGFKFIXNHHSOXSIOTGLGHEQNQSHEO
DFLEHMFTTGRYIGWHIXKMHXXQBEGLAZKAZTQFRALAGEFGDOMGQOVAQXVZHUPYXBLUQM
LKNKQGUKYOFDXYHBIXNQRALTRGOMROMOQHSSMPLAMPGSYMTEQMTMVANQETGTHXGAV
GPAZXBLUIWUKQONTVAUXXUWUPOCNANQEXGABAZXDDFTXSYKDXHAFATAFEOHIXIOQG
SMPLAMPGMPKCDFISTAATAFEOHIHYQEUKZOPOEOETMTNTQEDTALWVTHOXSGPQVAET
MTSLXAMAGEOGQTEFXLTVAXIEMSLVHOAPGENKHHIELMHSMPLAMPGMPKCDEISTAAPXQ
XBNLGEXDSYHUKLOQHMAMTWKDFAMDTALWVTHOXSTAFHPGSEHRAAMIGGQPSTHQABEHU
UKQOHEQXCHELQKNTTXZAPDMHGTMHLOTFZLEDTMQEHEQNTIOOAAMETMTEFDAZDTGMDP
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LHAYXDXSGUXDDFZAXHPGBEELYSEQXRRAAQHMDHKEHMELEGXTKDTHHEQMY PPAHQMG
HSOHZSOXKSGFDPXYEMKFYALTMKZALUGKGRPLKFAPRAGFCLOXSXHTMVNHAFAHELKW
QECLKGPSALHLHUVAOFQGHEHONHMHFCQFCEDFCLZGAMDPLHAYXDRAGEFCLOXSXHTMV
OGNFOXDHBEUATFLHHETHXHMGOMTATPGOSAOALEQETMHMETMNZOARQEMAUKZOEXZT
ATNQHEQONXTQGOQVNALOGMHDABEHUNHMTETOMMHGZ POPAZAHALHGKLATNSHHLLPMH
ALMTWQLTMVYGFDBHETAVIGOMPKNLXAPGMPKCDFISTAAUSWSYHTFTZWZLHETHMXKP
LTPGBEPUGPLDYPELEGVSLDFULTMHNTOXCOKFWMGSEHGTMHALXAPGZLDFHEAMHVAN
LHXGFWPKEGGEUHGSEHFDHLMTEMMHXAMAGQENTIOOATDUPHEAMRXLSSUXDPYPDYPXA
RALHYWHNIXETMSXGMOXHIROAEXDTTHOQVNALOGMHELMHIXHEPOKALKSUXDELXHXS
GUXDLCHLAFAEHMPGNQHEQXCXZLELGOMEAVGPELNHBEDFLXQOXTLHAYXDZAFKOUCNAQ
LPBEELMTWKGEIWUKYOFDNBHYGPANONVAKLTSOMGXLSMLESQMTHATVAHEQNTIOOAAM
LPQFOGZLTXPOLZXIAFAUPISFFPMAELMHTAHUETXSDFOMOPFTOMKPAQZVHMHTQOXHU
MAQNXAPGXIQGOQVNALOGMENHETMTPOKTLCNTHEEXOWOULPWHPOEOUKZOHSLNKPIX
ELVWLHALPDXEHYTHIXELVWLHALPDBEELKWLTGYEMPLPQSAOAAMNHLHQSSHHEHMLP
EMPLFDHEEXRKPOXIQGSMPLAMPGMPKCDEFISTATOPUOEIHVALKIOARELGOMEABHEQX
CHAYRXIXHEQNDPQELBKPRAHMNTHAQNDFXIXGXIQHMTXQWUPODWKFHYKLIXCGEQRQ
MOHSSMPLAMPGMVYPLATHMAXMZXALMLMVDFAUDHUKYPMAULGTBDTAAEQSWZAYMXES
LTAFAHAYRTPODWKFHYDEFDEFMAXMLNKPLATMOEQHHSXGETMTNTQEHVQZXDLCMLMVIL
MOMLPFALLCGTAFAEQSWZAYVSPKMLMWESTMPUMOPDVHSMPLAMPGMPKCDFISTAULAU
BDELCNZLOQVNALOGMHHYKFIXQFVAZGGYXDHBGPELVWLHALPDXMMAQNQMEFDABLCED
AZDTZATAAOLHXAPGKGEFXTPOXSGXNHDANLMXTIQZXDUKYOFDNBHYGUETMTEQMTMVAN
QEEXKWLTPGBECEFLNSYKAHLEQOGXPHIQXCSPUMQOPDVHMXESAQDWKEUKYLTSQEAVIG
OMPKNLXAPGMPKCDFISTAAPPOEMOXKATANLAIVSHMTHOMETULEGSQSYXDFZHZPOMH
GOXBNLMHBETMHMUKEQDWKFRIPOMHHELDFEUKEQUKYOFDFKETAFHPGSEHPCEOQNKP
HBIXWPGSEHQEQMPLUKOLATABHLMPAMIGGNOQVNALOGMHGTEPHUPCEOQNKPHEEGEP
NHMVYXUAEFTMHMETMTDFHUNTGTIPHQPOMHLCKFLAEFCFALLCIPLHELSQAVUOKDQZ
AVGEWRYATSQEZTUORAQMPGPOKTXGBDONEGESFPPNMHZHPUMNAME LAUDHMNQWHNLT
MPOLXPSMPLAMPGMPKCDFISTAAPLKHTRAHSFUGEFGDTHOQVNALOGMHEXGMIGCEELKE
APHSQECLAYXDLCHEHMOPPOMVHETHHSLNHUQXSIPKOFKQPODWKEFHYTHTMHMUKEQXA
XIQZXDTXPOHBYKELMGGXLSMLHSOMTXPOHBETLBOXTAHUVAPFMLKEQSZAMAQNQMHE
THSMPLAMPGMPKCDFISTAAEEGMHTGELCEELFPOXAVELXHVPGPHTFBUGIPLCGQVGIP
VAELMHTAMHIXDFRALEEGNTQEXHZAQXCGXEKGEOETMKXHAFATAFEOHILPMWAQHEHM
IXTGTHEDSHXIFKSEWEEGRALNGAQMOQVNALOGMHXYHEPTIKTLSQAVKOXSXHTMHIXRA
OMOGFDXYHBIXFUIGBEETHBETHLMTMHMTWKDEFHNIXXTIQZXDRAHNIXFDACGUXDLCNT
AUTMAQLZBEUAOQVNALOGMHLCEOELSYHBIXHVOLOQVNALOGMHLKNHMTWHIXKTGEGP
OXSIFDHEHMRAHMNTHAQNDFEXGNGOMECLEXRXHMHYTHHEHQMHXTQZXDRALMMHXAMA
OGXQVAETHAIXEBGSEHPCEOQNKPABLZMWOMOFQXCGKMZGRAPUUPHYHNQEABLCXUEM
HELMCLHLMVHEHMQPPOSYVAETHAUATHEMGINQVSCLHLSHMHHSLHETABHEHQOMHMQEG
OQVNALOGMHEFCNHKEGXELEGSMPLAMPGMPKCDEFISTAAOIXMLOEUATHEMGINQXGGTBE
NTAUTMAQAZGOMEHBEXABLCNTAUTMAQLCETTFIPOQVNALOGMHMHTGELOGZLEXOMTH
HLKEHMDFHEAMLKOUMQSYDWKEFYGFDHYAMIGKELTSZHUSMPLAMPGMPKCDFISTAAPPC
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ZGLHMHVNALGEXARAHNQELCBEETAVFDHTAFAHELKWAMHIQOXKALHSYOMLCGYAFAHEL
FPABHLMVPGWEHSWKEZHETDPOEOBEELKGOUMEHCUAAHETHAZAHATNKUEDDFHDEDXR
HYUKWYKFFZABHEHOMHXTIQZXDHETHHYQEELKGOUMEHCUAAEHSWKEPABHLMRPUMQPD
VHVSKFHMPGNQLKNWPKDHEXCEETAVHYKYAMCGEQOQVNALOGMHEDGNMQOCUOPEQZAV
ZAVAPYLNTAHLMHOMPKNLXAPGMPKCDFISTAATBLHMTAAEAMOGEQTAAHELMLPFALEL
RGUAALKETDPOEOBEGYAFATAUABHATNKUZAXGIPHTVAPOEMOXCGXLAFAHELHEQXSX
LCVAPFAYVNZLLKXYBEELXENQPLELTSQEGOKEHSWKPIMRZSHNTDEXDFHUOIAMXAXI
QOGOQVNALOGMHNHSEQWTMHMDWKE SMPLAMPGMPKCDEFISTAUFOUALOGZLTATGLEEXOD
HMKTQAXLEMGEWBNTGEHEHMHQAMNTEQTHAWELMVMLVZTGALMGQPFTOMKPADTSLTKS
LTAVXOXBXLRALHGEFGDISPUMOFNTHKTWPDPAYVSGKDHHTEMANESQXQOMZAZAXHXIMT
WKGOKNTHKTZAETCENHTPLEEXGMFZEBDFOPNTMVOXVALTOEZAHALMATEQAVNHMHPD
SZXDHSPOEMHEANQMDAZAPQVAETMT SEMOMAXMLHGOQPFTOMKPLHLKIOTWTDLIMAEL
FOAZZTTGGYWEGXFPKDLHEXGMIGKEISSYGMATHLGXOFFPMAZAXHRAHNLKLCEOUKIZ
CNLEHMTNZHELXHIWQHXAXTQGSMPLAMPGMPKCDFISTAATEMQGDFAVOFFPMAUKYPAD
GUXDLCHLAFEPHNYKUKYPLEHMLDXLAFUFATDTXGMTKGNQLCWVOXKAHSWKLCAYXIQF
HTEMOQFOTLHELKWLHELDFHUXLSQHUELETPALNEBKFUKQODFEVLTWQPOGTBENQEXHE
LMLDFUHENLKAUMTELMHKVQAOMPKNLXAPGMPKCDFISTAAUQPSUXDLCELPWANLHEXOM
GUBEQXSIEBOPNTPWPOMKQPFTOMKPHOQPOGTBEZSTNANQEXHZVAYXDHEQNTAEOHIUK
ZOPOEOBEXUEMHBPFLDFUHNLKHSTLAAMPAYGLOXTEMHEHOMTCGABHEGXPGXQOXTHYQS
GYKDOXKAGXPDHEHMTAAHELXHQIVLELVAMHLHVGMHESQXOXKPRXANLHRAHSWKEPAB
HLVKDPLTEMAUMTELMHZAVAELNTVAFUTGLNKPAYPVIGGNOQVNALOGMHXUMPHUAYXT
QFHTEMQFOTHNUATEFLTFTLHDLEFSATQOXTMHMZHAYXDLCAYRNELWEAMPUMQOSYMTHWZA
HLBEELSEALABHLSHALABHLSWMHMLTHOMSMPLAMPGMPKCDFISTAULIGBEHUXGABAZ
XDXTKDOGNEFDFHEHNTAHPLTAFHUOQVNALOGMHUKZLAYWDUKZOEXANFUIGXEAFAHAY
XGXEALABHLVHELMAMLPFALXYAFEFTMHMOQFMOMVHTEMAYRELATFLNESPOXTALDAEM
YXPOEOBENTPIMSSYMAGOBLGOHIXHRGEFDNFIXETSWWKFPABHLMKHIQOXTLOLZMHHEHM
HNUATFTNGEFGDRXSYABHLXEFCZLETSWWKTMHMZKAYEOQXPOWHKPEOXYAFHOFDHYGX
XENQANTGHAIRIGGNOQVNALOGMHUPGDOXCSHMIRHMUGI PHUCPHMHELHPFPLAYRATA
NPGFDFOAIXMAXGHBPOEONTQEPOKALCLZMWEXZWKURALTONESPOVXLNKPLETDEXXH
HOEXCETAOWESPOPXKPPGNQHEQXKAHNDFHLMTWMONQONNTVKEXHZPOMALEKEFPOKTNT
ABHLPKXBWLLATFADPKXYXDOFHXHIWPDPTAAHETLZBEUAELVMLTKQLCHTDHZASMPL
AMPGMPKCDFISTAUPMLEQKEHMPDZLTKETXDOMELMPOXGMXHAFUPNHGEEMHEQEXTQG
QHRIAMUKYPHMGSEHPLKGYPMAFZHEKFGXHETNKUDAABAZXDELMHOQVNALOGMHRAAN
HOOMAYVGUPHGPIGNMOQFETHVALKIOARELHEPOKAHEQNGSEHNTAYGOXDETSWWKQEMQ
MWLTHEZAETKSQGVXSYXDOXKAQSUKZLAYWDZAXYMALCHVIPHEISSYKNZAARDPLHAY
XDIXQSFPVHEXHTVAAYXGEFKOUCEPYVAETKSQGXYHERQAUNLXTIQGOQVNALOGMHQSED
AVHIOXKAGXELHSAZMXAZBEELSYKALVATDTXIQGSMPLAMPGMPKCDFISTAAOPYOCQOX
OAZWZLUKZOEXLVMHHLEMELMXCLGTMHALXARAQMDLVAQECEKFETHBIXHETHTAKEPY
VNAUXDPGQFKEEGWVGDOQEHEAMUAQEDTHSPOEMHEQNZAKSHNVALTGQHUUPQOHMIXHE
HOUPGDOMOFEXGNOGNFHEAMHVANLHLPMVDPAMGSFDXLELEGAUKAAZAVNHAFALCEGL
PKHSIXHEHQFCHEUPGDOMOFTHHEAMRKEXGELYDAPDLCVWYGLNLAUPZLPLHELTYSEX
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OEEXMQOGBEELPKEGOXWPDFLCBLELSOBLELPDLCVWYGHNIXLYDAZAXHMXCLAYXDLC
HEQNEXXGABAZXDIXHVOGAQHEHNIXTAPDVAHBZGLTVATAATXIFDMPTASEXEEMTHAL
IXLBZSLHQSAMIXXYMOQELUPGDOMXGPSHULCCEGSLCNTTAUPNHGEEMPGXYEOUPXDHT
XDALPGXWIPYKFTTGRYIGSHEMNTHSKEQGPDVAPLAYPXTGLELEEGETEMVAELXGQTPL
OQVAXZFEQGXTIEMAYPXANLHOXHEAQPHLTHEHMFCCLRXHMLAYGTNTXQKPURLOXXGWE
GXSTVAPQVGOUHSHSPVELXHRAPUGQOXDTXQFOELDXWATWDLHRATISSYGMIGGNOQVNAL
OGMHPGQFGOXDMHAUTMOMTHATVAEXKNELMHGOKOQPODAABHETHPDLCVWYGTNKPPKNH
GQLVPKNLXAPGMKQPFTOMKPAMY SXIQGHEADGIBEOTQSXZXDGTMHLOAFHUPLBLELPD
LCVWYGLTRAAMFPDHUKQFSXYSZIVXATKDALBEZANQZSADCLAYPVYSFDSMCFALPVNH
MHHEHMQEGPYSLKIPHNIXTAPDVAMOQVAPKOHCNZLGSCLAYPDZLTAHPGSEHENTLPMHHE
ONTOOAAMVAHSHLGMXHMPOXHSPOEMELNLAFATPAANTIMIXNHXHPXHUQXCPHMWVGXLC
EOQPFTOMKPLTEMSMPLAMPGMPKCDFISTATFQELBKPXHMKCPHMHETNQFOELDXWATWD
LHXGXMQGAQIPZBGXZXALXHXIXTWZFCUWIXHTPAANLMOFMOSHLZBLPLOAZTATKDET
YSCPHMAYPXKPLELTCEELZKPOEOMALTOZSYPOPAIRETMLOKZLAUDHTXPULCLUGSEH
XOXDGXHETHHYHMHNAYVSHMOMSMPLAMPGMPKCDFEFISTAHUAMXIQGOQVNALOGMHELAF
AETSLHETAVGTPWKPTMHMKGOUMEHZPOOGPGNQHEQXSIFCZLZAOQVNALOGMHTMQEUX
ZGPOEOYXPOEOBEVGHSVGEXKGNQOXIPLNOUYATSLDEQROMAULTXCPONUHLNHCEQHN
AYKTGXLSHMNLVZSEFPBLELUPEMDFQFMOSKPKOQFKNLAAOZSLEQSELMHETKSQGNHCN
LHHLSKLHHEGXCPHMXYHEOQVNALOGMHLCGDETSWWKQXAYXTIMPXTEMLZMWOMLCXHMK
VAELOQOMVALIRLKIPTDPOEOZGPOEOGXHICGGOWZLHKLOSXGSHRGOMETKSQGELNTBE
AYXSMHTHRAISKIELEGCPHMETSWWKEXOCTSLEQSHYTHPQVAETMTNTQETSHMIRKVTH
KTKHAYRGHMKRGXVAELXMQOMOQFEKYISSYOELHPOHTLKFHAUDHHXPOEMOMOGSXAWAW
AWAYXAMAOMPKNLXAPGMPKCDFISTAHUPOAFHFHGLHELPQSAOAAMXAXAPGSWWKPGWB
NTKEISSYCEHGQOXCGZLTAHSDAVSCLHLKEEXODHMKTQAXLEMFZWKQXKAGXXLDTQXZA
FZAZGBGBGTBEVAEXGQHAUATHXQESAMMOEGEXFPKPAUABHALEHSWKPLBLHMAUMTXY
HEPQOSAOAAMOQHRIAMZAXTIAFTPHMIREGFZACLHISSYFPWQPOMVLAWLISSYOGWHLATE
LNPOEMSMPLAMPGMPKCDFISTAHFAYVSHMOMSLABAZXDETKSQGSGXDHMHUDFHELTMP
IXOQVNALOGMHVALMMLOGMTVHELUPXKHSMOEFNTAATEMXHHOQOMLCHELNPKBEOGKPEL
ATOGETSWWKDABEHUDFHEQMGFKPVALMLCGDTALHHLPKZLPLAYVGUPHGLZKDOMZAQX
XGMOETSWWKVXATWDLHXIEMHEQEGTNOXTKDLCHELDHEHMHBPLKPLXOUEPQOXZLLHEL
HEMHLDBLELPVLCGOEXOEGFGDOMTHHELAZAHATNQFOELEISSYGMRAPOEOHMXARAGE
GDSMPLAMPGMPKCDFISTATFAUWDOMLOSYPOPATHEMHELHXYWDAUXDAUKAABHETHTIP
ILAFHURADFLNPKNMOQPFTOMKPAMHQAMMAQNOMLCETMTCGEQPOHBLAAPTIGGNOQVNAL
OGMHXUXEAFHUHETHVAETHBTMQECEFIPOXAMXAVAHTQOXKAHMHNONHT IXNHAFAOGLEM
UGOXHETDLATNSHAZDFRILTARIGKEISSYGOXEMTWKPQXBLUQMPCZGAQCNAMACLHHE
GXXZDHEHXHIDXGSEHSMPLAMPGMPKCDFISTAUFPKNLXAPGMKQPEFTQOMKPAMYSXYSUXD
AYXAVAMHESOXDAQHPGWEGXGIKDLHPAANTMLEISSYGMEFYXDAYPVLALPBECLELPDLC
VWYGLTEMGYKDOMHEANQESGEQOXLCAUNLXYHEHSGLSYHVGPAQBECLELIGSHEMPLXU
BECLELXQKAAZRATAAPANHQPOPGDFOAFSTDLVPKNLXAPGMPKCDEFISTAAPIGGNOQVN
ALOGMHFDGNGOXDLCELMSPKNLXAPGMPKCDFISTATFALHYHMEFDMAQXMHFUQKQPEFTOM
KPLHYPEQGEEMXHHOQMXTKDOGNFHEAMHVANLHDFHETDKPEQWYAMLCSFMLGEEMLCGD
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POABHEAMUAMTMSZLPOHLWYTDAUKDOMZADFDTEXCENHTPTNTAAPPLAUKAAVMLCNTG
CHCLELYSVAMHLHATPSXAPGHETHSMZSLHKMZSADUPNHGMQOMQFEUKSHXDLTEMELKG
OUMNHGLDZLTHTXWZGTAVAUWDOXSIPKOQFCEELKGMWHMTHHELDHEHMOEOGBLELVAMH
LHELKGOUGQIPAVANLHELFZEMALPLFTEXDHAVDFHEAMHLEPXFOPNTPWPOSKGFGOUO
KDETSWWKELPOMPYPOMELLZMWOMDFAYRAANLAEXKNZAETRXGXLKWLGXOTGLRYHNTIX
CGEQTXMHTQHMOLLUQMHEQELTHEQMDAPGLEFSYMTECSYMTHYZGEAHIXGALBEEXCEQG
QIEMHMHEAQWDIRRKHETMHMUHIXLVATDTUKYFPOEOANMLVZIXLCXQRAQXCAAYXDVA
KLLSMLWEHSWKFPABHLSWPKAFALOGMTSYXMQGLEGXFTEXDHAVXYHEPOHBHGQOXOIEFP
EQVPTAAEEXOKUPMAOGBEELALABHLVWAMQGLEQSEXKEAMALVLDEFFDHCEFDXYXDELXH
XAVSTDGIEFCLDWKEFQXKAHNIXXLPDIPFDHCEFDXYXDELFKOUCNHNGDQEQXLXHNLKYP
VAQSTNQRMVOOMVALIRVGMHESIXRALDMLEQCEELWPDFECGEFKPLCFOLCZLHEQNUACW
CLHAAMFDVHETHEHNPOEOVSQECEELEQBANLNBNHHDVXAQXDSMGOMQGEEMSUBDELCN
KYGXKGIPOXOQOEHQELKGOUMEHCFDBHETHTABHEGXMTWKPDNOBEMLPEFALNQLHQXSG
XMTDMHHTAFUPMTVHELKGOQFHVKHHMLEPUGOXDOFHEAQSKATXAMAXTIEMXIQZXDOXLY
RAQMPCZGAMLCETSWWKEFPABHLVHELFCKHLKAUMTGN

4. Kriptanalisis Hill Cipher dengan known-plaintext attack

LAY -y

Ayumi Yoshida, yang menyukai Conan, cemburu melihat Conan mengirimkan surat kepada Ai
Haibara. Oleh karena itu, ketika Conan memintanya mengantarkan surat kepada Ai Haibara, dia
melakukan serangan Man-in-the-Middle (MITM) dengan mencoba membaca surat yang
dikirimkan Conan. Akan tetapi, Conan yang sudah mengambil mata kuliah 1F4020 Kriptografi
menyadari pentingnya confidentiality. Oleh karena itu, dia menggunakan enkripsi Hill Cipher, 3
karakter setiap kali enkripsi, saat menulis suratnya. Di sisi lain, Ayumi mempelajari bahwa
surat-surat dari Conan ke Ai selalu dimulai dengan kata “Hello Ai Haibara” dan ditutup dengan
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“Conan”. Bantulah Ayumi untuk membaca isi surat dari Conan sehingga dia dapat istirahat

dengan tenang!

IIXJPYVIEXESUCFBPMRWCNSOCGPLFOUTYGMBULYOUSRUCIQRZZODTVAFAROQYYZC
GODOQWINSSWXBBHYVHTAQQQPYLHGUEVDSCEZNAAONUVUCOCZFWIAHFWIYUZMETTDB
DFESVCOYYZDDNZNTLHZOCWEWXXRFMTEFJEQTEWUILRGACWPTHHUAHFKKYVHEFOUUWY
NDIGPCXIAFOUIASTESLOATGVPWOKEFGVBGLRMRNDEQTPBOEWXEFYWXZQIPDVKEPVMM
CIMCJDGICYOMPGZSLXMGCSVQOZRCOMVUFWXZAGEAVHEYTWERZQHBDOSUTBTNSOFO
OBPHGEDFOOKNGGORQOZAZENGOTMRWIYAQVMJIJHVWEJFIQONSFRJAIDCSORITEFLNUA
OQUIHYIRZBBPEJXNLEFLBNZIUVIZASESYWQICVREBDEGQJEFSWMPGOJSUKRHGYEOQS
XKOXUBEKUPFSQXLTZTCSLDANLEFTEQJTYONUVUCEGZQRWIXVJILGFZXVLPEODYDRFO
UVDRCIHXLLQOSMLUILGDYDNDONEFTVHCEFOOUTYGNWULYIHPZOECLEJREFZZMFOUULY
OUSRUCIQRGAOAECZQIDWGVZVNXNPVUAFAIGZECTSAQCZJPIOVLIEMAZOHMEEJRAT
OZBITIUYLHIPFJXBBHSMXSOXLTZMJHCUMDWGONLXIAULYZHSJBRKJIJGZXWMMEUKRMB
REAMAAN
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5. (Bonus) Kriptanalisis Affine Cipher

Eri Kisaki, ibunda dari Ran Mouri, mengirimkan sebuah gambar kepada Mouri Kogoro. Gambar
tersebut mengandung sebuah pesan rahasia yang dapat digunakan untuk membuka sebuah
brankas. Untuk mengamankan proses pengiriman gambar, dia menggunakan enkripsi Affine
Cipher 256 karakter, dimana enkripsi dilakukan per byte. Akan tetapi, sayangnya Eri lupa
untuk menyimpan kunci m dan b dan meminta Kogoro untuk menemukan kunci tersebut sendiri.
Kogoro yang kebingungan meminta bantuan Conan untuk membantunya memecahkan gambar
tersebut. Untungnya, Eri masih menyimpan source code dalam bahasa Python yang digunakan
untuk melakukan enkripsi gambar. Berikut adalah source code nya.

import math
import random

def affine cipher (hex values, m, b, n):
cipher hex = []
for 1 in range (len(hex values)):
C = hex((m * int (hex values[i], 16) + b) % n)
cipher hex.append(C)
return cipher hex

def read image to hex(image path):
try:
with open(image path, "rb") as image:
f = image.read()
b = bytearray(f)
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array of hex = [hex(byte) for byte in Db]
return array of hex
except FileNotFoundError:
print ("Error: File not found.")
return None
except ValueError as e:
print ("Error:", e)
return None

def array of hex to bytearray(array of hex):

bytearray data = bytearray()
for hex value in array of hex:

if hex value.startswith('Ox'"):

hex value = hex valuel[Z2:]

byte value = int (hex value, 16)

bytearray data.append(byte value)
return bytearray data

def create file from bytes(file path, bytes data):
try:
with open(file path, "wb") as file:
file.write (bytes data)
print ("File berhasil dibuat:", file path)
except Exception as e:
print ("Error:", e)

def main{() :
image path = "./flag.jpg"
n = 256

b = random.randint (1, n)

m random.randint (1, n)

while math.gcd(m, n) != 1:
m = random.randint (1, n)

hex values = read image to hex(image path)

if hex values is not None:
cipher hex = affine cipher (hex values, m, b, n)
bytearray cipher =
array of hex to bytearray(cipher hex)
create file from bytes("./chall.jpg", bytearray cipher)

if name == " main ":
main ()
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Perhatikan bahwa nilai b dan m dibuat secara random. Untuk memecahkan gambar ini, anda
perlu mencari terlebih dahulu nilai b dan m. Anda DILARANG menggunakan pendekatan
exhaustive key search.

Berikut adalah pranala gambar yang sudah dienkripsi:
https://drive.google.com/file/d/11is3KbHz4NKzqY Z5cUnINby4Zu3zSBwa/view?usp=sharing

Setelah berhasil memulihkan gambar, tuliskan pada laporan pesan rahasia yang terdapat pada

gambar tersebut. Lampirkan pula kode yang kalian gunakan untuk mendapatkan kembali nilai m
dan b serta kode untuk memulihkan gambar!
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