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Abstract — Following the widespread usage of the Internet,
digital publication of scientific articles or papers have become a
common occurrence. While enabling a much easier way of
distributing information, this method also make it difficult to
verify the published articles authors and integrity, since the usual
stamp or signature no longer work on the digital space. As a
replacement, digital signature and public key infrastructure can
be used, and this paper will propose a method of using ECDSA
and Certificate Authority to verify articles authors and integrity.
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I. INTRODUCTION

Following the widespread usage of the Internet as a
medium for information dissemination, more and more
scientific articles, journal and grey literature are published
digitally. This is mainly done since a printed scientific articles
and/or journals are slower and more expensive to distribute.
Digital publishing of scientific articles can also accelerate the
peer-review and editing process compared to the printed
version. Furthermore, it also makes the journal content and the
related supplementary data more accessible. Researcher in a
developing country can access a scientific paper by using the
many digital library such as ieeexplore.ieee.org instead of
searching and buying the printed version.

One of the weakness of this method is that, as with most
content that is published in the internet, it may be difficult to
identify and verify the owner / publisher of a scientific paper,
as well as the integrity of said paper. This is especially true for
grey literature, which is a scientific paper that is not published
by a traditional publisher, such as government’s research
report or independently published paper. In the physical work,
owner and content integrity can be verified by checking the
owner signature or a governmental stamps in the paper.
Unfortunately, since digital images can be easily manipulated,
edited, and added, this method will not work very well on the
digital media, especially if the access to the paper is limited.

For example, imagine that someone wants to purchase a
scientific report produced by a trusted organization from a
third party seller. The buyer and the seller may have
difficulties proving that the paper is written by the author
attributed in the document, and that the content haven’t been
tampered with. One method that can be used to solve this is by
using digital signature and public key infrastructure.

Digital signature works by using asymmetric encryption to
encrypt a message digest using the owner private key. This
way, the data integrity and owner can be validated by
decrypting the encrypted digest using the owner public key,
recalculating the message digest value, and comparing both
value. One of many method to do this is called Elliptic Curve
Digital Signature Algorithm (ECDSA), which uses Elliptic
Curve as the asymmetric encryption algorithm.

On the other hand, public key infrastructure (PKI) is a way
of binding a public key to an individual, or an organization.
PKI provides a methodology for user to validate that a public
key truly belongs to a particular entity. This way, user can
safely use the key for encrypting message to, or validating
digital signatures from the owner of the public key.

Digital signature, along with public key infrastructure
(methodology for binding a public key value to an individual
or an organization) is used in many aspect of the internet as a
way of authenticating the owner and verifying the integrity of
files. This paper will propose a method of using ECDSA and
Public Key Infrastructure to verify a scientific paper integrity
and the owner / publisher identity, as well as analyzing the
effectiveness of the proposed method itself.

1. LITERATURES STUDY

A. Elliptic Curve Cryptography

Elliptic Curve Cryptography (ECC) is one of the newest
asymmetric cipher algorithm. ECC is often claimed to provide
a stronger security than RSA for the same key length, where a
160-bit ECC key is said to have the same security level as a
1024-bit RSA key. ECC is based on addition and scalar
multiplication of points that exist in an elliptic curve on a
Galois Field GF(p). The curve is often represented by the
equation: y? = x% + ax + b mod p. An example of a continuous
curve with the equation y? = x3 — 4x can be seen in Figure 1,
where the discrete (on a Galois Field) version can be thought
of as a sparse collection of point that’s located along the red
line. Several important point operation in an elliptic curve on a
Galois Field that is often used are processed as such:

1. Adding two points: P + Q
P(Xp, Yp) +Q(Xq, Yq) = R(Xr, Yr)
A=(Yp—Yq)/(Xp—Xg) mod p
Xr=A2—Xp - Xqmod p
Yr=L1*(Xp—Xr)—Ypmodp
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Figure 1 Example of Continuous Elliptic Curve (Andreas
Steffen, Elliptic Curve Cryptography)

2. Subtracting two point: P - Q
P(Xp, Yp) - Q(Xd, Yq) =P + (- Q)
-Q = (X, -Yq mod p)

3. Point Duplication: 2 . P
2. P(Xp,Yp) = R(Xr, YTr)
A=(3*Xp+a)/(2*Yp)modp
Xr=2%-(2*Xp) mod p
Yr=1*Xp-Xr)—Ypmod p

4. Point Iteration: k . P

k. P(Xp,Yp) = Q(Xq, Yq)
3.P=(2.P)+P
4.P=(2.(2.P)
5.P=(2.(2.P)+P
6.P=(2.(2.P)+P))
7.P=2.((2.P)+P)+P
Etc...

The strength of ECC comes from the fact that given a
random integer k and a point P in an elliptic curve on Galois
Field GF(p) where Q = k . P, Q can be easily be computed.
Yet, when given a point Q and a point P on the same equation,
the value of k is almost impossible to calculate. This problem
is called as Elliptic Curve Discrete Logarithm Problem, and
are the basis of many cryptography function such as ECDSA.

B. Elliptic Curve Digital Signature Algorithm

ECDSA is a variant of the US standardized Digital
Signature Algorithm. While the original DSA had it strength
from the discrete logarithm problem, ECDSA derived its
strength the Elliptic Curve Discrete Logarithm Problem. In
general, the usage of ECDSA consist of four main steps:

1. Specifying the Elliptic Curve Parameter

Before two participant can send and verify a signed
message, they must first agree on the Elliptic Curve
Parameter. These parameters consist of:

a. The elliptic curve equation used (y*2 = x"3 + ax +b)
where both a and b must be specified

b. The curve above will be defined at a Galois Field GF(p)
The value of prime number p that represent the field size
must also be defined.

c. Base point G(x0,y0), that exist in the above curve

d. The order of base point G, where n . G(x0,y0) = O(x,)
in the curve above (‘. operation represents an elliptic
curve point multiplication by a scalar value)

Calculating and verifying the curve parameters above are
difficult and time-consuming. This is why most of the times, a
standardized and commonly-used curve parameter such as
secp256k1 or NIST P-256 are chosen in this step.

2. Generating the ECDSA Key Pair

ECDSA key pair is identical to most ECC key pair which
consist of a random integer a between [1, p-1], and point pa
where pa = a. G. Integer a is the private key, where the point
pa is the public key. The private key must be saved securely,
and are used by the key owner to sign a document, while the
public key can be sent through unsecure channel, and are used
by other participant to verify the owner signature.

3. Making the ECDSA Signature
To sign a message, document or data M, a participant

with key pair (a, pa) and the curve parameter (a, b, p, G, n)

must do the following:

a. Calculate the message digest m = HASH(M) using one of
the commonly used cryptographic hash function such as
SHA-1 or MD5

b. Generate a random number k between [1, p-1]

Calculate the point (x1,y1) = k . G in the specified curve

d. Compute r = x1 mod n.

If r =0, go back to step ‘b’

e. Computes=k!*(e+r*a)modn.
If s =0, go back to step ‘b’

f. The value (r, s) is the signature for the message M, this
value can be attached to the message or made available
through some other means so that the message receiver
can verify the sender and message integrity.

134

4. Verifying ECDSA Signature

To verify a message, document or data M with signature
(r, s) from a participant with public key pa and the curve
parameter (a, b, p, G, n), the recipient must do the following:
a. Verify that r and s are between [1, p-1]
b. Calculate the message digest m = HASH(M) using the
same cryptographic hash function used during signing
Generate a random number k between [1, p-1]
Compute w = s mod n
Compute ul =z *w mod n
Compute u2 =r *w mod n
Calculate the point (x1,y1) = (ul . G) + (u2 . pa) in the
specified curve (°.” operation represents an elliptic curve
point multiplication by a scalar value and ‘+’ operation
represents an elliptic curve point addition)
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h. The signature is valid if r = x1 mod n. If the signature is
valid, it means that the sender have the private key a and
the message hadn’t been tampered by a third party.

C. Public Key Infrastructure

In asymmetric encryption system such as ECC and
ECDSA, key management is one of the most important aspect
to consider. In short, there are two requirements that needs to
be fulfilled when managing key pair: making sure that a
private key remains secret from everyone except the owner,
and guaranteeing that a public key belong to a specific entity.
Public Key Infrastructure (PKI) are a mechanism to fulfill the
second goal, giving an assurance that a certain key belong to a
certain entity, as well as distributing this information.

There are many approaches of creating this PKI system,
one of the more commonly used one is called Certificate
Authorities. In this system, the declaration that a key pair
belong to a specific entity are contained in what’s called as
Digital Certificate. This certificate contains information such
as the owner name, email, key pair algorithm, as well as the
public key, binding said key to the owner listed.
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Figure 2 Illustration of Certificate Issuing (Tutorials Point,
Public Key Infrastructure)

Alongside it, there are entity called Certificate Authorities
(CA), which had a role of verifying, and publishing Digital
Certificate. It does this by identifying the requester identity,
generating the Digital Certificate, signing the Certificate using
the CA’s secret key, and distributing the signed Digital
Certificate. This way, the validity of the certificate and the
information within it (binding between key pair and owner)
can be verified with the CA’s digital signature. The way CA
issues a certificate can be seen in Figure 2; user send his/her
public key along with his/her identifier to CA, the CA verify
the user identity, and returned a signed digital certificates with
the user’s information inside it.

Naturally, depending on a single CA for verifying every
public key used in the world is not feasible. The solution for
this is called hierarchical certification. In short, this method
allows a CA to “trust” another organization by making a CA-
Certificate of the organization public key, signed by the CA

private key. This certificate signify that an organization had
the trust and the authority to act as a Certificate Authority. The
new CA can also choose to “trust” another organization,
forming hierarchical tree of trust. An example of this CA
hierarchy can be seen in Figure 3, where a trusted Root CA
delegate its “trust” to three separate subordinate.

Program
Verifying the
Certificate

Figure 3 Illustration of Certificate Authority Hierarchy
(Tutorials Point, Public Key Infrastructure)

I11. PROPOSED SOLUTION

This section will propose a method of using ECDSA to
sign a scientific document, as well as a method of binding the
documents author, publisher, and the document itself using a
digital-certificate-like document.

A. Binding a Document to a Public Key and its Authors

A digital certificate is a document that binds a public key
to an entity that is “signed” by an authority figure called
Certificate Authorities as a proof of its validity. The entity that
a particular key is bind to can be anything, from an individual,
an organization, even a server. The certificate can also
contains many additional field that provide more information
regarding the public key owner listed; these information are
also bound to the certificate owner by the CAs signature. An
example of a digital certificate issued to bind a public key to a
web server can be seen in Figure 4. This method can also be
used to bind a scientific articles to its property and a public
key. By creating a certificate that contains the papers name,
authors, publisher, publishing date, and a public key, we can
bind these values together by having an authority figure
signing said certificate.

While the usual CA that exist in the internet may serve as
the authority for signing scientific paper certificates, it may be
more suitable to having the paper publisher (or an organization
that collect scientific papers that is not published traditionally)
sign it. This is more appropriate since most CA that exist in the
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internet usually only works on verifying an individual or
organization identity, and are not accustomed to verifying a
documents identity that is needed to create a digital certificate
of a scientific paper.
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Figure 4 An Example of Digital Certificate

Publisher can make and sign a documents certificate using
its private key to vouch its validity, where the publisher’s
public key is available in a digital certificate provided and
signed by another CA, making this method similar to a CA
Hierarchy, and the publisher can be thought of as a Certificate
Authority for all documents that it has published. This way, the
protocol of publishing a scientific articles online will be
similar to the usual certificate issuing protocol in Figure 2 and
can be done using this method:

a. The articles author / owner will send the papers that he/she
want to publish along with any additional properties
needed (such as the authors name, and a public key)

b. Before publishing it in the internet, the organization /
publisher will create a certificate-like document that
contains the paper information such as the papers ID,
name, authors, and the papers public key

c. The organization will then digitally-sign the papers
certificate, and making it accessible online so that anyone
can verify the papers integrity and authors

d. Lastly, the paper itself will be published digitally

After using the methodology above, a digitally published
scientific papers will be bound to its author, a public key, and
its other properties. The documents public key can be used for
many things, and are safe to use since the private key will be

stored safely by the documents author / publisher and the
public key validity can be verified by checking the publisher
signature on the papers certificate. For example, the owner of
the documents public key can use the key pair to create the
documents digital signature using the method discussed in the
next section.

B. Signing Published Scientific Articles
By having a secret private key and since the public key is
mad publicly available and verifiable in the documents
certificate, the owner of the documents private key can use it
to calculate the documents signature. One of the ways to
produce a document digital signature, is by using ECDSA
algorithm to create a signature value using the documents key
pair. The owner of the documents private key can create the
documents ECDSA signature using this method:
a. Convert the document into standard read-only format that
is ready to be published digitally such as the PDF format
b. Generate a ECDSA key-pair, use the private key to
calculate the documents ECDSA signature
c. Send the document to the publishing organization along
with the public key and any additional information. The
publisher will the sign all that information into a
certificate, and publish it along with the document

After doing the steps above, all that’s left is to choose a
method of distributing the documents signature. In most
digital signature use case, the signature is sent along the
message, so it is possible to just add the value to the
document itself. The problem with this, is that by adding
additional data to the document, the value of the documents
message digest, and therefore, the documents signature will
change. This is why it is be a better idea to add the documents
signature to the documents certificate that will be signed by
the publisher. This way, all the information that is needed to
verify the documents integrity and authors are contained in a
single certificate that is verified by the documents publisher.

C. Verifying a Signed Published Scientific Articles

Verifying a published scientific articles signed using
ECDSA and the certificate scheme above is quite simple. An
individual who wants to verify a documents integrity and
authors, can do that using this method:

a. Search for the documents certificate from the publishers
website for the documents of interest using its name or id

b. Validate the certificate by checking the publishers digital
signature using the publishers public key (the key can be
acquired from the publishers digital certificate signed by
a certificate authority)

c. Ifvalid, then validate the documents signature listed in the
certificate, against the documents itself using the
documents public key listed in the certificate

d. If the documents signature is valid, then the document
certificate, and all the information within (including the
authors) are bound to the document itself, and the
documents integrity and authors is verified.
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1V. IMPLEMENTATION

This section will consist of the implementation result of
the document signer and document certificate scheme
proposed in the previous section. This section will also
examine the usability and security aspect of the implemented
mechanism in fulfilling its purposes; providing a method of
verifying a documents integrity and authors.

A. Implementation of the Documents Signer

The document signer is implemented using the Python
programming language. User will interact with the application
using a Command Line Interface (CLI), where the key pair,
and signature value will temporarily be printed on screen for
the user to copy and safe elsewhere in whatever format the
user wishes. The implemented application will allow the user
to do the following action:

1. Generating an ECDSA Key Pair. The key will be printed
on screen temporarily so that the user can copy and save
it to a safe location.

2. Generate a PDF Documents Signature. This action will
need the file path and a private key value that is
generated by the previous action

3. Validate a PDF Documents Signature. This action will
need the file path, signature value that is generated by the
previous action, as well as the public key that is
generated by the first action above.

In this implementation, the message digest that is used to
generate the signature value is calculated using the MD5
algorithm which is a commonly used cryptographic hash
function. Besides that, the curve parameter (a, b, p, G, n) that
is used in this implementation is curve secp256k1, which is
one of the standard curve that is defined in the Standards for
Efficient Cryptography (SEC). Curve secp256kl has a large
field prime p and a large number of valid points, making it
suitable to be used in ECDSA. The curve parameter of the
secp256k1 curve are as follow:

Table 1 Secp256k1 Curve Parameter

b |-7

115792089237316195423570985008687907853
P | 269984665640564039457584007908834671663

550662630222773436695787188951685343262
50603453777594175500187360389116729240

326705100207588169780830851305070431844

Gy 71273380659243275938904335757337482424

115792089237316195423570985008687907852
837564279074904382605163141518161494337

B. Implementation of the Documents Certificate

The document certificate generator will be implemented
as additional feature of the document signer. This means that
this feature is implemented using the Python programming
language and user will use this feature through the Command

Line Interface. This features will allow the user (a publishers

or an organization) to do the following action:

1. Generating a documents certificate, which is a signed
certificate that contains the title, authors, publisher, and
other bibliographical properties of the documents
alongside the documents signature value, and the public
key of the key pair used to generate that signature.

2. Validate a documents certificate by using the signature in
the certificate as well as the public key of the certificate
creator (publisher) that is procured from a trusted source
(such as the publishers digital certificate from a CA)

In this implementation, similar with the document signer
specified in the previous section, the -certificate digital
signature will be calculated using the MD5-ECDSA method,
where secp256k1 will also be used as the curve parameter.
Additionally, the certificate that is generated will be using an
arbitrary format that can only be used within this application,
and not using a standard digital certificate format such as
x.509. This is done in order to ease the implementation and
experiment process. The main screen for the completed
program can be seen in the picture below, where the other
screens will be displayed in the next section.

Welcome to Document Jigner!

What can we help vou with today?

{1) Create a New Key Pair

{2) Generate a PDF Documents Signature
{3) Validate a PDF Documents Signature
{4) Generate a Documents Certificate
{3) Validate a Documents Certificate
(8) Quit

> |

Figure 5 Programs Main Menu

C. Usage Examples

Imagine that Alice had a well-known publishers company
that is known as Alice Publishing Company. Alice’s company
had just decided to publish Bob’s scientific journals, and had
decided to secure the documents validity and authors by using
the method that is proposed in this paper. For demonstration
purposes, imagine that bob’s paper is the standard IEEE paper
format available at http://ieeeauthorcenter.ieee.org/wpcontent/
uploads/JTEHM_Template.doc

After receiving the documents above in pdf format, Alice
will first generate an ECDSA key pair for it. Using the
application Alice can easily generate a random key pair by
entering option ‘1°, and save the key pair printed on screen as
a TXT format safely on one of the company’s computer.
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Table 2 Generated Documents Key Pair

0009155526957815921919560915707645719970
0075993114328904346623442698499133096257

(103310666329848594847703890813920439757
nd 190154621864023654455764765780833029597,

0000077591241470393885525612000411206837
639203214628156717190842081848473744120)

After generating the documents key pair, Alice will then
generate the documents digital signature by entering option
2°. By entering the documents path and the private key d
above as the parameter, Alice will receive the documents
digital signature value. The screenshot of the program and the
signature value itself can be seen in Figure 6 below.

Generating a PDF Documents Signature...
Documents path 2 /A
Private key

"HM Template.pdf

570764571598700075993114328904346623442635499133096257

Calculating Signature...

Signature
(1075208221228445508477420831780568679655360555679681321618140071797543390384468,
555452524586811136049774156151457139629757232968736632460891268273043698685160)

Press anything to continue..

Figure 6 Generating the documents signature

Finally final step before Alice can publish Bob’s article is
generating the documents certificate using option ‘4’ of the
program. This option will give out prompt for Alice to enter
the documents properties, such as its name, authors, along with
the documents public key and its signature. Lastly the program
will ask for the private key that will be used to sign the
certificate, and where to save the certificate. In this example,
Alice’s company is assumed to have a key pair already
distributed and verified via a Certificate Authorities. Alice’s
company key pair value are as follow:

Table 3 Alice’s Company Key Pair and Documents Signature

0010187442999962123831999306586499209186
8741380112981621963259908608203855243028

a

(029002595041834207793847259120524901217
pa 169925353451807470910407989437679924078,

0007162439318301399227780972823287881114
136550314227343984121298998622962029780)

(107520822122844550847742083178056867965
536055567968132161814007179754339038468,
0055545252458681113604977415615145713962
975723298736632460891268273043698685160)

ds

After generating the certificate, Alice will received a
certificate that contains all the documents information,
followed by her digital signature. Alice will then needs to
make the certificate easily accessible online, before publishing
the Bob’s scientific journal digitally.

Documents ID s 13514104

Documents Name : Bob's Big Book

Documents Signature H
(107520822122844550847742083178056867965536055567968132161814007179754339035468,
55545252458681113604977415615145713962975723298736632460891268273043698685160)
Documents Public Key :
(103310666329848594847703880813920439757190154621864023654455764765780833029597,
775891241470393885525612000411206837639203214628156717150842081848473744120)
Publisher : Alice's Publishing Company

Authors : Bob, Bobby

(102769275532691544831472659150044014036732258159018438
4094517209094100601665376248082311046650535713323605874

Figure 7 The Documents Digital Certificate

0185696023798911331125,
29850675684315416602)

Now, suppose that someone, named Carol had received a
digital copy of Bob’s journal in pdf format from one of her
friend as some sort of payment or gift. After a brief research in
the internet, Carol know that Bob’s journal is published by
Alice’s company. She wants to know if her copy of Bob’s
journal is a valid copy, but maybe the document is sealed
behind a pay-wall, or maybe the document itself is too big to
be checked manually. To solve this problem, by using the
program implemented in the previous section, carol can easily
verify her documents integrity and its authors.

First, Carol will need to get the documents certificate that
correspond to Bob’s journal that has been distributed by Alice.
Next, she will need to procure Alice’s company public key via
using a trusted method such as Certificate Authorities. Next,
Carol needs to verify Alice’s signature on the certificate to
verify that she is the one who made this certificate. This can be
done using option ‘5’ of the program, and the process can be
seen in the picture below:

Verifying a Documents Certificace...
Certificate path : D
Public Eey

:/oert.txt

WValidating Signature...

The Certificate Signature is Valid!!
Press anything to continue..

Figure 8 Verifying a Documents Digital Certificate

Since the certificate is proved to be valid, the information
within it can be trusted to be true since it came from the
documents publisher (Alice). Using this method, Carol can be
sure that Bob is indeed the one who wrote the journal that she
is interested in. Next, Carol will verify the documents
signature using the public key and the ‘true’ signature listed in
the certificate. This is done using option ‘3’ of the program,
and the process can be seen in the picture below:

Validating a PDF Documents 3ignature...

Documents path : D:/JTEHM Template.pdf
Public Key

Validating Signature...

The Document 3ignature is Valid!'!
Press anything to continue..

Figure 9 Verifying the Documents Signature

Paper for Course IF4020 Cryptography - Semester Il Year 2017/2018



Since the documents signature match the ‘true’ signature
listed in the documents certificate, Carol can be certain that the
documents she own are a valid copy of Bob’s journal.

V. EXPERIMENTS RESULTS AND ANALYSIS

Continuing from the usage example in the previous
section, this section will explore some of the attack method
that can be done against a document integrity and its author’s
identity. Some of the possible attack method can happen and
will be discussed further are as such:

1. Publishing an altered version of a scientific articles that
claims to be the original version

2. Falsely claiming to be one of the authors

3. Publishing a fake document certificate alongside an
altered version of the scientific articles

For each attack method, the method of repelling said
attack using the solution proposed in this paper will be tested.
This way, the solution validity as a method of ensuring a
published documents integrity and verifying a documents
author can be proven.

A. Detecting Documents Alteration

Let’s say that Bob has a rival called Eve, who wants to
tarnish Bob’s reputation by publishing an altered version of
Bob’s journal that claims to be the real one. For this
experiment, we will use the documents from the previous
section and change the title from “Preparation of Paper...” to
“Preparation of Peppers...” The altered document will then be
converted into a pdf that can now be published as a fake
version of Bob’s journal that is published by Alice.

Now, suppose that someone, named Dave had received a
digital copy of this fake journal that claims to be Bob’s
journal the same way Carol received hers. Just like Carol,
Dave will then search and get Bob’s journal certificate that is
published by Alice, and verify said certificate. As a reminder,
all parameter in the certificate such as the documents public
key, Alice’s key pair, and the ‘true’ documents signature are
the same as the one used in the previous section. Next, he will
try and verify the documents integrity by using the listed
‘true’ signature and documents public key in the certificate.

Validating a PDF Documents Signature...
Documents path : D:/JTEREM Template fake.pdf
Public Hey

(1033106663298
775912414£70333

7E718015£621P640236644587647667808330295397

2365 029837,

£392032146281567171008420818£84737££120)
Signature
007178976£339038468,

912682730436598685160)
Validating Signature...

WABNING! The Document Jignature is NOT Valid!!
Press anything to continue..

Figure 10 Verifying an Altered-Documents Signature

By changing the content of Bob’s journal, Eve had also
altered the message digest value, thus making the verification
process failed. Since the document signature didn’t match with
the ‘true’ signature, Dave now know that the journal he owns
are not a valid copy of Bob’s journal that Alice had published.

B. Disproving False Claims

Suppose that Eve now claims to Carol that she was one of
the authors of Bob’s journal. Traditionally, the way to
confirm this claim is for Carol to ask the document publisher
(Alice) or one of the writer. Using the method given in this
paper, there are a much better and faster way to do this.

Besides containing the digital signature and the public key
used for a particular articles, the documents certificate can
also be filled with additional information. In this example, the
certificate created and signed by Alice’s company contains
the documents author list. By retrieving said certificate, Carol
can disprove Eve’s claim, since her name is not listed in the
article’s certificate, which means that her involvement in
Bob’s journal was not acknowledged by the journal publisher.

C. Detecting False Certificate

The last kind of attack method is publishing a fake or
altered document certificate. By using this method, an
attacker can change any information regarding a particular
documents, including its signature value. By having the ability
to change the signature value and the related public key, the
attacker can also change the document content as he/she
pleased, and change the signature value accordingly.

Let’s say that Eve wants prove her claim of being one of
the authors for Bob’s journal. She may download the
document’s certificate that is published by Alice and add her
name to the author list. Furthermore, she may recalculate
Bob’s journal signature using a random key pair after altering
its content. Luckily, since every documents certificate carry
the signature of its publisher, there’s a way to repel this attack

Documents ID
Documents Name
Documents Signature H
(107520822122844550847742083178056867965536055567968132161814007179754339038468,
55545252458681113604977415615145713962975723298736632460891268273043698685160)
Documents Public Key H
(103310666329848594847703890813920439757190154621864023654455764T765T780833029597,
77591241470393885525612000411206837639203214628156717190842081848473744120)
Publisher : Blice's Publishing Company

Buthars : Bob, Eve

1 13514104
: Bob's Big Book

(1027692755326915448314726591500440140367322581520184:
409451720909410060166537624808231104665053571332360587

5696023798911331125,
47529850675684315416602)

Figure 11 Altered Documents Digital Certificate

Now, suppose that Dave received this altered / fake
documents certificate of Bob’s journal. Before using the
information within the certificate, he must first verify that the
certificate is made by a trusted and authorized party, which in
this case is Alice, the publisher of Bob’s journal. After getting
Alice’s public key, he will try and verify the certificate
authenticity using one of the program’s feature.

Verifying a Documents Certificate...
Certificate path : D:/cert fake.txt

51807470910407989£3767952£407

=

L}
343984121298998622962028

25978

==

Validating Signature...

WRENING! The Certificate Signature is NOT Valid!!
Press anything to continue..

Figure 12 Verifying an Altered Certificate
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By changing the certificate content, or by recalculating the
certificate signature using another key, the certificate will no
longer be able to be verified using Alice’s public key. In order
to successfully alter a certificate content, one must either have
the original owner private key (safely kept by Alice) or
deceive a CA into registering a new key pair as Alice’s key
pair; both of which are very difficult to do. Therefore, since
the certificate signature can’t be verified, Dave now know that
the certificate he received is not one that Alice had made, and
that the information inside it are not to be trusted.

V1. CONCLUSIONS

Using digital signature and the public key infrastructure,
maintaining a scientific article’s integrity and authors that has
been digitally-published in the internet. This paper had
proposed a method of using ECDSA and Digital Certificates to
achieve that purposes, and had proven that the proposed
method is effective at detecting unauthorized changes to a
published documents as well as a method of proving false
claims regarding the document.

For further studies, exploring the possibility of using an
alternative digital signature and public key infrastructure
scheme in this method, as well as using a more standard way
of creating the documents certificate may be an interesting
subject to be explored further.
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