A Modified Playfair Cipher for Encrypting Digital Files

Novriady Saputra 13510083
Program Studi Teknik Informatika
Sekolah Teknik Elektro dan Informatika
Institut Teknologi Bandung, JI. Ganesha 10 Bandung 40132, Indonesia
13510083 @std.stei.ith.ac.id

Abstract—In this paper, a new algorithm based on
Playfair Cipher is proposed to encrypt digital files. The
major change in this algorithm is that the key is modified as
the encryption process continues. The key maodification is
based on previously generated cipher byte. Experiment
result shows that a slight change of the key will result in
different cipher file. Experiment results also shows that a
slight change of the plain file will produce different cipher
file.

Index Terms—Playfair Cipher, Symmetric Cryptography

. INTRODUCTION

The Playfair Cipher is the first digraph-based classic
cipher invented by Charles Wheatstone and promoted by
Lord Playfair. This cipher uses a 5x5 box as the key; each
cell contains character A to Z, excluding character J.

To encrypt a text, all the character J in the text must be
replaced with the character 1. This is because the key has
no character J. The text is then divided into groups of two
characters; if any group contains double letters, or only a
character is left, insert an extra dummy character (usually
Xor2).

After the pre-processing, the text is then encrypted
using the key following these rules:

i) If the two characters appear in the same row of the
key, replace each character with the character to
the right (wrapping) of it in the key matrix.

ii) If the two characters appear in the same column of
the key, replace each character with the character
to the bottom (wrapping) of it in the key matrix.

iii) If the two characters don’t appear in the same row
and the same column of the key, replace each
character with the character at the other rectangle
corner at the same row.

To decrypt a text, the text must be divided into groups
of two characters. The text is then decrypted using the key
following these rules:

i) If the two characters appear in the same row of the
key, replace each character with the character to
the right (wrapping) of it in the key matrix.

ii) If the two characters appear in the same column of
the key, replace each character with the character
to the bottom (wrapping) of it in the key matrix.

iii) If the two characters don’t appear in the same row
and the same column of the key, replace each

Makalah IF4020 Kriptografi — Sem. Il Tahun 2013/2014

character with the character at the other rectangle
corner at the same row.

After the decryption process completed, a post-
processing is needed. The post-processing includes
removing dummy characters and replacing character |
with character J when necessary.

This cipher, however, have some weaknesses. Those
weaknesses are:

i) The same digraph in plain text always results in
same digraph in cipher text. This leads to a
possibility of frequency analysis attack.

ii) The classic Playfair Cipher can only be applied to
texts. Nowadays, however, not only text needs to
be encrypted.

Therefore, the Playfair Cipher needs to be improved, as
proposed in this paper.

Il. PROPOSED ALGORITHM

The proposed algorithm consists of two phases, the
encryption algorithm and decryption algorithm. These
two sub-algorithms will be explained separately.

A. Encryption Algorithm

The proposed algorithm uses a 16x16 substitution box
instead of the classical 5x5 box. This substitution box is
filled with bytes from 0 to 255, each value occurs once.
The starting value of this substitution box will be the key.

The plain file is divided per two bytes. Every two
bytes of the plain file is then substituted with a new pair
using the current key by following these rules:

i) If there is only one byte left, or if the two bytes are
the same, then replace each byte with the value of
the key at row x and column y such that 16x + y
equal to the byte being processed.

ii) If the two bytes are in the same row of the key,
replace each byte with the value to the right
(wrapping) of it.

iii) If the two bytes are in the same column of the key,
replace each byte with the value to the bottom
(wrapping) of it.

iv) If the two bytes are neither in the same row nor the
same column of the key, replace each byte with the
value at the other rectangle corner at the same row.

These rules have slight difference compared to the
classical one when handling digraphs with same unit. This



is because adding dummy bytes in the encryption process
will require removing dummy bytes in the decryption
process, which is difficult to do (especially because the
dummy bytes can be anywhere).

In addition, after every four bytes are encrypted, the
key will be modified using the cipher byte by following
these rules:

i) The first two bytes will determine which rows to
be modified. For each bit of these bytes (traversed
from first to the second byte, and from MSB to
LSB), if the bit is 1, right shift (wrapping) the
corresponding row one place.

ii) The last two bytes will determine which column to
be modified. For each bit of these bytes (traversed
from first to the second byte, and from MSB to
LSB), if the bit is 1, down shift (wrapping) the
corresponding column one place.

B. Decryption Algorithm

The proposed algorithm uses a 16x16 substitution box
instead of the classical 5x5 box. This substitution box is
filled with bytes from 0 to 255, each value occurs once.
The starting value of this substitution box will be the key.

The cipher file is divided per two bytes. Every two
bytes of the cipher file is then substituted with a new pair
using the current key by following these rules:

i) If there is only one byte left, or if the two bytes are
the same, then replace each byte with 16x + y such
that the value of the key at row x and column y
equal to the byte being processed.

ii) If the two bytes are in the same row of the key,
replace each byte with the value to the left
(wrapping) of it.

iii) If the two bytes are in the same column of the key,
replace each byte with the value to the top
(wrapping) of it.

iv) If the two bytes are neither in the same row nor the
same column of the key, replace each byte with the
value at the other rectangle corner at the same row.

In addition, after every four bytes are decrypted, the
key will be modified using the plain bytes by following
these rules:

i) The first two bytes will determine which rows to
be modified. For each bit of these bytes (traversed
from first to the second byte, and from MSB to
LSB), if the bit is 1, right shift (wrapping) the
corresponding row one place.

ii) The last two bytes will determine which column to
be modified. For each bit of these bytes (traversed
from first to the second byte, and from MSB to
LSB), if the bit is 1, down shift (wrapping) the
corresponding column one place.

I1l.  EXPERIMENT RESULT AND DISCUSSION

An experiment has been conducted to test the
algorithm. Several basic security tests have also been
done.
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A. Encryption and Decryption Result

The test uses a pdf file as the plain text. The preview
of the pdf file is shown by Fig. 1.
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Fig. 1 - Preview of the Plain File

This file is then encrypted with the key, as shown in
Fig. 2, producing a pdf file that cannot be opened, as
shown in Fig. 3.
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84 31187 219227160147 114180176 1650132 63 7 249
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242913 24597 15349144 15143 117 71 234 60 19 248
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93 129 213 200 58 74 81 44 29 224 203 235 27 230 155116
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Fig. 2 - Key Used for Encryption
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The encrypted file is then decrypted with the same key,
resulting in a readable pdf file, exactly same as the plain
file, as shown in Fig. 4.



Fig. 4 — Preview of the Decrypted File

This experiment result shows that the proposed
algorithm successfully encrypted the plain file. The
proposed algorithm also successfully decrypted the cipher
file. Thus the algorithm worked properly.

B. Key Space Analysis

The proposed algorithm uses a 16x16 box as the key,
with each cell contains different byte. The first cell has
256 possibilities. Because the a byte can only be used
once, the second cell has only 255 possibilities. This
continues on until the last cell, giving a total of 256!
possibilities of a key. The large total possible key
combinations make the brute-force attack is impossible to
do.

C. Byte Histogram Analysis

Byte histogram of a file is a visualization of byte
distribution in a file. Byte histogram is one of important
aspect in cryptography, because by analyzing histogram,
an attacker can find the connection between plain file and
cipher file. Attempting to find connection between plain
file and cipher file using byte histogram is known as
frequency analysis attack.

The byte histogram for the plain file is shown by Fig.
5, whereas the byte histogram for the cipher file is shown
by Fig. 6.

Fig. 5 - Byte Histogram for Plain File

Fig. 6 - Byte Histogram for Cipher File

A good encryption algorithm should presents cipher
file such that connection between the plain file and cipher
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file cannot be obtained by analyzing the byte histogram of
these files. In this experiment result, the byte histogram of
the plain file shows a great occurrence of byte 0 and byte
255, whereas the byte histogram of the cipher file shows
almost even occurrence of all bytes. This implies that
frequency analysis attack is very difficult to be done.

D. Key Sensitivity Test

A key’s sensitivity is how much the cipher file differs
when the key is changed slightly; the greater difference,
the more sensitive a key is. A sensitive key is important,
because an insensitive key can aid attacker to retrieve the
correct key.
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Fig. 8 - Comparation Betwen Cipher Files (Middle)

The plain file is encrypted twice with different keys.
The key used for the second encryption is obtained by
swapping the position of byte 99 and byte 115. Fig.7
shows the comparation between the two cipher files at the
beginning of the file, whereas Fig. 8 shows the
comparation between the two cipher files at the middle of
the file. These comparisons are made with a program
called VBInDiff.exe.

In this experiment result, the plain file and cipher file
have similarity at the beginning of the file, but are
completely different after a certain position. This is
because the encryption before the different bytes of the
key are used for the first time produces the same cipher
file.

Although there are similarities at the beginning of the
file, the entire body of the files are still very different.
This means attempting to retrieve the correct key by
trying various key is very difficult to do.

E. Diffusion Test

Diffusion in cryptography means that a slight
difference in plain text should affect the cipher text
significantly. Encryption algorithm that is not diffused



can be cracked easily if the plain text is known. This kind
of attack is known as known plain text attack.
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The plain file is modified by editing 1 byte, and then is
encrypted using the same Kkey. Fig.9 shows the
comparation between the two cipher files at the beginning
of the file, whereas Fig. 10 shows the comparation
between the two cipher files at the middle of the file.
These comparisons are made with a program called
VBinDiff.exe.

In this experiment result, the plain file and cipher file
have similarity at the beginning of the file, but are
completely different after a certain position. This is
because the encryption before the different byte of the
plain file is encrypted produces the same cipher file. This
implies that the algorithm is diffused well; the algorithm
can resist known plain text attack.

IV.  CONCLUSION

The proposed algorithm performs well; it successfully
encrypts and decrypts files. It has a large amount of key
space which counters brute-force attack. It also has good
encryption algorithm characteristic, such as hiding the
connection between plain file and cipher file, diffusing
the change of plain file into cipher file, which means
resistance against several attacks, such as frequency
analysis attack and known-plaintext attack.
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