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PREFACE

The word cryptography, properly -speaking, embraces the entire field of secret
writing, while that branch of the subject dcaling with the solution and reading of
cryptic messages is gencrally referred to as cryptanalysis.

Works on the subject of secret writing are comparatively numerous, if not al-
ways easily available, but works devoted purely to the analysis of such writing and
the solving of its cryptograms have, until recently, been so rare as to be almost
non-existent for the general reader.

Today we have two particularly excellent works, but both in foreign languages:
Cours de cryptographie, by General Marcel Givierge, and Manuale di crittografia,
by General Luigi Sacco. In English, we find a more elementary work, The Solu-
tion of Codes and ("zbborc hv Louis C. 8. Mansheld {Marlphnqp T nndnn\ which
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the writer has been told istobea ﬁrst volume. As to America’s contnbutlon we
seem to find only small books such as Colonel Parker Hitt’s A B C of Secret Writ-
ing, covering three ciphers, or Colonel H. O. Yardley’s YVardleygrams.

There are, however, many works which deal most interestingly with the analysis
and decryptment of some one particular cipher. Most of these are short works,
published in magazines or incorporated into books of a general nature, and nearly
always the one cipher dealt with is that type of simple substitution which appears
with separated words in the puzzle sections of our current magazines and news-
papers.

One well-known gem of cryptanalysis, equal to any modern specimen, can be
found in the story, The Gold Bug, by Edgar Allan Poe. This, too, deals with the
simple substitution cipher just referred to, but covers a case in which word-divisions
are absent. Poe has also left us an essay called Cryptograpiiy.

Rosario Candela’s recent book, The Military Cipher of Commandant Bazeries,
shows the unraveling of one particular cryptogram which, for many years, had
bafiled the best efforts of all amateurs, and, it is rather suspected, of some few who
were not amateurs. The book contains a chapter on general cryptanalysis, and also
some cryptograms for solution.

Secret and Urgent, by Fletcher Pratt, is primarily a history of secret writing
(a most intcresting one, by the way), but contains also a number of examples of
cryptanalysis; it also shows a table which the writer has never before seen in pub-
lished form: a list of English trigrams (three-letter sequences) and the frequency
with which they are used in the language. Other examples of decryptment may be
found in the Macbeth translation of Langie’s genial little book, De la cryptogra-
phie; the appendix to this translation contains the coveted Playfair demonstration,
prepared by Lieutenant Commander W. W. Smith of the United States Navy.

Just why so absorbing a subject lias been so neglected in a world full of puzzle
lovers is hard to understand, especially since the analytic writer, in addition to en-
tertainment, has something to offer of a more serious nature. It is true that trained
cryptanalysts are not greatly in demand in peacetime, and that our present corps
of cryptographers has a personnel more than ample for providing necessary codes
and ciphers, scientificaily sclected to fit their ‘ndividual purposes, and safeguarded
with suitable protective devices. Yet of what value is the most excellent of ciphers
if, at the time of direst need, this cipher, with all of its safeguards, must be placed
in the hands of even one man who cannot appreciate its intrinsic value or imagine
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a necd for extra precautions? At any rate, we make our feeble attempt to reach
this “ one man,” May he learn, at least, that there are reasons for his instructions!

In the planning of the present treatise, all purely historical aspects of secret
writing were neglected, and many well-known ciphers whose interest is chiefly his-
tovical or literary have cither been omitted or given but cursory treatment. Cer-
tain other ciphers, representative of types, have been treated at whatever length
scemed advisable for bringing out principles; and, with each type discussed, a gen-
crous number of cryptograms has been provided, on which the student will be able
to test his skill as he learns. The student who masters these fundamentals will be
acquainted with the principal forms of cipher, and will be able to solve cryptograms
prepared by means of these ciphers provided the cryptograms are of adequate
length and based on a language which he understands, or of which he is able to
secure understandable specimens. Within limits, he should also be able to analyze
and solve such cryptograms without being told in advance what the cipher is. This,

we belicve, is the kind of text-book desired by the many who desire information
about “ ciphcrs

+ 1 4 he h add
Its mauf‘flax, compiled 0y meémod yplogram x\aauu;auun,

has had to be gathered from a great many sources, both within the organization
and elsewhere, making it imp0551ble, at times, to give credit where credit is due,
Our chief indebtedness, however, is to M. E. Ohaver for a series of articles pub-
lished during the years 1924 to 1928 in the former Flynn’s Magazine and raost un-
fortunately no longer obtainable from the publishers. Further acknowledgment
should be made to Colonel Parker Hitt, whose Manual for the Solution of Military
Ciphers, though not available for general distribution, can usually be consulted in
large public libraries. We have also borrowed liberally from foreign sources, and
members of the association have most generously contributed the results of their

original research. For this collaboration and co-opcration, the writer is particu-
larly grateful.
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CHAPTER 1

GENERAL INFORMATION

The subject which we are about to study is the analysis and solution of cipker,
though not including cede, which is a very special form of cipher demanding some-
thing more than elementary knowledge; nor shall we enter at all into the subject
of invisible inks, certainly a most important aspect of secret writing, but belonging
to the province of chemistry rather than to that of cryptanalysis. Cipher machines,
also, are not within our present scope.

The term cipher implies a method, or system, of secret writing which, gener-
ally speaking, is unlimited in scope; it should be possible, using any one given
cipher, to transform any plain text whatever, regardless of its length and the lan-
guage in which it is written, into a crypfogram, or single enciphered message. The
process of accomplishing this transformation is called encipherment; the opposite
process, that of transforming the cryptogram into a plaintext, is called decipher-
ment.

The word decrypt, with its various derivatives, is being used here to signify the
process of solving and reading cryptograms without any previous knowledge as to
théir keys, or sccret formulas; thus the word decipher has been left to convey only
its one meaning, as mentioned above: the mechanical process of applying a known
key. Our word decrypt, however, is an innovation borrowed from the modern
French and Italian writers, and is somewhat frowned upon by leading cryptologists.

The word digram is being used to indicate a two-letter sequence; similarly, we
have trigrams, tetragrams, pentagrams, ctc., to indicate sequences of three, four,
five, etc. letters.

Ciphers, in general, fall into three major classifications:
1. Concealment Cipher
2. Transposition Cipher
3. Substitution Cipher -

Minor types, such as “ abbreviation,” are sometimes included, though, to the
writer, these have never seemed to be truly of a cryptographic nature.

In concealment cipher, the true letters of the secret message are hidden, or dis-
guised, by any device whatever; and this type of cipher, as a general rule, is in-
tended to pass without being suspected as the conveyor of a secret communication.

In transposition cipher, the true letters of the secret message are taken out of

their text-order, and are rearranged according to any pattcrn or key, agrced upon
by the cnrrecnondpnt:

In substitution cipher, these original text-letters are replaced with substitutes,
or cipher-symbols, and these symbols are arranged in the same order as their
originals. There may, of course, be combinations of types, or combinations of sev-
eral forms belonging to a single type.

The aristocrat of the cipher family is code. This is a form of the substitution
cipher which requires the preparation, in advance, of a code book. A series of terms
likely to be used in future correspondence (that is, words, phrases, and even sen-
tences) is first gathered into a vocabulary, or “ dictionary ’; and beside each of
these terms is placed a substitute known as a code group, or code word. These sub-
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stitutes may be groups of letters, or groups of digits, or actual words selected from
ordinary language. Very common words or expressions are usually provided with
more than oue substitute; and nearly always there are substitutes provided for syl-
lables and single letters, so as to take care of all words not originally included in the
vocabulary.

No code presents any real. security unless the code symbols have been assigned
in a thoroughly haphazard manner. This means that any really good code would
have to be printed in two separate sections. In onc of these, the vocabulary terms
would be arranged in alphabetical order, so that they could be readily found when
enciphering (ercoding) messages; but the code groups would be in mixed order and
hard to find. In the other scction, the.code groups would be rearranged in straight
alphabetical (or nunerical) order, so as to be readily found when deciphering (de-
coding), and the vocabulary terms would be in mixed order. Just what is meant
can be seen in Fig. 1, showing fragments from an imaginary code book.

Figure 1

ENCIPHERMENT SECTICH DECIPHERMENT SECTIdH
Vooadbulary Term Codes Symbol Code Symbol Vogabulary Term
A 9001, 2114, 3000+ 1120 Aggenting to your
Aachen 8463 1121 Horse
About ) 1119, 0034+ 1122 Moot me
About time for 5434 1123» Come; Paris
Armored oar 1125 : 1124 Th-
Assenting to your 1120 1125 Armored car

*) When & plaintext term has more than one symbol, these ars called
homephones, Polyphones are symbols which may have mors then one meaning.

The terms encodirg, decodins are usually preferred to enciphering, deciphering.

A code of this kind, with symbols assigned absolutely at random, provided it
is carefully used (never without re-encipherment) and a close guard kept over
the code books, represents perhaps the maximum of security to be attained in
cryptographic correspondence; and security, of course, is of prime importance in
the selection of a cipher for any practical purpose.

But in considering the relative merits of the various ciphers, it is always neces-
sary to take into account many factors other than security, each cipher being
evaluated in connection with the purpose for which it is wanted: Under what con-
ditions must the encipherment and decipherment take placc? How must the
cryptograms be transmitted? How much of the enciphered correspondence is likely
to be intercepted? What degree of security, after all, is absolutely imperative?

A commercial, or other, firm, having a permanent base of operations, and in
little danger of being blown to bits by an enemy shell, would not consider the first
of these questions from the same angle as the War Department; and the War De-
partment, though considering all of them from several different angles of its own,
would still not consider them from the same viewpoint as the State Department.

If messages are to be sent by mail, or by hand, or by telephone, or pasted on a
billboard, it is conceivable that a cipher which doubles or trebles their length could
still be a practical cipher. For transmission by telephone, the presumption is that
the cryptogram must be pronounceable, or, certainly, audible. For written com-
munication, individual purposes have been served by means of pictures. )

But when the cryptograms are to be sent by wire or radio, it must be possible
to convert them into Morse symbols, either letters or figures, but not intermin_gled
letters and figures. Here, length must be considered, involving questions of time,
expense, and the current telegraphic regulations. Moreover, it is conceded that a
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meaningless text will not be transmitted with absolute accuracy, and a cryptogram
which is to be sent by this means must not be of such a nature that ordinary errors
of transmission will render it unintelligible at the receiving office.

A factor of particularly grave importance in the selection of a cipher to fit a’
given purpose is the probable amount of enciphered material which is going to fall
into the possession of unauthorized persons. A criminal, who has had to send but
one brief cryptogram in a lifetime, might reasonably expect that it will remain for-
ever unread, no matter how weak the cipher. A commercial firm, transmitting
thousands of words over the air, is more vulnerable; and the diplomatic office, or
the newspaper office, which makes the mistake of publishing almost verbatim the
translations of cryptograms which have been transmitted by radio, and thus has
surely furnished the cipher expert with a cryptogram and its translation, might
just as well have presented him with a copy of its code book.

As to just what constitutes the ‘‘ perfect ” cipher, perhaps it might be said that
this description fits any cipher whatever which provides the degree of security

wanted for an individual purpose, and which is suited in other respects to that in-
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made to serve its purpose; and the strongest can be made useless when improperly
used.

In the present text, we are likely to be found looking at ciphers largely from a
military angle, which, apparently, has a more general interest than any other. In
time of war, the cryptographic service, that is, the encipherment and transmitting
service, is suddenly expanded to include a large number of new men, many of whom
know nothing whatever of cryptanalysis, or the science of decryptment. Many of
these are criminally careless through ignorance, so that, entirely aside from numer-
ous other factors (including espionage), it is conceded by the various War Depart-
ments that no matter what system or apparatus is selected for cipher purposes, the
enemy, soon after the beginning of operations, will be in full possession of details
concerning this system, and will have secured a duplicate of any apparatus or ma-
chine. For that reason, the secrecy of messages must depend upon a changeable
kay added to a sound basic cipher.

Speed in encipherment and decipherment is desirable, and often urgent; and
the conditions under which these operations must often take place are conducive
to a maximum of error. The ideal cipher, under these conditions, would be omne
which is simple in operation, preferably requiring no written memoranda or ap-
paratus which cannot be quickly destroyed and reconstructed from memory, and
having a key which is readily changed, easily communicated, and easily remem-
bered. Yet the present tendency, in all armies, seems to be toward the use of
small changeable codes, which are written (printed) documents; and, for certain
purposes, small mechanical devices.

An enormous number of military cryptograms will be transmitted by radio and

taken down by enemy listeners, and even the ordinary wire will be tapped. It is
expected that the enemy will intercept dozens, and even hundreds, of cryptograms
in a single day, some of which will inevitably be enciphered with the same key.
With so much material, knowing the general subject matter, and often exactly what
words to expect, or the personal expressions invariably used by individuals, it is
conceded that he will read the messages. All that is desired of a cryptogram is that
it will resist his cfforts for a sufficient length of time to render its contents value-
less when he finally discovers them. By that time, of course, the key will have
been changed, probably several times, and even the cipher.

With these general facts understood, we may first dispose hastily of thé con-
cealment cipher, after which we will examine at greater length the two legitimate
types, the transpositions and the substitutions.



CHAPTER 11

CoNCEALMENT DEvVICES

Concealment writing may take a host of forms. Perhaps its oldest known ap-
plication is found in the ancient device of writing a secret message on the shaved
lead of a slave and dispatching the slave with his communication after his grow-
ing hair had covered the writing. Or, if this appears a little incredible, the an-
cients have left us records of another device considerably more practical: that of
writing the secret message on a wooden tablet, covering this with a wax coating,
and writing a sccond message on top of the first.

In the middle ages we meet a development called puncture cipher; any piece
of printed matter, such as a public proclamation, serves as the vehicle, and the
cipher consists simply in punching heles with a pin under certain Ietters, so that
these letters, read in regular order, will convey the desired information. It is said
that this kind of concealment writing was resorted to in England at a compara-
tively recent period, to avoid the payment of postage. Postage on letters was
very high, while newspapers were permitted to travel free, and the correspondents
sent their messages very handily by punching holes under the letters printed in
newspapers. Where the sender of a message may also control the preparation of
the printed vehicle, any desired letters can be pointed out by the use of special
type formis, misspelled words, accidental gaps, and so on.

But concealment cipher i1s not necessarily confined to written and printed
matter. Ohaver, in his ““ Solving Cipher Secrets,” demonstrated the conveyance
of messages in the shapes and sizes of stones in a garden wall, or in the arrangement
of colored candies in a box; and we read, in fiction, of many similar devices, such
as a series of knots tied in a string, or beads strung in imitation of the rosary.
Again, we hear of cases in which the arrangement of stamps on envelopes is made to
represent the terms of a miniature code. All such devices are, of course, combina-
tion-cipher rather than pure concealment, since the stones, candies, and so on, must
first be made the substitutes for letters or code terms.

A method of pure concealment, said to have been used by Cardinal Richelieu,
involved the usc of a grille. Grilles are made of cardboard, sheet-metal, or other
flat material, and are perforated with any desired number, size, and arrangement
of openings. The Richelieu grille, of approximately the same size and shape as the
paper used for correspondence, could be laid over a sheet of paper so as to reveal
only certain portions. and the secret message was written on these. The grille
was then removed and the rest of the sheet was filled in with extrancous matter
in such a way as to present a seemingly continuous text. The legitima:e recipient
of this message, having a duplicate grille, simply laid this grille over the sheet of
paper, and read his message through the apertures.

Concealment cipher goes by various names, as unll cipher, open-leiter cipher,
conventional writing, dissimulated writing, and so on, not always with a difference
in meaning though “ conventional writing ”’ does convey somewhat the idea of a
tiny code. (In this, casual words have special meanings.)

The nanie * null cipher” derives from the fact that in any given cryptogram
the greater portion of the letters are null, a certain few being significant, and per-
haps a few others being significant only in that they act as indicators for finding
truly significant letters. To illustrate what is usually meant: Say that your very
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good friend, Smith, first complains about a radio which he has bought from your

neighbor, Johnson then asks you to take Johnson the following note: * Having
trouble about Ioudspeaker Believe antenna connected improperly, but do what-
ever you can.” By reading the final letter of each word, you will find out what
Smith actually had to say to Johnson: GET READY TO RUN.

That is the null cipher reduced to its elements, though naturally it can be
more skillfully applied. Significant letters may be concealed in an infinite variety
of ways. The key, as here, may be their positions in words, or in the text as a
whole. It may be their distance from one another, expressed in lectters or in
inches, or their distance to the left or right of certain other letters (indicators) or
of punctuation marks (indicators); and this distance, or position, need not be
constant, or regular. Sometimes it is governed by an irregular series of numbers.

Similar devices are applied to whole words. We agree, say, that in whatever
communications we send to our accomplice, only the third word of each sentence
is to be significant. Desiring to send him the order, STRIKE NOW, we write him
as follows: ‘““ The building strike is worrying our friends quite a lot. It has now
extended to this part of the city.”

A purely concealment cipher may be enveloped in apparent ciphers of other
types. The true message is concealed, as usual, in a dummy message, and the
whole is enciphered in one of the legitimate systems. It is then hoped that the
decryptor, satisfied with having solved the dummy, will look no further. Even
more effective would be the device of concealing the message in what appears to
be a cryptogram, but is not. It is easy to string letters together in such a way as
to make them resemble most convincingly a transposition cryptogram, and in this
case it would be hoped that the investigator’s full attention would be given to the
hopeless task of decrypting the dummy.

Concerning the decryptment of concealment cipher, we regret to say that
cryptanalysis has little help to offer. Fortunately, most of these ciphers depend
absolutely on the belief that they will not be recognized
as cipher, and once they are so recognized, they present no flgure 2
resistance. In those few cases where the secret message

INSPECT
is not at once obvious, it is sometimes useful to arrangethe DE T A I LS
words (or sentences) in columns, or in rows, for a closer ?E' g ? GLETH
mspection. . ‘ ACENOWLEDGE
We have, for instance, an apparent memorandum in g g g
which the awkwardness of the wording, or some other fac- BOX D S
tor, has drawn our attention to the possibility of cipher: ; gg g L L

“Inspect details for Trigleth ~— acknowledge the bonds
from Fewell.” We arrange these words in column form, aligned by their initials, as
in Fig. 2, and the third column promptly gives up the secret message STRIKE NOW.

The words of sentences can, of course, be treated in the same way, and where
the alignment from the left gives no results, letters or words can be aligned from

tha richt ar fram thae ran#nr Tf ralumne oiva nn racn'fc Aiaranale can hn m-
LAAN. ll&ub wa A4VEEL Ly & 3 8% L oy AL LAFAIEERLL W 6] Y Livwr A Jhidi lan ulubvllul-’

spected, or a zig-zagging line between one column and another.

Experience counts for most, and extensive reading is a vast help. Having seen
methods in use, or read the descriptions of methods, we know of some definite
thing to look for. Then, too, some of the concealment ciphers have transposition
characteristics, This would be the case with the Legrand cipher, which is of the
type called ““open letter.”

This cipher used a numerical key, which, in turn, was based on a keyword in
what scems today a rather odd manner: A keyword CAT, made up of the 3d, 1st,
and 2oth letters of the alphabet, gives the key 3 1 2 0. Before concealment takes
place, a series of word-positions is marked off, and these vacant places are numbered
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(o to g9, or 9 to 0), continuing to repeat the ten digits until there are enough of
the digits 3, 1, 2, and o to accommodate the words of the secret message, This mes-
sage is then written, word by word, below its digits, beginning with the first digit 3,
then going on to find a digit 1, then a digit 2, then a digit o, then another digit 3, and
so on. After the secret message is written into its place, all of the blank positions
are filled with connective matter, as in the case of Cardinal Richelicu’s grille-writing.
QOur later study of transpositions will show approximately how we should go about
reading this, once we suspect its use.

So far, we have been considering pure concealment, Many of the classic ciphers,
fundameantally of the concealment type, are also substitution ciphers, and their
decryptment would follow substitution methods. Of these, perhaps the best known
is Bacon’s biliteral cipher, summed up in Fig. 3.

Figura 3
BACON'S BI-LITERAL ALPHABET
A  aaaaa 1J abaaa R baaaa
B aanaab X abaadb S  baaab
c aaaba L. ababa T baaba
o aaabd M ababb OV baabdb
E aabas N abbaa W  babaa
F  aabad Q0 abbad X babab
o] aabba P  abbba Y  babba
H  aabbb Q abbbdy Z  babbd
S T 'R I K E

baaab baaba banaa abaaa abaasb aabas

N 0 W
abbaa abbadb bdabaa

Hold OFf uNtIl you hfar frOm mE egAin. wB
¥ay cClpROmIse.

Lurd Bacon’s cipher presupposes that the encipherer may so control the prep-
aration of his published work that he may prescribe the type to be used for each
printed letter, and it is claimed that he actually used his cipher for the preserva-
tion of historical secrets, including that of his own parentage. Two fonts of type
are required, the letters of one font differing (very slightly) from those of the
other font. These we may speak of as the A-font and the B-font, and each letter
of the alphabet is given a substitute composed of A’s and B’s, as shown in full in
the figure. Before a message, as STRIKE NOW, can be concealed, it must be
expressed in A’s and B’s, five of these for each of its letters, as shown, so that a
message of g letters attains a length of 45. For its concealment, we may use any

text whatever whose i.ngth is 45 letters, for instance, one whose obvious meaning
is the contrary of the secret one: “ Hold off until you hear from me again. We may
compromise.” The first five letters, HOLDQ, are to represent S, the next five,
FFUNT, are to represent T, and so on; and the sole purpose of the A’s and B’s is
to point out the kind of type which must be used in printing the corresponding
letters. In the encipherment of the figure, letters taken from the A-font are in-
dicated by lower-case and those of the B-font by capitals, though it is understood
that no such emphatic difference is contemplated in the cipher.

While the average modern person would have no opportunity for employing
Lord Bacon's cipher as described, he has access to an unlimited number of vehicles
other than type-difference. Anything, in fact, may serve the purpose, so long as
the material is available in two distinguishable forms and in sufficient quantity.
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Our message of 29 A’s and 16 B’s could be expressed with a deck of playing cards
if aces and face-cards are considered to represent B’s. It could assume the form
of a fence with 45 palings, in which the B-palings are crooked, damaged, or missing.
Ohaver once made use of a cartridge belt in which the A-loops contained cartridges
and the B-loops were empty. There is an excellent opportunity here, too, for the
compiling of “ fake ” cryptograms, with A-letters and B-letters distinguished as
vowels and consonants, or by the part of the normal alphabet from which they
have been taken.

With a biliteral or binumeral alphabet which requires 26 groups, we cannot have
fewer than five characters to the group without making groups of different lengths.
But another well-known cipher alphabet, devised by the Abbé Trithéme for use in
much the same way, is triformed, and thus permits that the group-length be re-
duced to three. The Trithéme (Trithemius; Trittemius) alphabet, expressed in
digits 1-2-3, was approximately that shown in Fig. 4.

. Figure 4
A TRI-NUMERAL ALPHABET

A 111 J 21 s 31
B 112 K 212 T 32
c 113 L 213 U 313
D 121 ¥ 221 v 321
E 122 N 222 w322
F 123 0 223 X 323
G 131 P 23 Y 331
H 132 Q 232 Z 332
I 133 R 233 & 333

This alphabet has had many applications, including the use of colored candy
previously mentioned. One contributor to Ohaver’s column submitted a crypto-
gram of the open-letter type in which the digits 1, 2, 3, were indicated in the number
of syllables of the successive words. A sentence, “ Can you be sure of sufficient

Massistance from Mayberry? ” indicates the digits 1 1 1, 1 1 3, 3 1 3; and, if the alpha-
bet of Fig. 4 is the one in use, represents the letters 4 C U/. This is of particular
interest in that it is easily done without involving the awkward turns of language
that so often betray the concealment cipher, (This same contributor, a Mr. Levine,
evolved another cipher, accomplished by an arithmetical process, by which it was
possible to make a cryptogram convey two separate messages!)

Many writers have shown alphabets of the biform and triform types ap-
plied to open-letter communications by making the significant factor the number of
vowels contained in successive words. Thus, the senticice given above yields a
series 1, 3, I, 2, 1, 4, 4, 1, 4. Using a biform alphabet, these are usually consid-
ered simply as odd and even; with a triform alphabet, some disposition must be
made of numbers larger than 3.

The subject is fascinating, and the literature of cryptography is rich with ex-
amples. However, we need not delve further into what, after all, is only the step-
child of a legitimate science. The matter of telegraphic transmission alone will bar
these ciphers for most general purposes, or the fact that a cipher once betrayed
will never serve again. Then, too, the censorship combats it by cutting out or
rearranging or changing words, causing the open letter (or telegram) to convey only
the information which it purpo is to convey. -

Concealment cipher has, of course, the unique virtue of being able to convey
messages under circumstances which make it seem that no communication has
passed, and we have hardly touched upon the fact that the short message, prior
to its concealment, may have been a well-enciphered one. But we rather suspect
that, for the end desired, invisible inks are more convenient and practical.
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1. By PICCOLA. '

On peut étro Napoleon sans etre son aml, mos onfants!

2. By B. NATL'R.AL.

FOR SALE! Spring ooats. All fine Scoteh serge, for ensembles. Stoat
trimmed, fashioned right. Black shirred lining, striped. Effective for

brides. Act quickly. - Abraham Batz, 522 Broad, Telephone Exchange 7104-R,

3, By TITOGI.

St b oV aa o d e Mo e Ll s mmen= abiN?
o0uL ruxuua;ug u)uy, whY 50\115 CIiAO4 }

o4

s ¥
Yu

[+ 1]
f=5

L P & T2 _ PR, B B U T S
How t lie, and is not the

true slayer either. Let us be friends. I am all right. Ed Lehr,

4, By TRYIT.
To those friends considering, it i1s always news, but all filled ociphers

disturd happiness with varied enswers!

5, By PICCOLA.

Do not sernd for eny supplies before Monday, at earliest, Order once only,
as men in charge are Teeling sore about your threat to encourage the

mutiny at Ford's. - Wilson.

6, By PICCOLA. (Why not, indeed?)

A¥YITH ANYSE NDFOR ITYOU NUSTB EFEAR
THECA NHITT RYABO UREOU TISEC HIYOU

ANDMY TIONC UPCRE ASKTO CANDGQ,



CHAPTER 111

TraNsprosiTION TyPes

Transposition has already been explained as a form: of cipher in which the let-
ters of a message are disarranged from their natural order in accordance with any
pattern, or key, agreeable to the correspondents. The fact that any plan may be
followed will suggest the possible ramifications as to detail. Transpositions are, in
fact, found in every conceivable degree of complexity. They are not even unanimous
in their demand that there be two separate operations in the preparation of a crypto-
gram: (1) the writing down of the plaintext letters, and (2) the taking off of these
letters.

Generally speaking, these ciphers follow two types, the regular (geometrical,
symmetrical), and the irregular. The strictly geometrical type, sometimes called
complete-unit transposition, is based on one comparatively small unit, or cycle, re-
peated over and over, every unit having exactly the same number of letters and
exactly the same disarrangement as the rest. This type always demands an exact

Figure 6
A D E H I L M P
BXO FXG JXK NXO

Plaintext messager ABCDEFGHIJKLUNOP,

Cryptogrem (w) ADBCE HFGIL JEMPN o

Cryptogram (b)) ADEEYI LMPBC FGJXN O

number of units, and when a plaintext message is not evenly divisible into units, it
must either be cut down to fit, or lengthened by the addition of extra letters called
nulls. Some of these keys are actual geometrical figures, such as triangles, dia-
monds, hexagons, etc., or conventional designs like crosses. Any figure of this kind
provides a number of cells, or points, for the writing in of letters, and thus will serve
as a mnemonic device, or key.

The two operations of writing-in aud taking off may be governed by any agreed
ruling, though the second of these must be made to result in five-letter groups if the
cryptogram is to be transmitted by wire or radio, Fig. 5, in which an imaginary
message has been represented as A BC D E..... , shows only one of the many
ways \n which a simple cross could be used as the key for the writing-in operation,
together with only two of the many cryptograms which could be taken off from this
one arrangement, This figure shows also, in its two cryptograms (a) and (b), two
fundamentally different plans for the taking off of transpositions, The unit here
is 4, the first unit containing the letters A B C D, the next umit £ F G H, and so on,
In cryptogram (a), the letters of every unit are still standing together in a group,
while in cryptogram (b), the letters of any one unit have been mixed with letters of
other units. In this latter case, the two correspondents will have to agree upon a
certain number of crosses per line; otherwise, they run the risk of having to decrypt
each other’s cryptograms,

The most popular of the geometrical figures appears to be the square, with or
without a series of numbers 1 to 25, 1 to 36, and so on, Any device or game, which
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will provide a square, is likely to be seized upon as the source of a transposition key.
We tind two widely-known examples of this in the ** magic square ™ and the “ knight’s
tour.”

A magic square, as most of us understand this term, is made up of a series
of numbers, such as 1 to 25, T to 36, which are so arranged in their cells (positicns)
that the added numbers of any row, column, or diagonal, will always give the same
total, A square of given size will provide more than one magic square arrangement;
and these numbers, being a series, constitute an order, which, once it can be remem-
bered or reconstructed, will serve either for writing in or for taking off a unit of
25, 16, etc., letters. )

The knight's tour is based on the chesshoard, a unit of 64 cells. In the game
of chess, where each piece has certain prescribed moves, the piece called the knight
must move diagonally across a 2 x 3 oblong. The “ tour ” consists in starting the

Figure 6
1 4 53 18 55 6 43 20

52 17 2 65 38 1% S8 7
3 64 15 54 31 42 21 44
15§ 51 28 39 34 37T 8 57
63 14 35 32 41 30 45 22
50 27 40 29 i6 33 88 9
13 62 25 48 11 60 23 46

26 49 12 61 24 47 10 59

knight at one corner and carrying him completely over the 64 cells of the chessboard,
causing him to touch every square exactly once without having made any other move
than the one allotted to him. Fig. 6 will show one of the many such tours which
have been published. Such designs will serve either for writing in or for taking
out. In either case, the text is made to contain exactly 64 letters or a multiple
thereof. For writing in, the first letter is placed in the cell corresponding to No. 1,
the next letter in the cell numbered 2, and so on. For puzzle purposes, the 64 letters
are usually left standing in the form of a square. As cipher, they would be taken
off, by rows, or by columns, or otherwise. Or the 64 letters may first be written
in simple order into the form of a square, and then taken out one by one following
the route of the knight.

Other ciphers of the regular type merely employ a unit of so many letters, to be
arranged in some specified order, generally in accordance with a numerical key. If,
say, the unit has a length of six letters, which we will represent as A BC D EF,
and the specified order for these is 6 2 1 4 3 5, this unit may be transposed to read
FBADCE. Eachunit will be transposed to have exactly this pattern, except that
semi-occasionally we find a final unit slightly different from the others, owing to
the fact that nulls were not added to complete its length (Accurately speaking, this
transfers the cipher to the “irregular ” class). Units, once transposed in this way,
may continue to stand intact, one after another; or they may remain intact, merely
exchanging places with one another; or the cipher may be so planned that they
do not remain intact, as was the case with our cryptogram (b) of Fig. s.

Often, two ciphers will differ from each other only in the method by which their
cryptograms are produced; oftener, there will be an actual difference, but one which
is purely superficial. For instance, we have just mentioned a plaintext unit
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A B C D E F as having been transposed with a key 6 2 1 4 3 5 to result in the
order ¥ BA D C E. Identically the same numerical key, used in another way, will
transpose this unit in the order C B £ D F A. The two resulting cryptograms would
be different, but the kind of cryptogram would not.

An extremely common form of complete-unit transposition is that indicated in
Fig. 7, where a short message, LET US HEAR FROM YOU AT ONCE CON-
CERNING JEWELS QQ (38 letters plus 2 nulls), has been written into an oblong,
or block, in one order and taken off in another. Both the writing in and the taking
off follow a route, rather than a key and, for that reason, the cipher is often spoken
of as route transposition, rather than rectangular transposition,

Three of the many possible routes are shown in the three (partial) cryptograms
of the figure. In this connection, the American popular terminology seems to favor

horizontals and verticals, rather than “ rows ” and “ columns.” The writing in or
Figure 7

LETTU S Cryptograms:

B E A RTF

R o M Y O {a) By desoending vertiocals, from the leftt LERTU ¢

U AT oN

¢ EC O X CNEEE OAEEG LTAMT CRJSUY, ete,

C ER NI

N 6 JE W (b) By alternating verticals from ths right, top:

E L S Q Q

SFONN IWQQE XNOOYR UTAUT, ete,

(o) By disgonals: LHEZRE TUOAU CAMRS CETYF NECODO, ste,

the taking out of a text is said to be done by straight horizontals, or by reversed
horizontals (backward), or by alternate (or alternating) horizontals (written alter-
nately in both directions). Similarly, we find ascending, or descending, or alternate
verticals; and again the diagonal routes will be described as escending, descending,
of alternate. 'The route may also be a spiral one, and in this case it is said be clock-
wise or counter-clockwise.

For all of these routes, the point of beginning is nearly always one of the four
corners, except in the case of the two spiral routes, which are just as likely to begin
with a central letter, particularly when the rectangle is a square. Colonel Parker
Hitt, in his Manual for the Solution of Military Ciphers, shows the same series
of letters written into forty different blocks, always beginning at one of the four
corners.

Rectangular transposition, when used as cipher and not simply as a puzzle,
requires that one dimension of the oblong be fixed, the other dimension being en-
tircly dependent on the length of the message to be conveyed. In the figure, the
pre-arranged width of the block, called its key-length, was 5, and the filling of the
block required 8 complete units. These were written one by one as simple bits of
plaintext, and were then broken up in the method of taking off. Occasionally it
will be the vertical dimensijon of the block which is fixed, and the plaintext will be
written in by columns, beginning at the left or at the right. But there is so little
difference in the results of the two procedures that a decryptor may solve and read
a cryptogram without learning which of the two was actually follov ¢d. Ordinarily,
it is the simple operation which comes first, the writing in of intac: units one after
another. Sometimes the opposite is true, the operation of writing in being made
very complex, so that the whole block is the unit, the taking off being done by
simple rows or columns. Frequently both operations are complex. This kind of
transposition belongs rather to the category of puzzles than to cipher; any reason-
ably intelligent person can decrypt it, knowing what it is. Idowever, it has not
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infrequently been applied to serious purposes, and a decryptor, encountering an
unknown transposition, would not overlook the possibility of simple rectangular
encipherment,

Decryptment, here, is merely a matter of trying out the known routes, and it
would never be actually necessary to write out the entire forty-plus blocks, or even
half of these, for any one rectangle. The decryptor begins by counting the letters
of his cryptogram and factoring the number of these, to find out what oblongs are
possible, A 36-letter cryptogram, for instance, might mean dimensions 6 x 6, or
dimensions 4 x 9. It could, conceivably, represent dimensions 3 x 12, or 2 x 18,
But key-lengths are hardly ever shorter than 5, or as long as 18. He would seize
upon the square as the object of his first investigation, writing the cryptogram into
that block by various known routes, and also reading by various known routes,
diagonally, horizontally, vertically, backward, or upside down, until he begins to
find words. As a rule, this does not take him very long; often the very efforts of
an encipherer to achieve complexity will result in an easier task for the decryptor.
However, a spiral will soietimes give trouble.

Figurs 8

A E I
B D F H 4
C G Keesvenosoota,

Tak¥em off: AEI&B DFHJ& COKeus

The examples appended to this chapter are all of the complete-unit type, and
require little knowledge of cryptanalysis for their solution.

Passing on to irregular types, we find these in all degrees of difficulty, from the
very simple “ rail fence ” to the formidable “ U. S, Army ” double transposition.

The “ rail fence ” family is outlined sketchily in Fig. 8. The writing in of the
plaintext follows a zig-zag route, downward by so many letters, then upward to
the line of beginning, as indicated by the series A B C ... .. , and the taking off of
the cryptogram is done by straight lines. In explanation of the character &, this
has been used here as a signal to show the ends of the straight lines. No such signal
is needed if a proper understanding exists between correspondents as to the con-
struction of the *“ fence ” and the length of it which may occupy one line of writing;
and in some cases the straight lines are all equal in length.

In Fig. 9, we have a suggested grille-traitsposition, of a kind described by Mario
Zanotti as “ indefinite.” This kind of grille, we believe, is the invention of General
Sacco. To picture it complete, we may imagine a flat surface, such as a piece of
cardboard, marked off into squares, having dimensions 12 x 6, and turned sidewise.
Assuming this to be shown in full, we are looking at 12 colymns, and each column
has 6 of the small squares, or cells. To convert this piece of cardboard into an en-
cipherment grille, we clip out three squares from each one of its 12 columns, always
in the most haphazard manner possible. The resulting grille will thus have 36 open-
ings, and, if placed over a sheet of paper (preferably also marked into cells), en-
ables us to transpose the first 36 letters of a message by writing them one at a time
into the 36 apertures in some one order and taking them off in another. The
original plan was the reverse of the usual: write the letters by columns and take
them off by rows.

In the figure, a g-letter message, STRIKE NOW, has been written into the
first three columns of such a grille, and, taken off by rows, comes out in the order
N, SO, TI, K, RE, W. While the figure shows this cryptogram regrouped in the
usual fives, the original method, as prescribed with the device, would have grouped
it in threes, that is, to correspond with the number of apertures per column. This
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Figure 9
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Cryptogram: NSorT1 KREW,

\
y
\
(

would facilitate the operation of decipherment, which is as follows: Count the num-
ber of letters in the cryptogram and divide this number by 3, in order to ﬁnd how
many columns were used. Cover {or ignore) the unused portion of the grille, write
the cryptogram by straight horizontals into the uncovered portion, then read, or
copy, by descending verticals. The recipient of the present cryptogram, for in.
stance, finds nine letters, divides this number by 3, thus ascertaining that three col-
umns were used, covers up the other nine columns, then, proceeding by straight
horizontals, places one cryptogram-letter wherever he sces a hole. Having thus
restored all letters to their proper columns, he has the plaintext message before
him. It will be noticed that an encipherer uses only the number of columns that
he needs. His last column does not have to be completed with nulls, as in the
case of complete-unit ciphers.

As this grille has just been described, its full capacity is 36 letters, and it has a
repeating cycle of that length, presuming that, after the transposition of the first
36 letters, another 36-letter unit is to be transposed by the Figure 10
same grille standing in the same position. But this grille,
reversed, provides a new pattern; and the opposite side of 77T
the grille provides two additional patterns. These posi- ¢ {L ETIS HIERR
tions may be numbered, thus providing for the encipher- |
ment of 144 letters, even assuming that the positions areto 5.4 3 2 L /FIROM|Y O
be used in 1, 2, 3, 4 order and without varying the method 1
of use. Add to this that the cryptographic offices may have 55 7% 53577
provided half-a-dozen different grilles to be used inter-
changeably and not always in exactly the same way, and it
becomes plain that such an encipherment, in t%2 hands of
an operator who knows his business, could be made to fur-
nish a very effective form of transposition, 7 1/cIelctloniciE R

Zanotti, and others, have also described mechanical l

r‘p\n(‘rxc nf a natentahle tuns far accamnliching vary |'n_
AL WA - l.J‘-bl.\-ﬂl.lbuLll\/ LJ l.)\./ PR u\-\.vllll. .llDllll.l& J

volved transpositions. The principle on which most of £ 2 IJV Twio B @
these operate can be seen in Fig. 10. A certain number of

pointers, or narrow sliding rulers, all carrying the same 7 6 6 4 3 2 1 JEJLISRQ
progression of numbers, are so attached to a framework R
that they can be set, by means of a numierical key, to project at irregular lengths
over a sheet of quadrille paper cut to fit into the frame. Thus, each pointer indi-
cates a certain number of empty cells, as niic on the first line, six on the next,
and so on. In the example of the figure, presuting that cach ;- water carries only ten
numbers, and that the full number of these poiuters is seven, the numerical key
would be the column of numbers at the extreme left: 2-5-0-7-3-4-7. The message

TES5 432 1/K|T|ON

IO@
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here is writlen in the usual horizontals, with a null (not strictly necessary) complet-
ing the last line, It could be taken off by columns: L, EC, TEN, UFCI, etc. The
decipherer, having a duplicate apparatus, would set this according to the pre-
arranged key, copy the cryptogram by coluns, and read it by rows. The exact
n:ethod, of course, can be varied.

Somne atteinpt has been made, too, to cvolve cipher machines which will pro-
duce effective transpositions, but our understanding is that these have never been
accepted as worthwhile.  The accomplishment of transposition by mechanical means
is far from new. In fact, the oldest transposition cipher of which we have any rec-
ord was accomplished by means of the Lacedaemonian scytale. The Spartan gen-
eral, departing for foreign conquests, carried with Iim a rod, or scytale, of exactly
tle same diameter as onte retained by the administration. When it was desired to
communicate matter of a confidential nature, the sender, using a narrow strip of
purchment, wound this carefully around his scytale with edges mecting uniformly
at all points, and wrote his message lengthwise of the rod. When the strip was un-
rolled, the message appeared as a series of short disconnected fragments, one letter,
or two letters, or portions of one or two letters. It was presumed that no person
wonld be able to read the message without being possessed of a duplicate scytale on
which to rewind the strip. We are left to suppose that this presumption was justi-
fied by fact, though the detryptor of today would make short work of such a sys-
tem. The scytale, we belicve, is the oldest known cipher of any kind, and is still
serving today as the emblem of the American Cryptogram Association.

Before leaving types, it should be mentioned that any of the transpositions
ordinarily used for disarranging single letters can also be used for the transposal of
entire words. The popular name for this is “ Route Cipher ” — possibly because it
is rather cumbersome to accomplish by any other than'a “ route ” transposition.

We have said little concerning decipherment. This, in practically all cases, is a
mere matter of performing inversely the two encipherment operations. For either
process, the operator begins by setting down his key or design, or adjusting his
mechanical device in the agreed manner. The encipherer * writes in”’ a plaintext,
and “takes off ” a cryptogram; the decipherer “ writes in” a cryptogram, and
‘““takes off ” (or reads) a plaintext. If the encipherer, by agreement, has written
the text in rows and taken it off by columns, then the decipherer must do the re-
verse: write his text by columns and take it off by rows.

" Before entering into the subject of decryptment, the student should acquaint
himself with the significance of the various tables appended to this text, in order
that he may consult these or similar tables for information as to frequencies, and
sequence. Every written language has its individual characteristics in these two
respects, and, to learn just what these are for each language, various cryptologists
have, from time to time, counted the letters, the short words, the combinations,
and so forth, often on extremely long texts, afterward arranging these data in the
form of charts, or tables, or lists. Two such counts are never duplicates, and there
may be a noticeable di-lerence, say, between results obtained from literary text
and those obtained from military or telegraphic text; yet results for any one lan-
guage are surprisingly uniform. Finding, for instance, an unexplained cryptogram
in which a count of the letters shows that about 409 of these are vowels (with or
without ¥}, we may classify it, not only as a transposition, but as one enciphered
in English or German, since one of the Latin languages can hardly be written with
so low a vowel percentage. Then, if we note the occurrences of the letter E, and
ind that this makes up about 12% of the total number of letters, we may discard
the possibility of German, in which the letter £ is far more likely to represent 18%
of the text. Or, if the vowel percentage is high enough to point to one of the Latin
languages, French would be distinguished from the others by the outstanding fre-
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quency of its letter F, sometimes as great as that of the German Z, while the Span-
ish, Portuguese, or Italian language will not always show it as the leading letter,
its place having been taken by A. In the Serb-Croat language, the letter 4 always
predominates, and in Russian the letter O.

As to scquence, and considering English combinations only, certain digrams,
such as TII, HE, AN, etc., very consistently predominate over all others. These
alimost never show identical percentages in any two digram counts (as the single
letters sometimes will). and seldom, if ever, are ranked in exactly the same order,
aside from the fact that 7'/ invariably comes first. But in all counts, the same fifty
to sixty digrams (out of 676) are always found at the top of the Iist. Thus the
Meaker digram chart differs from similar charts made by many others; yet any
digram chart is the most valuable weapon we have for attacking a cipher. The
Carter contact chart contains the same general information expressed in another
way for special use in transpositions, (This was not figured from the Meaker chart,
but from an earlier one by Ohaver, made on the same kind of text.)

One very useful phase of frequency data 1s seen in the group percentages Sin-
gle letters, especially in short texts, may vary greatly from their normal percentages,
while certain classes, taken as a whole, maintain a fairly constant percentage no
matter how short the text. Such classes, or groups, listed under the general head-
ing of English Frequency and Sequence Data, can be memorized as having roughly
approximate percentages: Vowels, 40%:; selected high-frequency consonants, 30%:
extreme low-frequency group, 2%:; the five most frequent letters, mixed, 45%; the
nine most frequent letters, 709%. This final group of nine letters, LT A ONIS R H,
hardly ever varies appreciably; the shorter groups will sometimes vary as much as
5% one way or the other.

Very useful in code decryptment is a list of the commonest words. Trigrams
have also been investigated, the favorite positions of individual letters in their own
words, average word-length, patterns, and endless other information, some of which
is indispensable, and some merely convenient. It will not be possible, in the space
at our disposal, to point out all of the uses to which this kind of information can
be put; the student is urged to take his cue from the occasional short references
made in connection with examples.

All ciphers are decrypted by the general methods suitable to their type, and a
transposition cryptogram may involve factoring, examination of the vowel distribu-
tion, and anagramming, cither singly or in combination. These are best explained
in connection with examples, which may themselves have special methods, and we
have selected for general discussion four ciphers, two belonging to the complete-
unit type and two to the irregular. A careful study of the methods used in indi-
vidual cases should furnish the student with a basis for analyzing other ciphers and
evolving other special methods to suit particular cases.

Concerning the paper work, which, admittedly, is onerous in most forms of

cinher investication. much reference mav he annA in. the matter which follows,
ciphe vesty bu....... muc!

nnnnn J A aitiii el

“paper strips.”” These are old stand-bys. Most decryptors prefer to do a]]
of their work on cross-section (quadrille) paper, since the writing of the letters into
cells enables them to obtain an accurate spacing both laterally and vertically, and
this paper is casily cut apart along the separating lines. But for the kind of crypto-
grams we are likely to see here, many persons prefer to work with a set of anagram
blocks. These can be prepared 2t home from cardboard squar-s, or may be bought
in sets with frequent letters represented in approximately the correct proportions.
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7. By TITOGI.
TSSNI HAYST INTPI SEROO IAASEH,

Also thist B HC V1 EOLEA EWERM

8. By G. A, SLIGHT. (Somothing found in ovory school-book - IF foundl)

TOHMR RIAYE XNUEE SDEXS HMTID EqQuoa YROAGD
¥PUET GTITE SYSNO AQNXA TUADS ISHEX,
9. By PICCOLA,

WINTA HDAEBS WHLET TLWAI LEHOQL ASSsaA S Q.

10._ By NEMO. (Magic Square),

LEASU LTSGUM SLOET EOIME ARNSA SRCDE RKRiusgy
HEUAQ LYSPR MEOA:®

11. By TEE ADMIRAL.

BSPNT EAEFT VVOAN EYAPU ZSETP THUNA TAEER
SDSSKE PSJES TYSEA LRHIA SKSNT EYWQO FTHMW

TEEFE NNHCI EHHUUY IBEITE OHGES CGDI OQOOWEA

K Q =

SASNE RHMAA SSLER GSUNE DTHEKE" LUAE TVuMFO
FAIWP AYANA EYAD,

12. By THE ADMIRAL.

AALFES RTNEA RBNEE OHSRL TIAPD UEOSI ITTAT?Y
GLFOT SOUSH HEPNY,

13, By DAN SURR. (Received from General Headquarters following a skirmish),

FAAIR MNOAT ILVIS YGUCF PIOOQE PSNEL TO0InNvV
BTTOA HNDNE ERENN BMPUXN PORRE AUOME ANAIE
TSSBN RGTOGS TTIEE ICTNMHR,

14. By PICCOLA. (This is serious edvice!)

FFLTA ARUWIGE UORNT OTDLA NRWSO IATTS YBANT
MEHSK OGRZE PSREI o0ao0ay SS8KA LPILY s,

15. By FRA-GRANT. (This might have beean & 1ittle easier. Still - 1)

QYTEY OFPUBU QEHIH TECHT HSAUA ONSIT ITTTI
ETTEL LSEAP LTUHT, '



CHAPTER 1V

GEOMETRICAL Typrs — THg NIHILIST TRANSPOSITION

In the preceding chapter, we glanced at the most elementary form of columnar
transposition: a text is written into a block by rows and taken off by columns in
such a way that even though all or part of the columns may be reversed in direc-
tion, these columns are always left standing one after another in regular order.
Columnar transposition becomes less crude when the order for taking off the ¢nl-
umns is an irregular one, governed by a changeable numerical key, the length of
this key governing also the width of the rectangle. This process can be examined
in Fig. 11. In this figure, the numerical key, 4 1 6 5 3 2 7, was first derived from
a keyword, HALIFAX, according to the following very common plan: The two 4's,
taken from left to right, receive the first two numbers; the third number, in the

Figure 11
Usual Plan for Trensposing
Colums
H A LI F AX
4 1 6 6 3 2 7
L ETUS HE
A RF RO MY
O U A T OO N C
E € O N C E R
NI NGJEW
E LS XX X X

Cryptograms ERUCI LEMXNE

EXS00 CJXLA OQENETU,eto.

absence of B, C, D, and L, is assigned to F; and so on, following the alphabetical
rank of the letters present, and taking repeated letters from left to right. The pres-
ence of seven numbers implies seven columns, and it is said that the key-length is 7.
When a text has been written into a block of that width, with a key-number stand-
ing above each column, these columns can be taken off in the order shown by the
numbers, and not in regular sequence.

The key, used exactly as described, is a * taking off ”” key, and this is the com-
mon way of using one. It can, however, be used for “ writing in ” the successive
units, placing the first letter of @ given unit beneath number 1, the secor < letter be-
neath number 2, and so on until the seventh letter has been written below number 7,
afterward beginning with the first letter of another unit below number 1 again, Un-
der this plan the first unit of our figure, L £ T'U S H £, would have been written in
inthe order U L H ST £ E. Since all units would follow exactly the same pattern,
the resulting columns would be identical with those of the present block; the cnly
essential difference would be that the new columns are already transposed, and can
be taken off in straight order. The two vcsulting cryptograms, however, would not
be the same. The unit which was writtr:. i1 in the order U L I S T E E, would have
been in the order E H S L U T E had the method been that of taking out (or “ off ).

The Nihilist transposition is ordinarily accomplished by * writing in,” and its nu-
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merical key is applicd to beth columns amd rows. Thus its major unit is a square,
and the seven-letter keyword HALIFTAN, applied to both dimensions of a rectangle,
demands a unit of .9 letters, while the shorter word SCOTIA, key-length 6, requires
a unit of 30 letters.

Theoretically, this cipher is a double transposition, requiring two successive op-
;-ations as shown in Fig, r2. But in practice, these two transpositions can take
place simultancously as pointed out in Fig. 13. The operator, having laid out his
key-numbers at top and side of his square, begins his wrting in the ccll at which
the column headed by number 1 crosses the row headed by nuinber 1. He writes in
his first unit, proceeds to the row numbered 2 for the writing in of his second
unit, then to the row numbered 3, and so on, taking rows in the order shown by the
nuynmibers at the left, and placing the letters of his unit by following the numbers

across the top. Thus, with only a little concentration, he has the entire major
Flzure 12

Nihilist Plan

(a) Trancposal of Colums (b) Transposal of Rows
S ¢ 0T 1 A $-5 E T JWTO
5 2 4 6 3 1 c-2 R AF ORE
0-4 A NE BC O
S E U BE T L (Let ua h) 7-6 XL X X 8§ E
R AF ORE 1-3 A Y U T O M
A YU T O X A-1 S E U BE T L (Let us h)
AN E B C O
E U JWTO (¢) Cryptogran: EUJWT ORAFO REANE
X L X X S E

BCOXL XXSEA YUTOXM SEUET 1L,

unijt at one continuous writing. The decipherer, too, having restored his cryptogram
unit to its block and written his two :.ries of numbers, may read, or copy, continu-
ously. The decipherer, in fact, uses the exact method which would produce a
Nihilist cryptogram if a key were used in the “ taking out ” manner. What we
have described is the encipherment of a single major unit; and all cryptograms must
contain an exact number of these major units.

The second operation, that of taking off the cryptogram, is not always done by
straight horizontals as we have shown this under (¢) of Fig. 12. This, of course, is
the expected way; but the Nihilist square is quite frequently taken off by some
other one of the forty-odd routes possible to rectangular transpositions. The de-
cipherer, knowing this route, merely writes his units back into their blocks; but
the decryptor is often faced with a preliminary problem of discovering how they
were taken off. Sometimes he must also discover how many units ~ cryptogram
contains,

To understand how such problems are solved, it is necessary to pause and con-
sider the make-up of ordinary written plaintext. English vowel-percentage, as men-
tioned, is about 40%, and practically never varies out of its limits 35%-45%-
Each jo vowels are fairly evenly distributed throughout their 10c letters. Take
any English text whatever, not composed of initials or otherwise distorted, and,
beginuing where you please, mark it off into ten-letter scgments and count the vow-
els in caclr of the segments. You will find that the majority of these have exactly
the normal number of vowels, which is 4. Others will have 3 or 5, which, though
outside of tle limits 35¢5-45%, are the closest variations possible. It will be a
rare segment indeed which contains fewer than 3 vowels or-a greater number than s.

But suppose, having marked off such a text into ten-letter units, or segments.
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we take each of these segments individually and mix up the order of its letters,
though still allowing it to stand where it is. And suppose, having done this, we
erase the original division-marks and, beginning at some point in the midst of a
former scgment, we again mark off a series of ten-letter units, and count the vow-
els of these new segments. This time, we are just as likely as not to find seven
or eight vowels in one segment aud none at all in the next, depending on just what
we did to the old units, and still we have not actually mixed the units; we simply
have our division marks in the wrong places. Imagine, then, how the vowel distribu-
tion can vary when a transposition is one so planned as to break up units and scram-
ble their letters.

This fact of uniformity in vowel distribution is of enormous assistance in deal-
ing with the simpler transpositions. For instance, it may be that what we want to
know is the length of the units, and that what we have is a cryptogram of 144 letters,
which could be a single square, or a series of 36-letter squares, or even a series of

Figure 13
$§24631 b 24631 524631
5 5 5
2 2.4, .+..E 2ZRAFORE
4 4 4
6 8 6
5 3 SCY...H
l1.E...1L 1SEURTL 1SEUHTL

16-letter or g-letter squares. We may start at the beginning of this cryptogram and
mark it off into equal segments of any length we like, afterward counting the vowels
per segment. If every scgment shows approximately a 40% vowel count, the
chances are that we have a series of intact units, cach one merely transposed within
itself; but if one segment shows 509, another 30%, another 2895, and so on, we
may be quite sure that our division marks are in the wrong places.

Returning, now, to the Nihilist cipher, suppose we consider the make-up of its
major unit, that is, of any one block. This major unit is a series of minor units,"and
each of these minor units, at the time of encipherment, was written by itself on its
own line. In the beginning, it was a small fragment of plaintext, presumably con-
forming closely to a 40% vowel count. It is true that we placed it on the line in
transposed order, but we did not remove any of its letters or add any new letters.
Even in the transposal of the lines themselves, we merely removed a number of in-
tact units from one place to another. There has never been a time, throughout the
entire encipherment, when we took any letter out of its original minor unit and put
it with some other unit. Thus, as we first sec our completed Nihilist square, we
still have, on each horizontal line, a small fragment of an English sentence in which
all of the original vowels are still present. If such a block is now taken off by
straight horizontals, it is no more than a series of intact uni‘s. To break up these
units, we must at least take it out by verticals; and they will, of course, be much
more thoroughly mixed when taken out by diagonals or spirals.

The decryptor, hoping for the best, writes his cryptogram into a square (or se-
ries of squares) by straight horizontals and counts the vowels per horizontal line.
If his block is wide, he may estimate the actual number of vowels represented by
40%; if it is narrow, he may only reughly approximate the number; but in either
case what he hopes to see is evenness of disiribution. More than half of his units
must be exactly normal, and any which are not exactly normal nust show the
smallest variation possible. If he finds that this is the case, he assumes that his
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hlock arrangement is the encipherer’s original square, with only the minor possi-
bility that half of his lines may be written in the wrong direction. If his distri-
bution is not uniforny, lie counts the vowels per column so as to find out what kind
of distribution he would get from a vertical a1-angement (ascending or descend-
ing). If this, too, fails to show him a uniformi vowel distribution, he writes out
a new block by the route of alternating verticals (or gets this count from his
first block; this is possible, though a little confusing). Afterward, he may go on
to the diagonals and spirals until finally he reaches the arrangement in which more
thian half of his horizontal lines show a 409, vowel count, and the rest a minimum
variation.

Now let us consider a concrete example of decryptment. The (purely imagi-
nary) history of the cryptogram shown as Iig. 14 is meager. It was taken from
the body of an unnamed man, killed in attempting to dynamite 2 bridge in an Amer-
ican town called Baysport.

To begin with, the cipher appears to be transposition. Its cryptogram shows
3745 of vowels, very close to the number expected of English or German. It is

Fggure 14
IYXBB ORTAF TIXDG SSEBEGHE NATOQOO ITOXT LUTRE

LXFAY SDRCE TOMED EIOVI KFTVT LAETU,

too short to provide any reliable distinction between these two languages, but the
source of the crvptogram points to English. Again, the encipherer, although he
has grouped his message in the usual fives, has neglected ta complete his final group
with a null, and from this we judge that 64 letters is the actual length of the mes-
sage. The fact that 64 is a square is promptly noticed. But it is also the sum of
several smaller squares, and the unit might be 16. To investigate this possibility,
we may mark the cryptogram off into four equal segments of 16 letters each, and
count the vowels per segment. The normal number of vowels in a 16-letter seg-
ment should be about 6, and segments of this length are long enough to afford re-
liable information, so that we may promptly discard the possible unit 16 when we
find that the first scgment shows 5 vowels (31%), the second, 7 vowels (449%), and
the remaining two, respectively, 4 and 8. Such a distribution does not prove that
the unit 16 is a total impossibility, because many things are not average in single
examples, but it is an extremely bad one and would never be accepted. On the
other hand, a satisfactory distribution does not prove absolutely that a given unit-
length, or block arrangement, is correct. Here, had there been no question of the
ever-prasent square, we might have been led astray by the unit 32, which divides
the vowels of the present cryptogram into two equal halves. In this connection,
we can only say that the decryptment of any cipher, even the simples:, will at times
include a number of wanderings which we shall have to overlook in demonstrating
principles.

Assuming, then, that the large unit, 64, is correct, we must get it back into its
block —- presurnably square —in the encipherer’s original arrangement. Fig. 15
shows the same cryptogram written into two different blocks. For an 8-letter unit,
the normal number of vowels is about 3 (actually 3.2). In block (2), a count taken
on the horizontal Iines shows half of the units normal, two of the others with the
smallest possible variation, and two greatly outside the 35%-45% limits. When
the unit is so short, and when the line containing only one vowel may be the one
which was completed with nulls, and most particularly when we have no other
units to act as a check, we cannot confidently discard a block of this kind. In prac-
tice, we might waste some time giving it a trial, or we might look for something
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better. Notice that jts distribution is “ ragged.” We cxpected to find even dis-
tribution, with more than half of the units exactly normal. This block (a) is the
simple horizontal arrangement. To find out what the simple vertical arrangement
would give us, we have only to examine the columns of this. Here the count is
obviously bad.

In block (b), we have one of the diagonal rearrangements from which two sets
of vowel counts can also be taken, Here, the horizontal lines have given us exactly
what we hoped for: Evenness of distrlbuuon more than half of the units normal,
and only one unit outside of limits. This, almost surely, is the encipherer’s origi-
nal block, in which every line contains one intact unit.

From our meager history of the case, we do not, of course, know that this is
specifically the Nihilist cipher. It becomes a case of considering the varjous ci-

Figurs 15

(a) Horizontal Rearrangement, (b) Diagonal Rearrangement,
With TWO Vowel-Counts With TWO Vowel-Counts
IYWBBORT 3 IWOFGNOL 3
AFTIXDGS 2 YBADHTER 3
SEGHNATO 3 BTXGIRDE 2
OITOXTLTU 4 RIEOTSMYV 3
TRELXPFAY 3 TSOUYOQOOT S
SDRCHTONM 1l STLATIVFL 2
EDEIOVIK 5 ATFHEXKTE 3
FTVTLAEU 3 XXCDIVATU 3
432313414 31434243

phers with which we happen to be acquainted, and a columnar transposition of the
general kind shown in Fig. 11 is an exceedingly common case. Morcover, a series
of juggled columns is suggested here in the fact that intact units are standing on
their own lines and still have not resulted in plaintext.

In Fig. 16, we have the successive steps which would be taken in order to in-
vestigate this probability. At (a), the diagonal rearrannoment of our cryptogram,
selected as the most Iikely of those which were examinc.' has been repeated with
its eight columns set wide apart, and consecutively nu:. abercd for identification.
These presumed columns are now cut apart, and thus we have eight paper strips
which can be moved about and rearranged in various manners in the hope of caus-
ing words to form on some of the lines.

Since we lack that most powerful of decrypting tools, a probable word, we are
forced to begin with probable Ietter-sequence. If the magic letter Q were present,
we should look for a companion U, and after that for a vowel to follow QU. But
this, too, is lacking.

Familiarity with English digrams (or, in the case of the beginner, an inspection
of the digram chart or the list of digrams) shcws that T’H s by far the most- fre-
quent combination used in the language, and that H £ and 74, also including an H,
are very prominent among the leaders. Further than this, the list of trigrams in-
forms us that both THE and THA are of outstanding frequency. Of the four let-
ters included, three are so frequent, and appear in so many different combinations,
as to be confusing; but H, though belonging to the high-frequency group, does not
appear in many different combinations, and is less frequent than the other three.

Looking, then, for H, we find it twice in our present cryptogram, once on the
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sccond row and once on the seventh; and, since the seventh row shows two 7”s and
the sccond only one T, suppose we try the second row, placing together the two
columns (strips) “lmh are headed by the numbers 6-5 in order to set up a digram
T on the second row, as shown at (b).

Figure 16
(a) (b)
1 2 3 4 5 6 7 8 § 5
I W O F 6 N 0 L N G
Y B A D H T E R T H
B T X G I R D E R I
R I E O T S M V s T
T § 0 U Y 0 O T 0o Y
s T L A T I F L I T
A T F H E K T E K E
X X ¢ D I V A U v I
(o)
8 5 T eeeveees 6 5 7T 4....1 6 5 7T 4
N 6 O N G O F I1 N 6 0 F
T H E T H E D .Y T H E D
R I D R I D G B R I D ¢
s T XM S T M O R 8§ T ¥ o
0O Y 0 o Y o0 U T 0 Y 0 U
I T F I T F A S I T F A
K E T A E T H A X E T .H
vV I & V I A D X V I A D
(d)
6 5 3 seeneses 6 5 3 4 .., )
N G O© N G 0 F (Abandoned in
T H A T H A D
R I X R I X G favor of o.)
S T E S T E O
0O Y O 0O Y 0 U
1 T L I T L A
K E F K E F H
vV 1 ¢ vV I ¢ D

The formation of this digram TH on the second row has automatically set up
a digram VG on the top row, a digram R/ on the third row, and so on; and we find,
upon examiuing these newly-formed digrams, that the whole series is made up of
good English combinations. Thus, it looks as if our combination 6-5 is correct, and
we will proceed with a possible HE or H A, attempting to complete a trigram THE
or THA4 on the second row.

Both E and A4 are present on the second row, and we may observe at the steps
marked (c) and (d) in the figure just what would be the result of adding strip 7
or strip 3. At first glance, it appears that cambinations 6-5-7 and 6-5-3 are about
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equally probable. But it so happens that both set-ups have formed a sequence VO
on the fifth line, suggesting YOU; and wlien the only U on that line is tried in both
places, it becomes evident that combination 6-5-7-4 is going to give better results
than combination 6-5-3-4, where we tind poor sequences like KEFH. At this point,
or earlier, a decryptor will probably proceed on the left side of-his set-up, com-
pleting the syllable /VG and the series of column-numbers 1-6-5-7-4, as shown.
When this sctting together of columns automatically brings out on the third row
a sequence BRIDG, we have our first suggestion of a probable word, since the man
who had this cryptogram on his person had just attempted to blow up a BRIDGE.
After this, all is plain sailing; the necessary E happens to be on the same line, and
even if it were not, we have only three strips left, and these may be placed by trial.
Thus our eight paper strips arrive ot the stage indicated on the left-hand side of
Fig. 17.

Figure 17
Strips in order Ad Justment of rows
2 1 6 5 7 & 8 3
1 ¥ I N €6 0 F L 0 2eene BYTHEDRA
2 B ¥ T E E D R A& leees WINGOFLO
3 T B R I D &6 E X Beveee TSITFALL
4 1 R 8§ T 4 0 V E Beses STOYOUTO
5 $ T 0 Y O U T 0 Teesso TAKETHETP
6 T § 1 T F A L L 4aaes IRSTUOVE
7 T A K E T H E F Buavo XXVIADUC
8 X X Vv I'" A D U ¢ 340 TBRIDGEX
"Teking-out” Key: 216657483 12345678
12545678 "Writing~in® Key: 21864357

If we have previously met the Nihilist transposition, we can see now what the
cipher is, and, if it is a true Nihilist, we can finish the reconstruction by decipher-
ment with the key. To do this. we simply number the rows from 1 to 8 and then
disarrange these rows so that their numbers will reproduce the series of column
numbers. This is shown on the right-hand side of Fig. 17, where the plaintext is
easily read; “ By the drawing of lots, it falls to you to take the first move. Viaduct
bridge.” The gentleman required threc nulls, and thriftily made use of them as
punctuation, If we have not previously met the Nihilist encipherment, or if this
cryptogram is of a kindred type but governed by two separate keys, one for col-
umns and another for rows, the only difference is that we may have to experiment a
little with rows before finding their correct order,

In completing our solution, we have obtained a key, 21 6 5 7 4 8 3, shown in
the series of column-numbers, and should other cryptograms be intercepted having
the same key as the first, we need merely decipher them with our key. It is, how-
ever, a ‘“ taking out " key, while the Nihilist, as we have seen, 1s ordinarily written
in. Having either of the kevs, we may find the other easily enough as suggested in
the figure. Simply “number the numbers ” and put them back in serial order.
The new set of nuicbers, now disarranged, will show you the other key. It would
not be impossible for the student who is a good guesser to find the keyword on
which our present writing-in key was based. This kind of work, with paper strips,
is mucl more rapid than it probably seems, rnd is often done at random, The
keen eye needs no digram list for the spotting of I 7, merely reversed, with GN¥
ahove it.

Speaking now of the ordinary columnars (Fig. 11), one minor point should per-
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Iaps be brouglt to the attention of the very new student. Quite often, a digram,
such as the QU of I'ig. 18, 15 not written on a single Iine, and it may be necessary
to match this valuable digram in the manner shown at (b) of that figure, coming out
fu the end as at (c). In such event, we can later on transfer columins 5-6-7 to the
other side of the block, raising them all by one position.  (Column numbers, in this
case, are for reference only.) The same would not apply to a Nihilist block in
which the whercabouts of the “next ” row is unknown; the diagram QU would
have to be abandoned in favor of something else,

Figuro 18
(a) (b) (o)

1234567 1 1234
- 4 587
TRISISAQ T TEIS
UITETRTU QU I SQUITE
EBUTWED T E TRUEBUT

D WED

We mentioned briefly, too, the possibility of finding alternating horizontals, so
that only haif of the rows can be * anagrammed " together. Such minor problems,
and they are numerous, can all be ironed out easily enough once the student is
familiar with his type, and columnar transposition, encountered frequently and in
all sorts of disguises, is surely the most fascinating of all types. In Chapter VI we
are to meet it again, this time with an incomplete rectangle.

16. By PICCOLA. (Ordinary colummar).

OEEHE ATFLS VASYC IOAED QOHDF MCMTC POGEO

REUGUE IEFUO GCYWG DQUUY ALSIE RNORN RRATO AQ
17, By KRIS KROST. (Nihilist).

TCIGR ENLAG TLISA AOMOR NRIMN NETEN KSAOB

ISDLE IKHHH ERDFT ASOIE TIHNE BTKE,

13, By MERLIN. (Nihilist, Its keyword has been used as & word-spacer).
TOLFP TEERB I1VOPFPS NREWO RLITT ESENE TOOHO
FHHEH NYHIO PFOST GIPHE IEETK INUIB NRAAY
RREEW LSTHTf ZERDT SEAIR SREAE RREPE UEURS
SUIRR OFEST RPOPA ORRBE EONTT EERTA HIRAR
LADIO EEZEL YAOAY MSLUL WIYNEN 0O0SS T GTS8SHL
WEYMD MEARE EURIY TPPRN YNTYO.

19, By SLESPY, (Nihilist "routa-cipher"),

Wants Little Wish Should Long Muster But The Xan And Gold Wants Tr Me
Many Below Mint For Hot A Sc And Ner Of More With Sccre In Song Wants
Wers I That Tcld Exactly Are Here A Long 'Tis Many 'Tie My But Eash
Still Little Would Sof
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20, By TITOGI. {Ordinary columar),

TWEIS IAKoOD SPODE RITOHN JEUTA 14Ss5TYTS HNTS T
KDNRS wag,

21, By PICCOLA. (Ordinary eclumar),

TEEPH BMEFE BNTUX AVERHA RDWXI ELncy EVECI
TAFUL BORON THMTXY UEFSH OCETTL EDAZXE EGDI;L
EENNYI OOCEBE EERST NRYDC NXOoNO ENE X,

{And now try this. Probable word: EXAMPLE),

BELXL TIPHNW HSESTI AXSERR EEACYH CPLTL TEOSD
RAQEE XT1HY EUHNG EXYTA sSLMARA bDsc,



CHAPTER V

SEOMETRICAL Types —— THE TurRNING GRILLE

The well-known turning grille, also known as the rolating, or revolving grille,
is said to have been originated by an Italian, Girolame Cardano {or Cardan). Such
grilles can be prepared from any substantial material capable of being made into
shects and marked into cells, and may take the form of any geometrical figure which
happens to be equitateral,  The number of cells to be clipped out, so as to form
apertures for the writing of letters, is based on the shape of the grille, as: one-
third of the total number for a triangle, one-fourth for a square, and so on; and
the writing of the letters is done on a section of paper of the same size and
shape as the grille, and preferably ruled off into cells which corrcvpond to those of
the grille. After such a grille has been placed on its corresponding section of paper,
and a letter has been written through each aperture, the grille is turned a certain
number of degrees to a new position on the same section of paper, so as to cover
from sight the letters already written, and expose another series of blank cells for
the writing of new letters; and this continues until the grille has taken its full num-
ber of positions and every cell has been accounted for on the section of paper be-
neath it. The preferred grille is a square, based on square cells, and takes four
positions. Usually it is based on an even number of these cells; otherwise, the full
number of cells is not evenly divisible into quarters, leaving an extra central cell
wlitch hias to be omitted or specially dealt with.

The grille called * Fleissner,” after an Austrian cryptologist, Eduard Fleissner
von Wostrowitz, is the perfected Cardan grille as described by Jules Verne in his
story, “ Mathias Sandorf.” Colonel Fleissner’s grille is a square, taking four po-
sitions, and is always based on an even number of cells. In preparing this grille, it
is easy enough to select apertures at random in such a way that each one governs
its own fourr cells on the paper beneath, causing each of these to be uncovered ex-
actly once. But concerning the preparation of the grille, there is a phase which
affects the value of the cipher itself: unless the grille can be constructed at will, in
accordance with a key which is * easily changed, communicated, and remembered,”
it requires the keeping on hand of a material apparatus which can be stolen or
copied, or which cannot be destroyed in case of emergency.

There are, of course, many ways in which a key could be applied. Tlie method
used here is one published several years ago by Ohaver, and can be studied in Fig.
19. First, as shown at (a), we have a quick mechanical method for selecting aper-
tures that cannot conflict. The square is divided into four quarters, and each quar-

ter, treated as if it were tie one occupying the upper left-hand corner, receives its

consecutive cell numhore 1 tnn far vt 2 v 4ty 16 v tn ag 1 tn oh pte ) Tf ¢tha
vvvvvvvvvvvvvvvv AUl 1 WY 9 \Ul A LW q’ i LU ].U, 4 L ‘J, 1 LU éu, bl-\-l,. Al Ll

route of wnting-in is made exactly tbe same for all four of the quarters, it becomes
possible to clip one eacl of the numerals 1, 2, 3,4, §5....... etc., taken absolutely
at pleacure, and each resulting aperture will expose only its particular four cells.
This can be seen at (b).

The grille shown at (b}, however, was based on the key-phrase FRIENDLY
GROUPS, and the method can be studied at (c), following Ohaver’s plan, even to
its minute details. The fact that the square is based on 6 is told in the initial let-
ter of the key-word, F, 6tk letter of the alphabet. This key-word must yield nine
letters, one for each proposed aperture in the grille. A short word, such as FRIEND,
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can be lengthened by a partial repetition, as FRIENDFRI, while a longer word is
cut off after its mnth letter, as it was in Iz 19, This literal key is 1ext converted
to a numerical key, as explained in the preceding chapter, and the nine resulting
numbers are divided as evenly as possible into four sections.  Finally, considering
the four quarters of the grille in some definitely agreed rotation, eacb section of
key-numbers will show what numerals are to be clipped from a given quarter. In
the figure, the numerals 3 and 8 were clipped from the first quarter, numerals 5 and
» from thie second ~— proceeding in a clockwise direction, — numerals 7 and 1 from

{
the third quarter, and numerals 6, g, and 4 from the remaining quarter.

Figuro 19 - Froparatlon of a Grille

(a) (b)

0P~y

/\?_ SCHN N I I SR R @

4135 6=0l N A @Q}M
ARARA I (® )
MN8N 5181 4 (& (@ &
Ni{wlS 2|64

~{w |~/ @ {_’_/T

(o)
FRIENDLYG
38.52,71.694¢ 1stQ: 3,8 2d; 5,2; 3d: 7,1; 4th: 6,9,4

Another method for selecting cells, proposed by Edward Nickerson, dispenses
with numerals, using in their places the letters of a key-word which must be with-
out repetitions, as FRIENDLY G happens to be. If these nine letters, all dif-
ferent, be written into the nine cells of each quarter, following cxactly the same
route in each case, it becomes possible to clip one each of the letters F, R, I, E, N, D,
L, ¥, G, taken wherever desired. The choice can be made as follows: Taking the
four quarters of the grille in the agreed rotation, follow the normal alphabet, clip-
ping 4, (wlen present,) from the first quarter, B, (when present,) from the second
quarter, C, (when present,) fron the third quarter, and so on. Or, to insure a more
even distribution, rearrange the nine letters in alphabetical sequence: D E, F G, I L,
N R Y, and divide as in the former plan, clipping 2 and £ from the first quarter,
and G from the second, and so on. While it is possible to provide key-jiirases of
sixteen letters, without repeating, it is probably more convenient to take whatever
number of letters is needed from a key-mixed alphabet of the following type:
FRIENDLYGOUPSABC...... WXZfrie......

In Fig. 20, at (a), (b), (¢), (d), we have a detailed picture of he operation of
this grille on the 36-letter plaintext unit: MISI'IRE ON VIADUCT JOB X RUSH
INSTRUCTIONS. One definite edge of the grille must be designated as the top,
and there is a right and a wrong side. Taking precautions in these respects, we
place the grille over a sheet of paper and mark its outline with a pencil (or other-
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wise make sure of maintaining tlis one location). We write the first nine letters
as at (a), and give the grille a quarter-turn to the rnight. We add the second nine
letters as at (b)Y — where the newly-written letters are the capitals; the others, in
lower case, are presumed to be hidden from sight by the solid portion of the grille.
Another quarter-turn makes ready for the next nine letters (¢), and a remaining
quarter-turn completes the revolution (d). The wriling-in, at all times, is straight
ahced s cells taken from left to right, and lines taken from top to battom.

Figure 20 - Four Stagpsr of Enoipherment
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In the Jules Verne story, the three units of his cryptogram were left standing in
their blocks. Verne’s heroes were clever enough to unearth a ready-made grille, and,
by laying this, in its four successive positions, above each of the three blocks, were
able to read the message through the apertures. Today, such blocks would be taken
off in five-letter groups. and possibly by a devious route. A little concealment can
be afforded, too, by completing the last five-letter group with nulls, or, better, by
adding these nulls at the beginning of the cryptogram. It is also possible to make
the {inal 36-letter unit zncomplete by blanking out its bottom cells before putting
in the letters.

A grille can be used in other ways. Negligible changes can be produced in its
cryptograms by altering the customary order of its four positions. A more substan-
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tial change is introduced by departures from the straight horizontal directics i the
writing-in. It is possible to revolve the paper instead of the grille, setting 1z Iet-
ters right-side-up at the time of their taking off. And in all of these cases, ti¢ grille
is still serving as an instrument for writing-in; there would be corresponding cases
in which it is used as an instrument for taking out the letters of a prepared block.
yach variation, perhaps, would require its own scparate analysis before its indi-
vidual inherent weaknesses could be spotted and used as the basis for a special
method. If the student, after observing some special methods applied to ordinary
grille encipherment, cares to try his hand at analyzing some one of its variations,
we suggest that he take a series of numbers, 1 to 36, 1 to 64, etc., and carry these
through a complete encipherment to see what becomes of each one.

Grille transposition, like the Nihilist, involves a major unit composed of minor
units. But here, the four minor units are never left intact, and if the type of en-
cipherment is not known in advance, the decryptment of a single block will give
somewhat more trouble than the decryptment of a single Nihilist block, for the

nnnnnnn that tha darruntar sseinlly avhnirete thoe cimnlar naceihilitine lhaf

ICdaULl biial Ll Uvul iUl UDU“II] L‘LIIGLHDLD VUG DIl L PUDDIULIILILD UblUlL, l.i':y'iﬁg th..
complex. With grille encipherment known, or suspected, we have a cipher bristling
with points of attack.

The strictly horizontal writing-in of each minor unit has had to be done within
a fairly short compass, and no two consecutive letters of this unit can have been
placed very far apart without causing other letters to draw closer together. Their
average distance apart is four cells. For the decryptor, this actual distance apart
of letters is made shorter by his knowledge that for each letter considered, there
are three others which cannot have been written into the same unit with it, and ¢/t
he knows definitely what these three letters are.

Particularly interesting is the assistance he receives from the symmetrical pat-
tern into which the letters of his four units are written; position 3 is position 1 re-
versed, and position 4 is position 2 reversed. Thus, having tentatively selected
the letters of a probable word, or fairly long sequence, he can check the correctness
of his observations by examining another sequence which would automatically build
up, traveling in the opposite direction, in the reverse position of the grille.

For a clear understanding of these matters, suppose we consider the decrypt-
ment of the block just enciphered, on the assumption that we suspect the presence
there of the word VIADUCT. Fig. 21 shows a 6 x 6 block carrying consecutive
cell-numbers, whicli are also the serial numbers of the cryptogram letters, as these
appear in a separate block beside the first. It is understood that our first move
would be that of ascertaining whether or not the seven letters of this word are all
present. It must be remembered, too, that a long word is not necessarily alto-
gether in one unit; the grille might have been turned before the word was com-
pleted.

In the present case, however, our first letter, ¥, is found near the top of the
square, and only once, so that if the word UTA'DT CT is present a substantial por-

iy SN ‘.L.HV presliil, @ 2ot 22l

t10n of it must have been written before the grille was turned We expect to find
letters 7, A, D, U, and so on, following the letter ¥V in just that order, and without
any very great distance between any two of them; and if, approaching the bottom
of the square, we find it necessary to proceed backward for U, C, or T, then the
grille was surely turned before that U, C, or T, was written.

Now, considering together the two blocks of Fig. 21, we find that our first letter,
V, occupies cell No. 7. In imagination, we revolve a grille in which the only aper-
ture has been cut in cell 7, and find that this aperture exposes the cells numbered
5. 30, and 32. These thiree cells, then, were surely covered from sight when the let-
ter V was written into cell 7, and regardless of what the letters are that occupy
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these three cells, it is definitely fmpossible that any one of the three could have
been used in the same niinor unit with the ¥V of cell 7.

Looking for a letter [, we tind several within a very short range. But the block
contains ouly one A, and since we cannot proceed backward after selecting the [,
the positivn of A (cell 10) tells us that only thie 7 of cell ¢ is possible. We accept,
then, the 7 of cell 9, and, again revolving an imaginary grille with its only aperture
cut in cell 9, we eliminate the letters found in cells 17, 28, and 20. Similarly, accept-
ing A of cell 10, we eliminate whatever letters are occupying cells 23, 27, and 14.
So far, none of the letters eliminated have been wanted for the development of the
word VIADUCT; but notice that the fourth letter, D, found only once in the
block, occupies cell 135, thus eliminating the letters of cells 16, 22, and 21, one of
which is U, the next letter needed. Thus, we are not forced to make a decision as
between the I/ of cell 16 and the U of cell 18.

Figure 21
1 2 3 4 5 6 BT X R % O
7 8 9 10 11 12 E’.C Ig Agl 5
13 14 15 16 17 18 R R B}_?.\ 8 tﬁ
19 .20 21 22 23 24 Tig X B I, X E
26 26 27 238 29 30 TN 02714_;c Sag
31 32 23 34 35 36 Th&zJS\O N

We have put together, then, the letters V7 A D U in the only manner which is
possible at all, and their cell-numbers, taken in order, are 7-9-10-135-18. If the
grille is reversed, these same openings, named in the same order, will uncover cells
30-28-27-22-19: these new cells, however, will not be seen in reverse order; they
will be in straight order like their letters. If, then, our sequence VIADU is correct,
the five letters found in cells 19-22-27-28-30, taken in normal order, should form an
acceptable English combinaticn. A glance at the right-hand block of Fig. 21 will
show that this check-sequence s '/ O N S.

When we selected V, we automatically selected S of cell 30 as its check-letter.
When we added 7 on the right-hand side of I, we obtained with it the N of cell 28
on the left side of S, giving the check-digram as NS, entirely acceptable. With A,
we added the O of cell 27, giving the check-trigram as OV, still acceptable; and so
on to fONS, TIONS, Our complete word VIADUCT produces the check-sequence
UCTIONS. Tt must not be objected that the fact of having only cne each of let-
ters IV, A4, D, has too greatly facilitated the search. This is an entirely legitimate
expectation i a case where we deal with one unit, and the decryptor when pos-
sible, chooses his probable word with this in mind. In the absence of a prob-
able word, we are never without probable sequences: the list of frequent tri-
grams, and the various common affixes, such as -T70N, -MENT, -ENCE, -ABLE,
CON-, PRE-, etc. For the first three or four letters, where decisions are some-
times uncertain, it is more satisfactory to work directly on the square (prepared in
ink), so that impossible cells may be canceled in pencil, and the pencil marks erased
when wrong; but once well started, a paper or celluloid grille can be prepared to
it the block. and the chosen cells actually cut out as they are selected. Having
found seven out of nine apeortures, we may. if we like, turn the paper grille and
experiment with its other two positions. The letters, in this case. will show gaps in
sequence, and may indicate by these gaps just where the new openings ought to
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be cut. With one full unit determined, we have the grille for reading the others,
The only remaining problem would be that of deciding the exact sequence of these
four units, with their context as a guide.

For the case in wlhich it is necessary to begin with letter-sequences, particularly
if dnven back to the digram’list, the device shown in I'ig. 22 may prove of con-
siderable assistance: The cryptogram is written in both directions, and thus pairs

Figm-a 22

y 2 3 4 § 6 T 8 9 10 11 12 13 14 15 16 17 18
3 T ¥ R X U V €C I A I S R F D U 5 U
N 0 § J 0 T S ¢C ¥ O N I E B I R I T
s 35 34 33 32 31 30 29 28 27 26 25 24 23 22 21 20 19

19 20 21 22 28 24 25 26 27 28 29 30 31 32 33 34 35 36
T 1 R 1 # E I ¥ O ¥ € 3 T 0 J 8 0 N
v § U D F R § I A I ¢ V U X R ¥ T B

18 17 16 16 14 13 12 11 10 9 & 7 6 oS 4 3 2 1

every letter with its check-letter, so that check-sequences here would be written
backward. This idea is adapted from General Givierge's Cours de cryptographie.

Working with digrams is tedious, but will, in the end, give results. Consider-
ing, for instance, Fig. 22, its first letter is B. Of letters standing immediately to the
right of B, the first one which would form a good digram with it is the R of cell 4.
But consideration of a possible digram BR, cells 1-4, shows the check-digram as
JN, cells 33-36, and this latter digram is so rare in the language that Meaker did
not find it even once in his 10,000-letter text. The next letter known to have an
affinity for B is the U of cell 6, but a possible digram BU, cells 1-6, cannot be con-
sidered, for the reason that cells 1 and 6 are uncovered by the same opening in the
grille. The distance away of the next letters to which B is partial proves {righten-
ing, and B is abandoned (it is actually foltowed by the X of cell 5).

Beginning over, with T of cell 2: The first frequent digram noticed 1s TR, cells
2-4, and shows the check-digram as JO, cells 33-35. We accept this at once, be-

Fisure 23
RRTEAO UEEOSSEB AGDEAE
AVEBEKU NESFDI ANKSSS
TADPESB RANSUE ODXFDN
CREARR NJATIY GOAOAR
AOILID XTUSOB RAANLE
TSGTEFP LEAOTY HRAXEX

cause the letter J must presumably be followed by a vowel, and the only vowel im-
mediately available is this particular 0. To extend the accepted T'R, we require a
vowel. The first one is U, cell 6, and extends the check-digram to 7'JO, cells 31-33-
35, acceptable if 7' is the final letter of a word. To extend the supposed trigram
TRU, we experiment with C of cell 8 and obtain a check-sequence CTJO, cells 29-
31-33-35, which is still encouraging. We must know, of course, that no two of the
chosen cells are in conflict with each other. The unit we have partially recen-
structed is the second one of Fig. 20, and the check-sequence is the fourth unit.

A method somewhat resembling the foregoing consists in writing angther block
beside the first, in which the letters of the cryptogram are strictly in reversed order.
The pattern of the check-sequence will then foliow exactly that of the sequence un-
der examination, merely with its letters in reverse order. Still a further suggestion
was made by Herbert Raistes: In the preparation of the two blocks, one in straight
order and the other in reverse order. the writing should be done vertically, with all
columns containing four letters. The symmetry can still be found, and any two
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consecutive plaintext letters are more nearly at their original distance apart —the
average 4.

So far, we have been dealing with an isolated unit. In Fig. 23 we have a longer
cryptogram, stspected of being a reply to the first. We have set it up in its three
blocks, expecting to decipher it with the same grille, but find that something is

wrong. To see quickly how the presence of several units

Flguro 24 modifies the case, suppose we consider some sequence,

right or wrong, whiclh is easily examined, such as the

AVE on the second row of the first block. Regardless

7 8 9 28 29 30 of what the transposition is, if all three of these units are

enciphered alike, each of the additional blocks contains

AV OB LI Dy, correspouding trigram in cxactly the same location as

i ;: [s( : 2 EB the one under consideration; here we have VES in the

second block and ANK in the third. But if the trans-

position is specifically that of the grille, cach one of the three trigrams AVE, NES,

ANK, has a chieck-trigram in its own block. Thus we have the six trigrams listed

with their cell-numbers in F 133 24, Since all of these are aCC‘c‘ptab}L Wwe bhuulu in

practice, be encouraged to accept them; thus, it may be well to say here that, in

dealing with all ciphers these false beginnings will quite frequently pitch the de-
cryptor headlong into a solution, through no act of wisdom on his own part.

Now, in order to arm oursclves against the Iarger grilles, which are somewhat
more troublesome, and for investigation of cryptograms which may or may not
have been accomplished with a grille. suppose we take a look at Ohaver’s mechani-
cal method —that is, his use of paper strips. Picturing any block of 36 cells,
numbercd consecutively as we saw these In Fig, 21, let us imagine that there is a
grille placed over this block, and that this grille has only one opening. If the cell
that shows is No. I, then, at the first turn of the grille, we uncover cell No. 6; at
the next turn, cell No, 36; and, at the final turn, cell No. 31. We will call this
senes of cell-numbers an index, and say that the index for this particular aperture
is 1-6-36-31. In the first block of the new cryptogram, the letters which follow
this index are R O P T. In the sccond block, the same index governs the letters
U BV L,and, in the third block, 4 £ X H. But if the single opening in our hypo-
thetical grille has exposed cell No. 2, then its index, discovered in the same way, is
2-12-35-25, and the corresponding letters, in the three blocks of this cryptogram
are, respectively, RUEA,EIT X,and G S E R. Similarly, each one of the other
seven apertures possible in this quarter of the grille has an index, expressible in
cell-numbers, and governs a certain series of letters in each cryptogram block. If
the grille is the Fleissner. the index for any aperture, in a grille of any size, will
always contain four numbers, and will govern four letters per block.

If the grille is a 16-letter one, there will be only four of these indices, begin-
ning in cells 1, 2, 5, 6. If it is a 36-letter grille, there will be nine, beginning in
cells 1, 2, 3, 7, 8, 9, 13, 14, 15. A 64-letter gri]lc will have 16, beginniag in cells
1,2,3 4,9, 10, 11, 12, 17, 18, 9, 20, 25, 26, 27, 28; and so on to gm}cs of 100,
144, etc., letters. After one grows accustomed to the swastika-like route of the
open cell, such indices are not at all difficult to prepare at the moment of need;
however, many solvers prefer to make them up in sets, once for all, and have them
ready as they happen to be wanted. As to the finding of the four letters per block
which follow any one index, it is sufficient to remember that the cell numbers,
arranged in the mauner shown, are also the serial numbers of the letters belonging
to any one unit. Thus it 1s not necessary to write the units into their squares; we
need merely number the letters of a unit from 1 to 36, and select those having the
desired serial numbers.

Returning, now, to our cryptogram: Qur unit appears to be 36, since a division

Straight Reversed
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of this kind -distributes the vowels uniformly; and a unit of 36 may have been
pmduccd with a grille, If so, this grille had g apertures, and we neced 9 paper
sLrips, oue for each aperture. On each strip we are to have: the four index num-
bers, the four corresponding letters from the first block, the four corresponding
letters from the second block, and the four corrgsponding letters from the third
block. But since, in each case, the first three cell-nuinbers or the first three letters
must be repeated, our strip will actually contain seven numbers and twenty-one

Flgure 26
Preperation of Slips

IndeXeesessna 1 2 b, 7T 8 9 13 14 15
6 12 18 5 11 17 4 10 1s

56 35 3¢ 30 29 28 24 23 22

31 25 19 32 26 20 33 27 21

1 2 3 7T 8 9 13 14 1s

6 12 18 5 11 17 4 10 1s

36 35 34 30 29 28 24 23 22

Blceek leeesess R R T A v E T A D
o U B A K E H B P

P BE T D 1 L R R a

T 4 € 8 0 R 6 I B

R R T A Yy E T A D

0O U B A K. E H B P

P E T D I L R R A

Blook 2-50505- U E E N E S R A N
B 1 K § D U 0 F 5

v T © B 0 S Y I T

L X N ¥ T J A U A

U EBE B N E S R A N

B I K S D U O F 8

v T O B 0 S8 Y I T

Block Sssesss A G D A X K 0 D X
E S N A S D E 5 F

X E X B L ¥ R A O

" K R G R A © A A A

A G D A XN K @ D X

BE §S N A S5 D B S F

X E X B L ¥ R a O

letters. These nine strips are prepared all in one set-up, the details of which can
be examined in Fig. 25. In Fig. 26, the strips of Fig. 25 have been cut apart and
rearranged in such a way as to bring out plaintext on the top row of every block;
this is, of course, the first fuil row, as pointed out in cach case by the four asterisks.
It will be noticed that the top row of cell-numbers is arranged in strictiy ascending
order (our strictly lhorizontal route of writing-in). If the third row be now ex-
amined (as pointed out by two asterisks), it is found that this, too, cgrries plain-
text, merely written backward, and that here the cell-numbers are arranged in
strictly descending order.

Now, to read the cryptogram: Each full row of numbers includes all cell-
numbers belonging to some one of the four unils, and any ore of these four rows
of numbers is a key to the grille, since it shows exactly what cells were uncovered
when the corresponding unit was written in. To obtain the grille, we have only to
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sclect some one row of numbers, as 12-36-10-16-34-9-26-32-13, and clip out these
particular cells in a square numbered as we saw it in Fig. 2t. The student who cares
to know what ** instructions ” were being sent might also satisfy his curiosity as to
whether or not this new cryptogram could lkave been deciphered rather than
decrypted.

Figure 26

Concerning the grille crypto-
One Correct Adjustment of Slips

grams which follow, it seetns not
impossible that the student who
5 13 lhas seen his principles applied
7 lel7!a only to a unit of 36 might find
1 3103 {11 | 5 {24 some difficulty in adjusting them

2| 6 |14 |15 |18 |27 |29 |30 |33 | s++» to grilles of other sizes, A tip,
12 {36 |10 {16 {34 | 9 |26 |32 |13 then, on Example 22: Instead of
35 |31 [23 122 |18 |17 | B | 7 | 4 p#* the regulation nulls, its single
25 1 1 127 121 ¢ 5 128 |11 | 5 124 unit was completed with a com-
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In adjusting his paper strips
** (wwhen this is the method he
prefers) 1t makes no particular
difference what plan he follows,
so long as it works. Some de-
cryvptors prefer to concentrate
altogether on the strictly ascend-
*ev+  ing series of cell-numbers, allow-
ing letters te ferm their ewn
sequences. Others will always
have before them the set-up of
squares, noting there some pos-
sible letter-sequence, finding
(by means of their cell-num-
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»+x+ these letters, and then observing
results in other blocks. If the
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then the cell must be already
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The shortest road is that ef
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stance, the set-up shown as Fig.
26 was actually initiated by the solver at the letter J of the secend block, this
being a rare letter and almost invariably followed by a vowel. Of the several
vowels immediately in sight (in the square) the correct one was promptly sug-
gested by the sequence so plainly in sight, OB, suggesting the word JOB, one al-
readv used by these people in discussing their mysterious activities. ‘The corre-
sponding cell-numbers, 20-29-30, were found to be on three separate strips —a
necessary condition — and when placed together brought out the straight sequences
RID and QLE, with reversed sequences AVE, NEU, and AND. Another very
probable word was suggested by the check-sequence AVE (HAVE), and the nec-
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cssary H was found with cell-number 33, bringing solution to the point suggested
roughly in Fig. 27, where attention was promptly focussed cn the tetragram RIDG,
suggesting BRIDGL, another word previously used. There were twe strips carry-
ing the desired E, but both refused to fit; and here the cell-numbers came into

play. The last one found, 33, was large and suggested that its letter, G, might be
{hc last letter of a unit; afterward, the huilding was continued on the left, with B.

Figuro 27
Straight . Reversed
0 29 0 33 1 8 71 &
R 1 D G E V A H (Have)
J 0 B A ¥ E N O (cne u)
0 L EB A D ¥ A E (e and)

22, By PICCOLA. (Probeble word: CRYPTOGRAMS).

fSTHE TTUSH OEDGF RDOEO GRISA AMSNM QEUGI
BRIEL NOSTH S1CLS ETSWA THABR YPAE,

25, By DAXONOMAD and POPPY, (Probable word: RIGHET FLANK),

AEEDS PVTOO NEAAOC NEONP ROCTI EHTRE HNET]
AFGSR BTHKIL OVTEF FALMEK ITECLA ASNM

24, By DAYMCUOMAD and POPPY. (Prolable word: SPECIAL MESSENGER),

EYU1S SNSFP AOPER 1SCO0A MNBRAI RGAAT ALI1IMN

EGEEIl SOSNO SADNB E1TNO NGUEP RHTEE WSEKUA
SSEVY F1TOoON o010

)

YS OCMWO TNSTE Uo0BDG.

25, By SAHIB.

RNI11 NGTFL AlLNN DEETD RVEUS ESTHR EBIGEY
F

F1ANO URRDL GYTNH AEONR NEEKECD EEI1ISE YBSE
WYPGK Lo
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26, By LTu0,
1250TK MNNEBN BEEIRC RAGEL ORNOH XKXTWTC HOHEI]
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27,8y DAY SURR. '

OLTLA LIGER TIVHE LLERK IEAE1 JFEIY Yoouygy
STHEA YASGY ASANWC KEPLU EZT12 038171,

28, By PICCOLA. (This is not a grille, It's a serious matter})

HSOES NPTAE TOHIS TWLED TTFAI BTYUY 0TCEo

I11TRC YSBTR AHBTE 1DOUS CIUVUOEK RoOQN\N,



CHAPTER VI

IRREGULAR TYPES — COLUMNAR TRANSPOSITION

Square units, in actual use, are less convenient than those rectangular encipher-
ments in which only one dimension of the block is restricted, thus permitting that
a single key govern messages of many different lengths. We have a more practical
cipher in the columnar transposition of Chapter 7V, and this can be rendered some-
what safer if care be taken to avoid completing the rectangle. The preparatior of
such a block is illustrated in Fig, 28, where the key-word PARADISE is being
used to encipher the following text: REGRET CHANGE IN Flaure 28
SYSTEMS BUT THOUGHT ADVISABLE ACCQOUNT —-Bure <2

INCREASED VOLUME SENT BY AIR, PARADISE
First, let us understand the purpose of the four nulls, It 1723584
is customary, when cryptograms are to be transmitted by wire
or radio, to make them evenly divisible into five-letter groups. R EG RE T C H
This usually means the addition of from one to four nulls,and A NGEINSY
since the nature of the cipher makes it inadvisable that addi- ? E g g (S; g g i
tional letters be added to the enciphered cryptogram, anyde- pyysaB L E
sired nulls must be added in the block before the columnsare s ccouy 71
taken off. Another precaution usually recommended is the N CRE A SED
avoidance altogether of kev-lengths which are divisible by 5, VOLUME S B
so that an encipherer is practically never compelled to add a § ;E g YAIRX

complete five-letter group in order to leave his rectangle in-
complete. It might be added that our use of letters XXX X is for emphasis only; a
better series would be one of the nature A4EQ.

The decipherer’s only problem is illustrated in Fig. 29. Knowing the key, the
decipherer knows that there must be cight columns. The number of letters, 75,
divided by 8, results in g, with remainder 3; thus, the short columns are to con-

Firure 29 tain nine letters, and there will be three which contain ten

——BHurE <2 letters. He lays out an 8 x 10 block, cancels the last five cells,
g writes his key-numbers across the tops of the columns, and
4 then begins to copy letters, filling the column numbered 1,

then the column numbered 2, and so on, finally reading his
________ message by straizht horizontals.
________ The cryptogram from this block 1s shown as Fig. 30, and
illustrates the manner in which the decryptor will number the
letters of practically all cryptograms in order that he may
quickly locate any desired letter, or learn, by subtraction, the
T~ xxxx5x distance apart of any two letters. The decryptor, of course,

does not know how many columns the cryptogram contains,
and even after he finds out the key-lengtl, he still docs not know exactly the point
at which any one column ends and another begins.

This form ef transposition is among the most fascinating of decryptment prob-
lems, and we shall look at it from severai angles. The simplest case is that in which
the decryptor correctly assumes the presence in his cryptogram of some word or
phirase whose length is greater than that of the key; if this probable word is long
enough, he is able to learn, not only the key-length, but the order in which to write
his columns. Our present cryptogram, for instance, has key-length 8, and contains

LALEL AL I BN A O N Y O W W)

sr bbb anny
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Figure 30
The Cryptogram Prepsrad for Examination

5 10 15 20 25 30
EXTIHYV cCcoTX REMKTUS CEUYE ISGATU AMALY

35 40 45 50 55 co
TAEID EXTNB HBNSE IRAST DANVN XGGEO

65 70 75
ITCRLB XCSUT LTESR

two nine-letter words, ADVISABLE and INCREASED. These two words, re-
peated in Fig. 31, will show what happens when a word is long enough to overlap
the block. With the word ADVISABLE, the final £ falls below the initial A, and
when this column is taken off, the letters 4 £ will stand in sequence in the crypto-
gram. Similarly, the word INCREASED will provide, in the cryptogram, a digram
{ D. Should the decryptor suspect the presence of cither of these words, he

would look at once for sequences of this kind in his cryptogram, and the presence
of AE (or /D) would tell him that the key-length is prob-

Figure 31 ably 8, which is the distance apart of the two letters in
6 1 7T 2 3 5 8 4 his probablc word.
e e o s 4 e s e The ideal case is that in which the probable word is
e« « o + + o o A opeenough to furnish more than one of these overlapping
pVvisabl ‘;3 letters, as shown in Fig. 32 in connection with the “ word ”
¥ ¢ RE oA s E p INCREASED VOLUME. Suppose that we have sus-
vV O L U % E , . pectedthe presence of this expression in our cryptogram,

and have ascertained that the necessary letters are pres-
ent for forming it. We consider its letters one by one, in the order I, N, C, R ..
and go through the cryptogram, underscoring (or otherwise noting) all cases in
which the given letter is followed immediately by another of the letters found in
the same probable “ word.” But, in considering any one letter, say the lctter N,
we ignore such sequences as N7, NB, N X, whose second letters, T', B, X, do not
occur in the expression INCREASED VOLUME. Fig. 33 shows exactly what
digrams of this kind can be found in connection with
letters I, N, C, R, E, and also the distance (or dis- Figuro 32
tances) apart of the two given letters as found in the

. I ¥ C RE A S
probable word. Notice that in connection withevery £ D Vv 0 L G M
fetter there is one digram in which this distance is 8, E
the correct key-length of our present cryptogram. ! ¥ ¢ R E A S B
And when these digrams are sclected from the tabu- DV OLUMNE
lation, and set up vertically with top letters in the or- }) i g !I: g A S EDY

der I ¥ C R E, the lower five letters prove up in the

nrr‘]m' D [/ n f Tf T artival wonels $ha tahailadiarn s enmratirmas ha ma
At 41k ‘ll-l.l b 'VUII\- LU Lduul(lLlUll IIIUDL Duill\rhuw Mo LLEEL

ordinarily it will suffice to start dlrcct]y with the “ proving up.”

Now let us go ahead and solve the cryptogram, as shown in Fig. 34. We will
assume, to begin with, that our cryptogram has been prepared at the top of a sheet,
and that our various tnals are being made on the blank space beneath it. We will
assume also that, having discovered key-length 8, we have divided this cryptogram
roughly into eight segments, three of which contain ten letters and the rest nine.

First, we are in possession of a series of embryo columns, shown at (a), and
these can be set up without looking at the cryptogram at all. Having done this,
we turn to the cryptogram, find each one of the sequences again, and lengthen the
columns of our beginning block by adding to each pair of letters a few of the let-
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ters which immediately precede and follow it. Thus, our block begins to build
up as at (b); and, for each time that a partial column is set up in (b), the seg-
ment which contained it is promptly circled out of the cryptogram itself, which
now begins to assume the appearance indicated at (¢). Thus some words have

automatically formed on the new lines
which tell us plainly that the final column

must contain a sequence L T E, followed Letter Examined &

by § or W, and the appearance of the
cryptogram tells us plainly where to look
for it; the final scgment is the only one
having enough letters to furnish another
nine- or ten-letter column.

At stage (c), we are practically in
possession of the numerical key, and to
show this, the cryptogram segments have
been numbered. The first one, containing
V CCOTJX,hasheen set upin the partial
block as column 3; thus the third column
of (b) should have key-number 1. The
second segment, containing SO E U Y E,
has becn set up as column s, showing that
the fifth column of (b) should have key-
number 2. And so on with the rest, until
the eight key-numbers are standing in the
order 4-6-1-7-2-3-5-8. This i1s shown at
(d), and directly below this, at (e) is the

Figure 33

Digtence Apart

Sequencee found

I

13
ID
IR
1C

In Word

NS
v

co
CR
]

= Olm N RRD D

o}

RE
RA
RL

e
o™
e
=)
=4

EM
EU
EO
ES

8

g (6)=

8 (5)

6  (3)
2y -

(=)

Proving up:
(83

Distances from the second E

1 N C RE . . .
D Vv O L U

encipherer’s original key. It can be seen that we are now in very much the same
position as the legitimate decipherer; by making a few trials, each time shifting one
key-number from the left side to the right, we need do little more than decipher.
Usually, however, it 1s quicker simply to go on and rough- out the block we have
already started, and then make the necessary adjustments, approximately as shown
in Fig. 35. Having noted, in the cryptogram, that there are some unused letters,

Figure 34
Investigeting the Esy-lenpgth 8

{a) (v)
1
l 2 3 45 6 7 8 A
A
1 §# C RE A B B E
D v 0OL U ¥ E 1 1
D
E
(c) X

1 .-’\k3 ' *
ENTEV CCOTX/'REMTU/S OEUYE/ '1 8 C/A

1 (8)
T/AELD EX/TNB H/BNSE

‘ (8)
T B SUT LTESR

X
{d) Apparent key-numbera:

"{8) True key-numbere:

4

6 1

(6)
TRAPST DALY

2 3 4 &8 6 7T 8

6 + ¥ 2 3 & 8

D v I 8 A B .,

A C C O U N .

N C R E A 8 E

Yy O L U ¥ E ,

N T B Y A I .,

X X X E H R .

(3) i

U ANMA H/Y:
N X/GIGEO

7T 2 % 6 8

6 1 7 2 5 6 8 ¢
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LN T I, on the left side of segment 1, we assume teinporarily that all other unused
letters belong to the segment which follows them, and add them ali, indiscriminately,
aL the top of the block. Where this is shown, at the left side of Fig. 35, the true key-
mannbers, as found in the cryptogram, have beeun added above the original reference
numbers, and similarly with the adjusted block on the right.

with the block roughed out, and knowing that a cryptogram of 75 letters using
key -length 8 cannot have columns of any other length than g and 10, the first ob-
vious maladjustnient is seen in column 1 (key 4), which has only 38 letters. Since
this is the gth segment of the cryptogram, its remuaining letter (or its remaining
two Ictters) will have to be found at the end of the third segment or at the begin-

Figure 35
Formirg and Adjusting a Tentative Block
4 £ 1 73 8 ¥ 4 L ¢+ 7 LI & F
1235456718 12345618
E G R T C R E GG R E T C
A G EI N 8§ H A NG E I N 8
Y $S TE M 8§ B U Y 8 T E MM § B U
T T E 0 UG B T T T H O U0 G B T
ADVv.I S A B L A DY I 8 A B L
E A ¢ C O UNT E A C€CC O0OUUX T
I N C R BE A § B I N C RE A 8 E
DYV OLTUMTES D VOLTUUMES
E ¥ T B Y A I R E NTDBYATIR
X X X X 5 HR X XXX
Soluzn ;2 must have another letter, top. (Found at bottom of Columzj).
(%0 D
Coluxn g)mzst then have another letter, top. (Found at bottom of Coltmm 5).
¢ (2)
Jolurn 7, bottom, then shows an extra letter, which must be transferred to
s)
Column 2, top. When these transfers have been made, as shown on
(6)
the right, all that remains is to tranafer the short colum (1)
¥

to the right-hend side of its block, relsing it by one position,

ning of the fifth (keys 3 and 3), that is, at the bottom, or at the top, respectively,
of the columns originally set up as columns 6 and 7. The selection of X/ from the
bottom of column 6 leaves this column too short, while the top row of the block
shows a gap in sequence, and evidently needs the E at the end of the second seg-
ment. The lone R which remains at the bottom of column 7 is then erased and
written at the top of column 2, and thus we arrive at the adjustment shown on the
right side of the figure, where the only remaining operation will be that of trans-

ferring the misplaced nine-letter column to its own side of the block, This final

adjustment shows us the segments of the cryptogram in their lr.:m order: 6-1-7-2-
3- 5.8-4

Having seen the idea! case, the student will understand how the less perfect
example would be handled, or the case in which the probable word is not long
enough to overlap at all. For the latter, he would attempt to find some word like
CRYPTOGRAM, in which there are letters such as C,V,P,G,, not likely to
appear more than once or twice in a short text. We need not discuss this latter
case, since we are to see something very much like it before the present chap-
ter ends.

Now, as a preliminary to those cases in which we are unable to find a prebable
word, suppose we turn to tne back of the book, and make an inspection of the
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tool chest. First in importance, and valuable in ciphers of all kinds, is the digram
chart which O. Phelps Meaker has been kind enough to prepare especially for this
text. To learn how often he encountered any given digram in his 10,000-letter
count, note its first letter in the horizontal alphabet, at the top of a column, then note
its second letter in the vertical alphabet, at the beginnmg of a row, and observe the
figure which occupies the cell at the intersection of this column and row. If the
digram is TH, its frequency was 315; if the digram is JN, the cell is blank, This
does not mean that the digram TH will appear exactly 315 times in any other
ro,000-letter text, or that JV will never be found (occurring, say, as initials), It
merely shows that the digram T'H is of remarkably high frequency, while a digram
JN is so rare that it practically never appears. The most commonly occurring
digrams of this chart have been listed on another page in the order of decréasing
frequencies, A list of the principal reversals is also given, with other data which
will be found useful in the majority of ciphers. Meaker’s digram chart shows
also the frequencies found for single letters in the same text. These are shown at
the extreme right, and were obtained by adding the figures found on the 26 rows
ef the chart proper. When such counts are madt, cvery letter in the text is con-
sidered to be the first letter of a digram, and no attention is paid to the separations
between words. Thus the single-letter frequencies can be found by totalling either
the columns cr the rows, which, except for minor discrepancies, will check against
each other,

Se much for frequencies. Now let us take a closer look at sequence. Certain
letters, ordinarily those of lowest frequency, are peculiar in their contacts with
other letters. The shining example, in most languages, is the letter @, followed,
almost 1009 of the time, by U plus another vowel; and if it seems, in the present
text, that the significance of QU is being overlooked, this is. simply because the in-
dividuality of this digram, like that of the German CH (CK), is so well advertised
that even the novice encipherer finds a way to avoid using it, It is impossible,
however, to avoid all letters having individual preferences. We still have J and V,
practically sure to be followed by vowels, and Z, almost as sure. We have X,
nearly always preceded by a vowel, but more often followed by a consonant, If
these are missing from the cryptogram, we may have letters like X, B, and P, which
confine an enormous percentage of their contacts to vowels; or to vowels and
liquids; or to letters from the high-frequency group ET 4 O NI R S H. Even
among the high-frequency letters themselves we find that H is followed about 75%
of the time by either E or 4, and that it is preceded largely by T, with S, C, and
W as the next favorites; or we find that ¥ is inordinately fond of vowels on its
left, though with some preference for consonants on its right, Al information
of this kind is present in the digram chart, and usually is known to the decryptor
without recourse to a chart,

For the beginner, however, who might like to have it in a more visible form,
another chart, of a kind which we believe has never before been published, appears

on page 220 Tkv‘c ‘e T.? R (Cartor’e cantact chart an which avare lattar nf the ﬁ]T\]’\‘l_
1 PAphv & &V, A 41D 10 4 A%, dl il 2 LVULIlavl Lildlb, Vi '\ul\-u L\UIV T Lihl 1Pl LLLA, (RdpJLAWL

bet has been listed in the center of the page, with its favorite contact-letters be-
side it. The arrangement here is from the center outward; the letters shown on
the left of any given letter are those which most often precede it, with percentages
as found in Ohaver’s digram chart; letters shown on the right are those which
most often follow, with percentages from the same digram chart, This informa-
tion was not completed to the end for every letter, since the only information
wanted is the actual preferences of each letter, or the fact that it has none. How-
ever, the outermost columns will show the complete percentages of vowel and con-
sonant contacts for all letters as these were found in one 10,000 letter text, With
such a chart before us, it becomes very easy, in the absence of Q, and other par-
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ticularly vulnerable letters, to make good use of whatever letters we happen to

have: aud it is Lioped that this new * contact chart ” will prove sufficiently valu-

able to justify Carter’s labor in having compiled it for us. As to the other data in

thie appendix, the student will do well to look it over, The list of trigrams:is that

Figuro 36 of the Parker lIitt Manual, where THE was

shown as having been found 8¢ times in

{oy-length Columns, 7§ Lettera 0,000 letters, the others graduating down-

ward to MEN, found 2o times. Now let us
rcturn to our columnar transposition,

Key 6: (Imposseiblo under system}

Koy 6: % columne of 13 When a digram QU is actually present in

3 columns of 12 a text, or when it is fairly certain that some

other digram may be present, such as the

Koy 7 5 ocolwrns of 11 YP of CRYPTOGRAM (that is, one com-
2 oolumns of 10

posed of two infrequent letters), it is pos-
sible to discover (or limit) the key-length

Xey B: 3 columns of 10 . \
5 columng of 9 by observmg the distance apart of these twe
letters in the crypwgram To approximate
Key 9: S columme of 9 such a case, using the foregoing cryptogram
6 colums of 8

(Fig. 30), we will make use of the digram
VI, and, in order to be brief, we will assume

Key 10: {lmprobable under system) = .
o (1me d that the letter V, position 35, 1s the only one

Key 11: 9 columms of 7 in the cryptogram, and that the only I’s pres-
2 columms of 6 ent are those at positions 46 and 61. In one
(Bto.) case the interval which separates V from [

is 41, and, in the other, 56, As a preliminary step, we may discard all key-lengths
which are factors of 75: 3, 5, 15, 25. In addition, we may discard, for the time
being, the key-lengths 10, 20, etc,, which are multiples of 5. Of those left, any very
short length, as 2 or 4, is very improbable, We may consider, then, possible key-
lengths of 6, 7, 8, g, 11, etc,, as far as we care to take them.

To make ready for the investigation, we first prepare a sheet of the kind shown
as Fig. 36, where each possible key-length has been

used as a divisor in order to learn the column- Flgure 37
lengths for each one in a 75-letter cryptogram, QUITEAF =

Now let us picture any text written into any EWFANSW
bleck, as in Fig. 37, where leng columns have five T ILLBEDE
letters and short columns have four, Considering LIGHTETD #**
any digram in the text, as QU at the beginning, its TOSEE

two letters are separated by exactly one column of

length, previded the letters are counted straight =) From F in a short column
down the columns and columns are taken in one tc E in a long column is en
straight direction, or provided the counting is done interval of §; but from E

st,rictI'y upward with columns always taken in ene i, F 15 an interval of 4.
direction. In the case of QU, this column of sepa- er) F T to E is en
ration is a long one (five ]etters), while, in the case , ron ° ®

of AF, on the right-hand side of the b]ock, it is a fntaﬂal of 55 from E to T
short one (four letters), but in beth cases it is a full S ° intervel of 4.
column. This is true, also, of the digram FE, which is on two different lines, pre-
suming that, having counted all the way to the end of the last column, we start
again with the first. If both letters are in short columns, the interval which sepa-
rates them is that of a short column, and if both are in long columns, this interval
is that of a long column, But if one letter is in a long column and the other in a
short column, the separating interval may be long or short, according to whether
the columns are taken in straight order or in reverse order.
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If the columns of Fig. 37 should be cut apart, and placed in some other order,
then other columns might be placed between the one containing Q and its neighbor
containing U, but these would be fuli columns, never fractional columns, so that
the interval from Q to U would always be an exact number of full columns,

This is what happens in columnar transposition. If the digram VI, which we
intend to consider, was actually present in the original encipherment block, then,
in the cryptogram, its letters ¥ and I are separated by an exact number of columns,
long or short or mixed. Also, if the column containing V was taken off first, the
distance from V to I may include the full number of long columns permitted by
the key-length, but must fall one short of including all of the short columns: but
if the I comes first, the opposite is true. Now, assuming that the only V’s and I's
in our cryptogram are those appearing at positions 5, 46, and 61, we find that if the
first of the I’s is considered, the distance from V to I is 41, while, if the other is
the one considered, then this distance is 56. We will investigate, first, the in-
terval 41.

If V and the first I stood in sequence in the encipherment block, either as VI
or as tr’ then the interval 41 represents a certain number of COi‘ﬂth‘:Lc Lu:umns,
and if the digram was VI (since the V-column was evidently taken off first), this
interval 41 must not include the full number of short columns, but may include
the full number of long ones. ‘

Consulting Fig. 36, we find that key-length 6 calls for columns having 12 and
13 letters, and it is impossible to divide an interval 41 into columns of such lengths.
The key-length 7 calls for columns having 10 or 11 letters, of which only two col-
umns may have the shorter length; an interval 41 can be divided into the right
lengths, but only if three of the columns are short, Thus, if the first J is the correct
one, the key-lengths 6 and 7 are totally impossible, as is also key-length 8. The
key-length g, however, calls for columns having 8 and ¢ letters, of which six have
the shorter length, An interval 41 can be divided to produce four short columns
and one long column. Again, the key-length 11 calls for columhs having 6 and 7
letters, of which two columns may be short; and an interval 41 will provide five
long columns and one short column., These two key-lengths, then, g and 11, are
possible, presuming that the first I is the one which actually followed V. When the
other 7, interval 56, is investigated in the same way, it is found that the only key-
lengths possible are 8 and 11.

So that if the digram V7 is present at all, the key-length must be 8, g, 11, or
something longer. Since the key-length 11 is possible in both cases, this is the
one which tempts; when it fails, the remaining two can be tried. The student may
decide for himself whether a trigram IVI is possible, considering the distance apart
of the two I’s. It will be readily understood how this method, in combination with
the one first explained, could be used, say, in a cryptogram where the suspected
word is CIPHER, with the low-frequency letter P occurring only once.

g
3
;
?]

J L odlbu Hally waya L =
become known or suspectcd If the correspondence is a mlhtarv one, it may have
been learned by espionage, perhaps through careless talk on the part of an en-
listed man; or, because of careless habits on the part of the authority providing
the keys, in having confined himself always to certain lJengths, Knowing the key-
length is two-thirds of the battle. It enables us, as in our former case, to mark
off the cryptogram into its approximate column-lengths, making it eacier to know
the approximate whereabouts of any several letters supposed to form a sequence.
It even enables us to prepare a block, which, cut apart to form paper strips, will
effect a mechanical solution almost as easily as In the case of the completed unit.

Such a block, for our foregoing cryptogram (Fig. 30), can be studied in Fig. 38,

]
C;'
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ticularly vulnerable letters, to make good use of whatever letters we happen to

have; and it is hoped that this new “ contact chart” will prove sufliciently valu-

able to justify Carter’s labor in having compiled it for us. As to the otlier data in

tlie appendix, the student will do well to look it over. Tlie list of trigrams-is that

Figuro 36 of the Parker J:Iitt Manual, wliere THE was

shown as having been found 8¢ times in

Koy-length Columns, 76 Letters 10,000 letters, the others graduating down-

ward to M IEN, found 20 times. Now let us
return to our columnar transposition,

Key 5: (Impeseiblo under aystem)

Koy 6: % columms of 13 When a digrqrf{ QU‘is actual!y present in

3 columns of 12 a text, or when it is fairly certain that some

other digram may be present, such as the

Koy 7: § columns of 11 YP of CRYPTOGRAM (that is, one com-
2 columns of 10

posed of two infrequent letters), it is pos-
sible to discover (or limit) the key-length

Koy B8: 3 colume of 10 X \
5 colurns of 9 by observmg the distance apart of these two
letters in the CI'}('pLubxum To approx;ma-.c
Key 9: 3 colums of 9 such a case, using the foregoing cryptogram
8 colums of 8

(Fig. 30), we will make use of the digram
VI, and, in order to be brief, we will assume

Key 10: (lmprobable under system) -, .
id (mpro Y that the letter V, position 3, is the only one

Key 11: 9 columns of 7 in the cryptogram, and that the only I's pres-
2 columna of 6 ent are those at positions 46 and 61. In one
(Bte.) case the interval which separates V' from 7

is 41, and, in the other, 56. As a preliminary step, we may discard all key-lengths
which are factors of 75: 3, 5, 15, 25. In addition, we may discard, for the time
being, the key-lengths ro, 20, etc., whiclt are multiples of 5. Of those left, any very
short length, as 2 or 4, is very improbable. We may consider, then, possible key-
lengths of 6, 7, 8, 9, 11, etc., as far as we care to take them,

To make ready for the investigation, we first prepare a sheet of the kind shown
as Fig. 36, where each possible key-length has been

used as a divisor in order to learn the column- Hgure 37
lengths for each one in a 7s5-letter cryptogram, QUITEAF =

Now let us picture any text written into any EWFANSH
block, as in Fig. 37, where long columns have five =~ 1 L L BE D E
letters and short columns have four. Considering LIGHTETD #+
any digram in the text, as QU at the beginning, its TOSEE

two letters are separated by exactly one column of

length, provided the letters are counted straight =) From F in a short column
down the columns and columns are taken in one to E in a long column is en
straight direction, or provided the counting is done intervel of §; but from E

strictly upward with columns always taken in one 15 § 15 an intervel of 4.
direction. In the case of O” this column of sena-

Lail Laab VAt LWalAiiial L Sy

ration is a long one (five letters), while, in the case
of 4F, on the right-hand side of the block, it is a
short one (four letters), but in both cases it is a full
column. This is true, also, of the digram FE, which is on two different lines, pre-
suming that, having counted all tlie way to the end of the last column, we start
again with the first. If both letters are in short columns, the interval which sepa-
rates them is that of a short column, and if both are in Iong columns, this interval
is that of a long column. But if one letter is in a long column and the other in a
short column, the separating interval may be long or short, according to whether
the columns are taken in straight order or in reverse order.

*»*) From T to E is an
interval of 5; from E to T
is an interval of 4.
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If the columns of Fig. 37 should be cut apart, and placed in some other order,
then other columns might be placed between the one containing @ and its neighbor
containing U, but these would be full columns, never fractional columns, so that
the interval from Q to U would always be an exact number of full columns,

This is what happens in columnar transposition. If the digram V7, which we
intend to consider, was actually present in the original encipherment block, then,
in the cryptogram, its letters ¥V and [ are separated by an exact number of columns,
long or short or mixed. Also, if the column containing V was taken off first, the
distance from V to / may include the full number of long columns permitted by
the key-length, but must fall one short of including all of the short columns; but
if the / comes first, the opposite is true. Now, assuming that the only V’s and I's
in our cryptogram are those appearing at positions 5, 46, and 61, we find that if the
first of the I’s is considered, the distance from V to [ is 41, while, if the other is
the one considered, then this distance is 56. We will investigate, first, the in-
terval 41.

If V and the first / stood in sequence in the encipherment block, either as VI
or as J'V then the interval 41 represents a certain number of compxcw LUlumnb
and if the digram was V/ (since the V-column was evidently taken off first), thls
interval 41 must not include the full number of short columns, but may include
the full number of long ones. ’

Consulting Fig, 36, we find that key-length 6 calls for columns having 12 and
13 letters, and it is impossible to divide an interval 41 into columns of such lengths.
The key-length 7 calls for columns having 10 or 11 letters, of which only two col-
umns may have the shorter length; an interval 41 can be divided into the right
lengths, but only if three of the columns are short. Thus, if the first 7 is the correct
one, the key-lengths 6 and 7 are totally impossible, as is also key-length 8. The
key-length g, however, calls for columns having 8 and ¢ letters, of which six have
the shorter length. An interval 41 can be divided to produce four short columns
and one Jong column. Again, the key-length 11 calls for columhs having 6 and 7
letters, of which two columns may he short; and an interval 41 will provide five
long columns and one short column. These two key-lengths, then, ¢ and 11, are
possible, presuming that the first / is the one which actually followed V. When the
other 7, interval 56, is investigated in the same way, it is found that the only key-
lengths possible are 8 and 11.

So that if the digram V[ is present at all, the key-length must be 8, g, 11, or
something longer. Since the key-length 11 is possible in both cases, this is the
one which tempts; when it fails, the remaining two can be tried. The student may
decide for himself whether a trigram /V/ is possible, considering the distance apart
of the two I's, It will be readily understood how this method, in combination with
the one first explained, could be used, say, in a cryptogram where the suspected
word is CIPHER, with the low-frequency letter P occurring only once.

m xraw h:

ida fvram analuaite thawa awa re whin
GE ITom au;uyal.a uaere arc many waya Lu Yrldjo

tr
-
&
3
X
E:-
o

become known, or suspectcd If the correspondence is a military one, it may have
been learned by espionage, perhaps through careless talk on the part of an en-
listed man; or, because of careless habits on the part of the authority providing
the keys, in having confined himself always to certain lengths. Knowing the key-
length is two-thirds of the battle. It enables us, as in our former case, to mark
off the cryptogram into its approximate column-lengths, making it easier to know
the approximate whereabouts of any several letters supposed to form a sequence.
It even enables us to prepare a block, which, cut apart to form paper strips, will
efect a mechanical solution almost as easily as in the case of the completed unit.
Such a block, for our foregoing cryptogram (Fig. 30), can be studied in Fig. 38,
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atd s expluced as fohows: An S-unit key, uscd on a js-letter text, calls definitely
for thive 16 etter toluenns and five g-letter columns, and these columus have be-
Coine eipht segtueats in Lhe eryptogram.  f all three of the long colunins were taken
ol first, then the antangement shown at (a) has every letter in its proper column.
Atnd 1t bt Litce of these wire taken off List, then the arrangement shown at (b)
has ovely Jetter an us proper columa,  With blocks shown for the two extreme
caves, 1L can be seen that the block at (¢) s a combination-block, in which one of

Flpure 93
Projsration of Strips for & Enown Key-length
(e) Long Columna &t left {b) Long Columns at Right
Lt R 1T B S G C E X Y A4 X I X X
B E ¢ A H T E § N REHTRTGC
T ¥ 6 E B D O U T EI1 Y N A G S
H U AT X A 1T H M S TDBSEU
Y S UYUDpSsS ¥ CL VUG AHTOT
“C O AEE VY RT C S A E B DI L
C E M X I ¥ L E C 0 U I N A C T
0 U AT RIXDB S 0O E A DS NRE
T Y 4N A G X R T U M EE V L 8
X E Y N B R
(¢)  Combination Block {(d) Matching Strips
12345673 . [T
a x 1| 3 PR SRS
)’htrx .To4
~ X e ymnoeaogox A N I Y
{RITBSGC 8| | Cih \
N B S A HTTE S T | n!s
T 4G E B DOTU SDU% ’
HU A I N A TIT G d|T|A ;
VS UuUDs N CL ol A B|L[Bj*
C 0 AEE YV RT vinltl1 \
CErLWLNLE A|{S|E}D
0 UfA T R X|B s MIE|S|E] :
r_'r_[?‘unac;'flﬁ Al T RIX] .,
X E Y - Wi{rR ||| 5
Lx_k,ﬁ.éﬁ.._\_.i,_

the two extremes has been superimposed upon the other, so that every column in
plock (c) shows every letter which it could possibly have contained. By conceal-
ing th‘c letters of the “cap,” we have a duplicate of block (a); and by changing
the alignment. so as to bring all of the topmost letters iuto the same row, we have
bloc%‘; (b), with a * cap ” attached at the bottom. ’
Comparing block (¢) with the two above it: If the first column of (a) was
actually a short one, then its last letter, X, belongs at the top of the second col-
umn. The making of this transfer would cause the second column to have eleven
letters, so that it would become necessary also to transfer the last letter of the
second column to the top of the third; this third column would then have too many
Icttlers, and its last letter vould have to be transferred to the top of the fourth,
which at present has only nine and may have another. But if the second column
was also short, then there are two of its letters which belong at the top of col-

umn 3. And {f this columr, too, was a short one, it has three transferable letters
at the bottom,
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To prepare such a block, first write the cryptogram as at (a), and mark off its
transferable (uncertain) letters by the following rule: One for the first: column,
two for the second, and so on, until the number is equal to the number of long col-
umns, which is the maximum number possible. But if the final row is more than
half filled, the maximum will not be reached, and a check may be made by mark-
ing off letters from right to left: zero for the last column, one for the next-to-last,
two for the third-to-last, and so backward to the number which equals the number
of long columns. Having marked off the transferable letters, form the “ bonnet ”
by copying these, in each case, at the top of the following column, preferably mak-
ing some clear distinction to show the duplication. For this latter purpose, many
solvers use red ink. In this kind of work, as we saw in a previous case, the
spacing must be accurate both iaterally and vertically, since many of the letters
belonging to the same sequence are not found on the same row. A few of the strips
cut from block (c) have been matched at (d), where the beginning was made froin
the common suffix -4BLE. The duplicated letters 4 H ¥V have shown up plainly,
partly by the style in which the letters are written, and partly, too, by the fact of
consecutive column- uuuxbbxs 3 and 4. This same Lhiﬁg is true of the letters X T A H’,
column-numbers 4 and 5. These nurgbers, it must not be forgotten, are also the
serial numbers of the cryptogram segments, and thus are the key-numbers. With
the eight strips correctly matched, and any misplaced columns transferred to their
own side of the block, the strip-numbers as they stand across the top will reproduce
the numerical key.

The matching of strips is generally a purely mechanical process, in which im-
possibilities are not considered. However, having before us a block (a) or (b),
it is possible to apply the principle used with our former digram V/, and find out
in advance whether certain letters found on two strips can possibly have stood in
sequence. Nor is the cutting apart of the strips really necessary; it {s merely a
convenient method for dispensing with mental effort.

Now suppose we consider this same cryptogram on the theory that its key-
Jength cannot be determined, or restricted to certain possibilities. Our first step
is to select, somewhere in the cryptogram, a segment Figure 39
which is to be set up vertically on a sheet of paper to .
act as a trial column. 1§ we select it from the body of Tests, in Attempting to

. Judze Column-Length
the cryptogram, we shall have to make it a rather =

long segment, since we are uncertain as to whether it EG 20 { 15)
represents one column or parts of two. We should NG 75 (83)
do this, however, if the body of the cryptogram shows ;1" g zg % Zgg
Q, or any ather letter or serfes of letters likely to be VI 19 { 14)
vulnerable. Otherwise, we know definitely that one ¢cc 12 ( 8
of the columns begins with the first letter of the gi . E égg .
cryptogram, and that another column ends with the T2 14 {8
final letter of the cryptogram, and one or the other of x X - { =)
these two segments is usually chosen, preferably the _"§ ¢ 1 (7
one containing the largest number of vulnerable let- ;3 1;55 _ E“?,;
ters. If we have a probable word, and find that its UT 45  ( 35)
letter P, or M, or G, is the only one in the cryptogram, S L 6 { 9)

we select the segment which contains this P, or M, (First column of figures

or G. is taker from Meaker's
Wherever the trial segment is taken, there is al- chart; the second is from

ways the question as to how many letters ught to be Ohaver’s).

included. In Fig. 39, the decryptor has decided to take the beginning segment of

the cryptogram, and has started with 15 letters. He has written beside it another

15-letter segment, chosen because of NG, HO, VI, and is attempting to tell, by the
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appearance of s digrams, and their frequencies as taken from two different digram
chiacts, just about how far his digrams are uniforiuly good. If the nulls in use are
actually XX, he knows immediately that this is the end of his two columns; other-
wise, his digrams are acceptable throughout, If he sets down beside each digram
its frequency as taken from Meaker’s chart, he might decide that his digrams are

Fisure 40

(The numbers assigned to these sot-ups merely indlcats the ordor in which the
second segments were taken).

1 8 9 10 1 2z 3
EU 7 EY 17 EBR 1 EX 17 EG 20 ES E O«
NS 5l T 110 NN 9 NG 175 NG 75 No NE
TO0 111 TA 56 TS 32 TG 1 TE 94 TE TU
HE 251 +HE 251 *HE 251 *HE 251 =+HO 46 HU H Yr
veuU - vI 19 vi 19 vo 6 Vi 19 VY VE
CY - CD - CR 7 CI 1s cCc 12 CE CI
CE 55 CE 55 C A 4 CC i2 CR 7 CI C S=
o1 13 0X - 0s _37 0R 113 oL 17 oS 04¢G
488 ’ 508 410 490 290 s 5
(1) (8) (9) (10) (11)
488 508 410 490 290 f‘; g ﬁ ;
HE 251 HE 251 HE 251 HE 251 HO _46 Ty Tonx
237 257 159 239 244 HE HA
vi V Qe
Ranked in the order: 8, 11, 10, 1, 9 CsS CA
sesrasvae C Qe C M-
) 0A 0OA
Same Test, Uslns Mr. Chaver's Dipram Freaquencles:
6 7
1 8 3 10 11 - =
~ ES E RE*
EU 6 EY 24 EB 22 EX 14 EG 15 NG NY
NS 47 NT 97 NN 3 NG 83 NG 83 T A TT
TO 92 TA 64 TS 27 TG - TE 74 HU HA
HE 305- »*HE 305 sHE 305 *HE 305 *HO 42 VA VE
vu - VI 14 VI 14 Vo 9 vi 14 CMs CI
cyY 1 CD - CR 12 c1 19 cC 6 cA C D»
CE 48 CE 46 C A 38 cc 6 CR 12 OH* O E»
01 15 O0X _1 o055 38 OR 99 OL 36
512 551 461 535 282
{Set-up No. 2
(1) (8) (9) (10) (11) would have
512 551 461 535 282 been tested.
HE 305 HE 305 HE 35 HE 305 HO 42
207 2456 156 230 240
Ranked in tha arder-. [ 11 1in 1 9 fas hafaral,
—aimla Lad WOT QLT g kky AV, &y J O \Me CUValLivyae

good as far as UT, depending somewhat on the letters represented in our XX.
Using Ohaver's frequencies, he would feel sure that his digrams are good as far as
OL. In many cases the frequencies shown for the lower digrams will grow so
erratic as to be plainly unlikely; and iu other cases, more difficult than the present
one, a check on the probable column-length can be had by preparing a similar
set-up for the end-segment of the cryptogram, in which the lower digrams are excel-
lent, while those extending upward may grow erratic. This decryptor is safe, how-
ever, in accepting as much or as little of the lengtl as he likes; there will be a more
definite line of demarcation when he attempts to write beside these a third column
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of 15 letters. The only cases which ever give trouble are those in which a short text
has been enciphered with a long key. Key-lengths, generally speaking, hardly ever
run outside of limits 5 to 15, that is, lengths which come from single words. Thus a
tentative key-length 10, 11, 12, lying half-way between these extremes, is always
safe to try. The key-length 10, applied to 75 letters, gives columns of 7 or 8, and,
in the discussion which follows, the tentative column-length was fixed at 8 letters.

Usually these trials are made by setting up the trial column (in pencil) several
times in succession, so that several of the possible combinations can be scen side
by side, in order to determine which is best. Sometimes this can be decided by
simple observation, Otlerwise, the combinations can be subjected to a digram
test. This {s made by setting down beside each digram, as formed by each pair

FiEure 41
1 2 3 )

YE 12 DE 39 RE 148 EE 39
EN 120 EN 120 AN 172 0N 145
IT BB xT 1 ST 121 IT 88
SH 3 TH 31s TH 315 CE 48
GV - NV 4 DV 4 RV 5
AC 39 BC - AC 39 LC 8
ve 17 BC 2 NC 3 BC -
AO _ 2 Bo 11 Vo _8& xo _1

308 492 B36 332

LE AR N}

Same Test, Ueins Mr, Ohaver's Digram-Frequencies:

i 2 s 3
YE 8 DE 64 RE 13 EE 57
EN 101 EN 101 AN 168 0N 162
IT 90 XT 4 ST 119 IT $0
SH ¢ TH 377 TH 377 CH 53
6V 1 NV 1 DV 1 RY &6
AC 3 BC - AC 3 LC 1
uc 11 HEC - NC 3 BC -
A0 _2 BO 13 VO _9 X0 _1

288 560 882 370

of columns, its frequency as taken from a digram chart. These figures are then
added in each of the set-ups, and the supposition is that the combination furnishing
the highest frequency-total will be the correct one, provided this high total has
been produced by all of its digrams collectively, and not by some one or two in-
dividual digrams. With short columns, such tests are never conclusive, but with
as many as ten or twelve digrams they are necarly always dependable, and even
with only five or six digrams they will often select a correct combination.

It was decided here to choose as the trial column the first eight letters of the
cryptogram: EN T H V C C 0. This column is filled with consonants, indicating
that those which follow or precede it might contain a number of vowels; and of
the six consonants present, practically every one could be called a  vulnerable”
letter, or, as we say in the Association, a ““ clue-letter.,” If we wish, for instance,
to choose a column which will fit well on the right-hand side of this trial column,
we can search the rest of the cryptogram for two consecutive vowels to follow, re-
spectively, H and ¥V, and these two vowels we should expect to find followed, either
immediately or at interval 2 by some letter (usually a high-frequency one) which
will follow at least one of the C’s. This kind of pattern, unfortunately, was found
eleven times. In practice, we should probably abandon it rather than copy down
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Flgure 42
Trigrem Observation
i 2 (¢} & 5
REU REY ! REB REX REG
ANS ANT ! ANN ANG ANG
87O STA + STS STG STE
THE TEE TEE THE THO
DVU DVl DVI_ DVO DVl
ACY ACD= ACR ™ ACI ACC
NCE NCE NCA , NCC» NCR
vol VOX» VoS | YOR YOL

(*] Accoptance of combiration 3 would
entail shortenling columns.

laeary comhbinationg: here h

] dact ala h in vy nwavar tha al
and LEsL CICVCIl LUIMUULALIVLIY , LULs, UUwWOvTL,

even set all ha anan
LLIL. LIL Tll

L= PE Ldl.l dll UC QL CLl
in Fig. 40, accompanied by scrial numbers to show the or d r in which their second
columns were taken from the cryptogram, Some of these have not been tested.
Of the five retained, particular attention is called to the fact that the one having
the very lowest total is actually the correct one, as may be seen by turning back
to the encipherment block. But when a single row of corresponding digrams (HE
in the first four set-ups and HO in No. 11), has been subtracted throughout, it is
seen that No., 11 moves upward toward its proper rank, having now the second
highest total. In practice, it might even be sclected in preference to No, 8, which
grows erratic after its fifth digram (frequencies of o, 53, 0). But the column-
length 3, in practice, is not unlikely, so that a test made on the right-hand side of
our trial column has not been at all conclusive.

Postponing the decision, then, let us take a fresh sheet of paper and make some
tests for columns which can be fitted on the left-hand side of our trial column,
Here, we find that the best “ clue-letters ” are N and H, standing at interval 2,
To precede N, we should like to find one of the vowels of which it is so fond, and
to precede H, we hope to find either T or one of the letters S, C, W. That is, we
hope to find a pattern in the rest of the cryptogram it which some vowel, other
than ¥, is followed at interval 2 by one of the letters 7,S,C,W. This time we
find only four segments, and when the test is made for these, as shown in Fig. 41,
the resulting totals point decisively to the correct combination, which is No. 3.
Notice, in both of these tests, that results are identical whether the frequency-
figures are those counted by Meaker or those counted by Ohaver: In the test of
Fig. 40, the five combinations (using cither chart) are ranked in the order 8, 11,
10, I, g, while the test of Fig. 41 has ranked its four combinations in the order

3, 2, 4, 1. Selecting, then, combination No. 3 of Tig. 41, let us return to the
r?nnhfful tosts of Fig. 40 ,m,a PR affact a crombination hativasn atir Na 2
MWL L th. 4V adlil dLLClllHL LU CLACLL d LUlllUllldLlUll UCL\VCUH VUl iYwv. 5

and some one of the five previously considered worth retaining. Thus we can make
an observation of trigrams, as shown in Fig. 42.

Figure 43
gE NTHY CCO/TX REBEMYUS CEUYE ISGAY AMARY

A -
TAEID EXTNB HBNSE I/RAST DANVA X/GGE §

ACRLB XCSUT LTESR
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Here, we must be guided by our judgment, since trigram tests, even with fig~
ures available, would never be feasible on coiumns of this length. The acceptance
of No. 3, cvidently, would mecan the cutting of our column-length to 5 letters,
which, as we have said, is not at all unlikely in an actual case. The two highest
tests from Fig. 40, however, are those included in Nos. 2 and 5. With reference to
No. 2, where the right-hand digrams have the higher total, it is not impossible
that the trigrams ACD and VOX were actually in use, or that the set-up should be

Fipure 44
(a) (b) (c) (d)

AREG AREGR AREGRE XAREGERET
HANG HANGE HANGEI CHANGEIN
YSTE YSTEM YSTEMS SYSTEMYS B
TTHO TTHOCU TTHOUG UTTHOUGH
ADYVY1I ADYVIS ADVISA TADYISAB
EACC EACCO EACCODU LEACCOUN
INCR INCRE INCREA TINCREBAS
DVYOL DYOLTU DVOLUM SDYOLUNXE

l..s

..IR

(o)

J/ENTHV CCO/fX /REMUS OEGU/Y/E I1S5GAU ANAERY

TAeID/ ex/TNB HBNSE/ I/RAST DANVN XLGEO

! § R E?B XCSUT LTESR

(£) () (h)
XAREGERET X*REGRET « * REGRET CBH
CHANGEIN CHANGEIN CHANGEIN SY
SYSTEMSEB SYSTEMXSB SYSTEMSB UT
UTTHOUGH UTTHOUGH VUTTHOUGH TA
TADVISAB TADVISAB TADVISAB LE
LEACCOUN LEACCOTURN LEACCOUN T1I
TINCREAS TINCREAS TINCREAS BED
EDVOLUNME EDVOLUME EDVOLUME SE
SENTBY=*I SENTBYAIL SENTBYAI RX
RXXX RX XX +» RXXXX

6172356 B84
o-oon(Key)ootoooo

cut, above the trigram ACD; but No. 5 is the one which carries word-suggestions
all the way to the end.

With the adding of other columns, which can be done on either side of the
set-up, further digram tests can be made (taken only on the two extreme right-
hand or left-hand columns), but in most cases no further tests are needed. Con-
sidering, for instance, that No. 5 is the combination tentatively accepied, we need
a segment from the cryptogram containing the U which ought (apparently) to
follow THO, then the S or C which ought (apparently) to follow DJ7; that is,
we want to find a sequence US or UC in the rest of the cryptogram; and this (ap-
parently) should be followed by two vowels in succession, to fit after the sequences
ACC and NCR. In other words, we know exactly what kinds of letters ought to
make up the column which can be added on the right side of combination s, and
even the specific letters. Or, if it is the Ieft side on which we have chosen to fit
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the new column, we nced a segment contiining the A4 of the apparent ADVI, fol-
lowed at interval 2 by the vowel, probably I, which ought to precede a tngram
NCR.

In Fig. 43, the three segimients of set-up No. 5 have been circled out of the
cryptogram (to prevent further use of their letters), and the segment chosen to
fit on the left side of set-up No. 5 has been undcrscared, ready to be circled out in
case it is found to fit. It is now possible to see the suggested nine-letter words,
ADVISABLE and INCREASED, the guessing of which would permit us to app]y
thie easy method first described.

With or without these guesses, the rest of the solution, as outlined in Fig. 44, is
now plain sailing. At (a), the underscored segment of Fig. 43 is in place. At (b),

Figure 45 the column containing the desired TS

and following vowels has been set up

The OHAVER CV-VC Test: on the right, where we seem to need the

RATEB OWSTT EETOP JuINc YULCS E or A of ADVISE or ADVISABLE,

AIOIA  OBSTB BAKAR YYEDT YaT followed immedlate]y by the U Ol' R of
NNFKG  FJSOT TWYQAR  IROIH. ACCOUNT or ACCORD. At {(c), we
: have found the segment, and at (d)
TT 0 ecv T TE cv (usually earlier), we are introduced to
WO cv WP e WD the actual lengths of our columns.
TP veo U Y IT ve A .
(QU) (QU) (qU) (qu) This latter can be seen by looking at
AT Al AA AW ve the cryptogram (e), where all segments,
RI ov R RO ey RY cv as soon as selected, have been circled

Id _yo IC wve IG vo IR ve

y > > . out. In finding a column which would

complete the very evident word SYS-
TEM and, at the same time, furnish a
letter suitable to precede HA, we find
that this is the end-segment of the

Tha follewing is the originel cryptogram
uged by ¥r, Ohaver for demcnstration:

TVYIE TRROR EENIA EUDSR IEONI cryptogram, and would leave only two
ORENA EEORP TEALO LTSUH  LHQNO letters — far fewer than the number
UCADD CSKAE  TDVFU  GNNYC  YI, needed for furnishing another column.

At (f), we have extended the rest of
the columns by two (and one) letters,
except that there 1s a gap in sequence
on the next-to-last line. At (g), we
have transferred the letter which will fill this gap, leaving a misplaced X at the top;
and, at (h), we have placed this X where it belongs and are now ready to transfer
the two misplaced columns and recover the key. This key, as before, is found by
numbering the segments of the cryptogram, and assigning these key-numbers to
the correct columns in the adjusted block. It is usually possible to go further, and
learn the long words on which such keys might have been based.

Concerning digram-tests. Ohaver suggests another which is more quickly made
than the frequencv test and which the writer, so fa-r has found fn"v as reliable

PRRERS RALT LML) Lo, LY ¥ S 0 ¥ 3 o) Liay A a A v A aaiiiiate,

Using “ C” for “ consonant ” and “V?* for © vowe] " he speaks of this as his
VC-CV or “mixed ” test. A digram like H4 is a cv digram, one like AT is a v¢
digram, and others are vv and c¢ digrams. His theory is this: Since almost two-
thirds of the digrams used in the language will be of mired formation, that is, either
ve or cv digrams, it stands to reason that the set-up containing the largest number

of “ mixed” digrams would probably be the correct choice. The student may look
it over in Fig. 45.

{Reprinted from Detoctive Fiction Weekly
of Octoter 8, 1927, with permission of
~ The Frank A, Munsey Company).

As to possible variations, a cipher with a new name is not necessarily a differ-
ent cipher. Fig. 46 shows a cipher originated many years ago by the cryptologist
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Figure 46
The Mystkowsky Cipher
(o) Koyword: CURTAINS
C U R T I NS CURT

A I N s CURT A
4191116 1 7 914 5201217 2 B81015 6 21 13 18
R EGRETT CHADNTGTETINSTYSTENM

7 B2

Cryptogrems EISRA STNCS GGEHY REMEN T,

{(v) Keyword: PARADISE
P A R ADTI S & P A RADTI SEPARAD
14 117 2 712201015 318 4 813211116 519 6 ¢
R EGRETCEHEANGETINWNSYSsSTEWUMS

Cryptogram; ERNET MEISH YTNRA SGGEC S,

E. Myszkowsky, and advertised by its inventor as non-decryptable. The key-word
here is repeated often enough to furnish one key-letter for each text-letter, nulls
being added, when necessary, to prevent the complete unit which would result if
key-word and text were allowed to end at the same point. This long series of key-
letters is then treated as a single word, and is converted to a numerical key in the
usual way, all 4’s receiving the first numbers, all B’s the next numbers, and so on.
The message of the figure is very short: REGRET CHANGE IN SYSTEMS.
Try enciphering this in the ordinary columnar transposition, using first the key-
word CURTAIN, which contamis no repeated letters, and afterward the key-word
PARADISE, which has a repeated letter 4. In the second case, what happens to
the two columns belonging to the 4-numbers? Suspecting a Myszkowsky encipher-
ment, how could you go about unscrambling the two? Suppose there were three?

Fig. 47 plays another variation on the columnar theme. This cipher, originated
by a member of the dAmerican Cryptogram Association, follows the rules of colum-
nar transposition in all respects except that pairs alternate throughout with single
letters (The text is: CHIEF WANTS YOU TO INTERVIEW SMITH). Can
you pick out at a glance the really vuinerable feature of this cipher, and formulate
a special method for its solution?

Figure 47
The "AMSCO"™ Cipher (A.M,Scott)

R A C K E T
5 1 2

4
CH I EF W AN T
s Y0 Uy e I XNT
ER V IE W sM I
T KX

order for taking off:

1 Yo v &x / EF U IE /...

Cryptogras: 1 YOovHE XEFUI.....
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29, Ry ¥EMO. (A military moasaage).

AoTO1 MNEHTC TOTLI IAWGE LPRVL RIIRI UADEO
WLRRR LCMEO NPEPT AVTSO HOEEN LSNPS SBYTS
LROPD RGETS STSYA WNE,

30, By PICCOLA. (Hostilities?)

TaAaMLR ITEDW EEDBH MNPWOS WRSHC NOIED ORILTY
csTUI WAARC DHHDA IETPT RLROW ASEET AKFPW
CMATX EXKAHD PILBO FHWGI NHAKS FSSAA AHEHN
DHEEH

31, By AMSCO. (The "AMSCO™ Cipher).

NWLEL NTLCS LWDLY LNSOO IDFIN RUCHA LMNDCHB
SIDEA ITETI KSTBE EOUTJ ATILI ACORE AYEEG AoO,

3z. By PICCOLA. (Can you recover this nice long keyword from the numbere?)

YXIET NTHHE XIAEN UBARKE EWSCS ITIHTRL HNENEA
XIE0OB OLIEE ANCIF TINAH SKANI DLGSO EEITT
SWHLL EUADHKHK FSHAB EOENO ANOSC PHSNO DHTXR

MAREA.

33, Oy PICCOLE, (An easy Mystkowski, Probeble words: SOLVE, CIPHER, COLIMN),

VINSC FEAEO OHSEF HLHEU NSTNEG LISLC TIAESH
RHSIR ERMTS ETEPD TOIXNM RBRTTHT TLRUB B,

24, By PICCOLA. (Nothing like a bit of "philoscphy” - oyeah?)

ELOSW EAHXP NNTRN HLWIE GEIGE AEQAG LEARR

QLONR ESQLO RNXAR SPXSE EAZIP AGLRE PRYMT
HUKSE IXXAY |

35. By PICCOLA. (Yot so emsy; still, 1t's just another colummar).

HROTE TETER IWEOT TDAOD XGDTC ERAIW OSYNH
TRHTW,



CHAPTER VII

GENERAL METHODS — MULTIPLE ANAGRAMMING, ETC.

In the past few chapters, we have been looking at all of the general methods for
decryptment of transpositions. We have seen the use of factoring, which deter-
mines, for the geometric cipher, what key-lengths are possible, and, for the irregular
one, what key-lengths are not, Vowel-distribution has enabled us, in some cases,
to determine the length of major units, or has assisted in the restoration of minor
units to their original intact groups. Anagramming has been seen throughout: the
matching of letters and columns with or without the application of language sta-
tistics.

So far, we have been materially assisted by advance knowledge as to what the
cipher is. Where the type is unknown, and cannot be promptly identified, and as-
suming, of course, that the decryptor has no probable words, transpositions, taken
as a whole, present confusing problems in the very multiplicity of their possibili-
ties. General Givierge, in his Cours de cryptographic, remarks of this case that
novices, as a rule, display a tendency to recoil from the cryptogram as if uncertain
* which end to pick it up by.” He adds that the best advice he can give is to pick
it up somewhere and do something, rather than be satisfied to sit all day long and
admire the cryptogram!

As to how a type may sometimes be identified, the difference between the regu-
lar and irregular types is ordinarily suggested by the number of letters contained
in the cryptograms. Irregular types, intended for practical purposes, are nearly
always seen in complete five-letter groups, where the geometric cipher usually re-
sults in a broken group at the end of its cryptogram, This, of course, is never man-
datory upon the encipherer; it merely happens because the only persons making
use of such ciphers are those who do not realize the advisability of doing otherwise.

Among the irregular types, a columnar formation can usually be spotted by the
“bunching ” of vowels at intervals throughout the cryptogram. Then. too, we are
still to see those cases in which the exact type of the ciplier may not become ap-
parent until after solution is well started.

It is usually well, when a new system is encountered, to analyze it and find out
what the transposition finally does to the letters, This can be done by preparing
actual cryptograms in which the plaintext letters are serially numbered; or, if the
question of vowel-distribution is not involved, by using the serial numbers ~:ithout
the letters, as suggested in a previous chapter. Many ciphers, of course, will not
require even this amount of analysis, even though their type, accurately speaking,
is irregular. For example, the one shown as Fig. 48, whether or not its rectangle
is to be completed, is merely another roufe, so that once having seen it, we might
try to follow this route again. But the student who cares to give this cipher his
careful consideration must notice that its longer cryptograms would be full of re-
versed plaintext segments; that these would grow longer and longer with a constant
rate of increase, and would always alternate with incoherent segments which, in
their turn, would grow shorter and shorter; a i 1
set up as columns, would show plaintext.

The complete-unit cipher, generally speaking, can hardly present any real com-
plexities. Consider, for instance, the fellowing variation on a Nihilist encipher-
ment, which was proposed by Geo. C. Lamb, the author of Chapter X: The key-
icngth, to begin with, must be divisible by 3, but this is not used for wnting-in.

wrante 1§
11
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The plaintext is written into its block, not in straight order, but following a route
which begins in the upper left corner and goes forward for the first three letters,
drops down to the second line and ruus bickward for the next three letters, drops
to the third line to run forward for another three, and so on back and forth until
the first three columns have been filled with trigrams written alternately forward
and backward. It then moves over to the second three columns, beginning this
time at the bottom and * snaking ” upward to the top, For the third three columns
it moves downward again, and so on until the square block has heen filled. After
this very devious primary transposition, the unit is taken off by means of the key,
on the Nihilist principle of transposing both columns and rows with the same key.

We believe that the resulting cryptogram could prove puzzling to any crypt-
analyst who has met the cipher for the first time. It is true that he bas, in the
original square, a large number of intact minor units, provided he can restore them.

Figure 48
Cipher Requiring Little Analysis

Plairtaxt: THIS WOULD SEEM T¢ BE..o

Cryptogram: THWSE S I OEsees

But these units are very tiny, and the several of them which stand on any one row
are not continuous among themselves; thus his vowel-distribution, while approxi-
mately normal, would probably not satisfy his expectations. If, however, having
failed to find a more satisfactery block arrangement, he attempts to match columns
(it being remembered that he is accustomed to reading in all sorts of directions in
order to discover plaintext fragments), he will most certainly discover the trigrams
and trace their route. Afterward, however, baving met and analyzed the cipher, it
would probably occur to him to look for exactly this complexity whenever he dis-
covers that he is dealing with a square whose key-length is divisible by 3. We have
mentioned before the assistance which may be had from the mere knowledge that a
certain mcthod exists,

Complete-unit ciphers, of course, may be troublesome, but their complexities
are necessarily confined to one small area. An irregular cipher, on the other hand,
usually involves the ~ntire text, and its complexities may be real. In this class we
occasionally find ciphers in which a single cryptogram is impossible to break; and
we find others in which the eventual solution of one cryptogram will not instan-
taneously provide the key to another enciphered exactly like it. Such ciphers are
well worth analyzing, for surely, somewhere, they have their weaknesses; and most
certainly any two cryptograms enciphered exactly alike should he decipherahle with
the same key.

The cipher shown in Fig. 49 is of the double-columnar type known in this coun-
try as the “ United States Army ” double transposition, and has, in fact, been au-
thorized for use, under suitable conditions, in the military service of more than one
country. As may be seen from the figure, this cipher is, in all respects, the colum-
nar transposition of the preceding chapter accomplished twice in succession on the
same text (decipherment heing, as usual, the reversal of the encipherment process).
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The same rules apply here, as in the single columnar transposition, to the use of
nulls, and to the advisability of avoiding the key-length which is a multiple of s,
It goes without saying that the block should never, under any circumstances, be al-
Jowed to work out as a square; this, in substance, would be the block unit of the
Nihilist cipher. While the figure shows a primary cryptogram, taken off from the
upper block, this, in practice, is never actually done. The columns of the upper
block are always transferred direct to the rows of the lower one, and only the col-
umns of the lower block are taken off as an actual cryptogram. In preparing this
cryptogram, both blocks should be laid out at the same time; otherwise, there is
danger that the operator may apply the first transposition and forget the second,

Figure 49
The "United States Army" Doudle Transvosition

1st Encipherment

P AR ADTI S E
8 1 7 2 3 5 8 4
REG RE T C H Primary Cryptogran
A NG EINS S Y
$§ T E M S X X X (Not usually
X “taken off)
2d Encipherment ENT. REH. EIS, M,
P ARADTISE TRX, RASX, GGE, CSX,
6 1 7 2 3 5 8 4
E NN TZREWMEII
S EY X TUNXR
A 8 X G G E C 38 Final Cryptogra=a:
X
NASRX,0ETGI, RSMNE,ESAXT, YXEXC,

thus sending out a simple columnar transposition which carries the key to all of
his other cryptograms. This cipher, as may be seen, has its points. Yet it will
have been noticed that its use for military purposes was not authorized without
restrictions.

The special hazards of military correspondence have already been mentioned:
the huge volume of interceptable cryptograms; the ever-present knowledge as to
probable subject-matter and more-than-probable words, including numbers and
dates; the personal habits of individual operators; above all, the fact that much
of the enciphering is necessarily done by operators who are not, in the first place,
trained for their work, and who, very often, must perform this work rapidly under
conditions which are far from conducive to clear thinking. These, however, are

chiefly the hazards of the firing line. Back of the lines, where hazards are reduced,
there may be a chance that a cryptogram will not be intercepted at all, It becomes
possible, for many purposes, to make use of a cipher in which a single cryptogram,
though probably read in the end, will resist the decryptor for the necessary length
of time, several hours or several days. The double columnar transposition can be
very resistant, especially when the key is long and the columns short, and can be
made even more complicated by carrying it through still a third block, perhaps using
a different key with each new block.

Why, then, would it nct be possible to use such a cipher for general communi-
cation? To this, there are two answers. For transposition cipher, taken as a
whole, has two very serious drawbacks.
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First, a transposition, in order to be a good one, must be a transposition of the
whole text, and not a series of short individual transpositions. Thus, it becomes
possible that an error, either in the encipherment or in the transinission, will not
e conlined to one simall area, but will garble the whole message. In this way, we
have not only the delay during wihich the legitimate decipherer is attempting to
decrypt his own message, but, shonld he fail, the danger which lies in having it
repeates).  The decryptor who has been provided with both the correct and the
incorrect version of & same cryptogram, is often able to figure out both the system
and the key.

The other drawback is the danger which lies in the fact of so very many crypto-
grams. These, originating at many different sources, and all enciphered with the
sume key, will invariably include many of identically the same length. The nature
of transposition cipher makes it inevitable that when any two texts of exactly the
same length are euciphered with the same key, they will follow exactly the same
route. The first letter in both messages will be transferred to exactly the same serial
position in both cryptogr'tms, the second letter in both will be transferred to an-
other same serial pumuuu and so on. If we are able to match LOTYf‘Cuy any two or
three letters in one of the cryptograms, the two or three corresponding letters of the
other cryptogram will also be correctly matched and will serve as a check. This
being the case, any two or more cryptograms which are found to have the same
length can be written one below another so as to place corresponding letters in the
form of columns, and the problem is reduced to one of geometric columnar trans-
position,

With ciphers of the complete-unit type, the same thing can be done having sev-
eral of the major units. We have, say, a single cryptogram accomplished with a
Fleissner grille, and taken off by spirals. It may be that nulls were added in the
final group, or at the beginning, or the final unit may have been left incomplete (by
blanking out the unwanted portion of the final grille-block). In spite of these pos-
sibilities, the unit-length, known to be a square based on an even number, can be
determmed ~— or asszmwd ——and the placing of the several units one below another
provides columns made up of corresponding letters, Tt is even possible, at times, to
apply this process, with suitable modifications, to several cryptograms whose length
is only approximately the same. It has been done, for instance, with cryptograms
frorn Sacco’s indefinite grille, mentioned in Chapter 777 (General Sacco himself has
explained the modifications), Such a process is ordinarily referred to as multiple
anagranming, and we have already seen, in the case of the grille, how it may be mod-
ified so as to take full advantage of any inherent weaknesses when the cipher is
known,

For discussion of the general case, suppose that we have intercepted a number
of cryptograms (seen, by their letter-frequencies, to be transpositions), and that
among these we have been able to find five in which the length is 25 letters. Since
all of these have been coming from the same two stations, and within a compara-

fl\ .:\]u ehinrt nprind nf # enprae ponnannabla [ 'S FP least a vt iAm

iVl L pbuuu (Jl Lllllb, iL Dbbllls lbﬂDUlldU“u I.U DljppUbL Lllﬂl. ﬂL ICdal pUlLlUu
of t1e'n have been enciphered with the same key, and, upon this assumption, we
have written the five cryptograms one below another so as to set up the 23 columns
shown in Fig. so0. We wish now to rearrange the 25 columns in such a way as to
bring out plaintext on every row, or, failing that, on some of the rows. Once the
set-up has been prepared, we may arrive at our goal by any road that suits our fancy.
The majority of solvers will simply cut the columns apart and start matching strips
at random; and this, probably, is a good enough method, especially when columns
are so short. The writer, personally, prefers to leave the set-up intact, at any rate
until solution is well started, trying out in pencil the various possible column-com-



GENERAL METHODS — MULTIPLE ANAGRAMMING, ETC, 57

binations, and circling out accepted columns from the set-up in the same way in
which segments were circled out of cryptograms in the preceding chapter,

Figurc 50

A geriss of five cryptoprems preparad ag enlurmnp:

1 2 3 4 5 6 7 9 10 11 12 13 14 15 16 17 18 19 20 21 22 25 24 25
¢ DD XCAARTUHILOTIIKAOEU RTTILS SN AWUNO
D AT TE UL OCWATI U XODNTUYMTIKEMOTETY O
3 T OATTTUTOTCTF LI Y EKEXNETIUOSUGBTF Y Y
T AR OT ORETIULDNAOHKRTIODMYNMD S R J Y S
W E K L ¥ C HT S ,T & I E G E I H O O PUDTDN A O

For those who like method, we repeat a suggestion which has already been
made: Many columns dre usually present in such a set-up which contain more than
one of the * clue-letters,” as here, for instance, column 14 is practically made up of
them. Such a column makes a good point of beginning, since we may search the
set-up, not for some single letter,-but for a pattern made up of several. For column
14, specifically, we might examine the top row of letters, pausing whenever we come
to one of those letters frequently preceding K, and examining the rest of its column
to find out what letter would have to precede & on the fourth row. We may falil
with the first such column, but not with all,

Another particularly good method, and one which might work in the present case
in spite of the very brief columns, is that of finding the particular column which
contains the first letters of all the messages. Well over half of the initials used in
the language will be found in the group 7 A O SW C I H B D, and with a frequency
in somewhat that order. Any column made up entirely of these particular letters
may be the one which begins the messages; and when this can be found, it pays to
remember that a vowel is practically always present among the first three letters of
each message,

As to finding the end-segment, it seems that this would be of little value except
in those cases where final groups are not completed. However, the letter £ has a.
great fondness for final positions, with terminals restricted largely to the group
ESTDNRY O; and it is also true that many encipherers make a habit of com-
pleting their final groups with such letters as X and Q.

Aside from the general case, each individual case carries clues of its own, and
the finding of these must depend upon the detective ability (or experience) of the
decryptor. Here, for instance, we find that the letter X has appeared three times
in only 125 lettcrs of text. This letter, normally, has one of the lowest frequencies
in the language, and often is not found at all in 125 letters of text. Finding it three
times, then, rather suggests the presence of some one word, a word so important
to the subject-matter that it has been used in three different messages.

When considering the letter A, the first combination which comes to mind is a
digram CK preceded by a vowel; and the letter C, also, is not a letter which we ex-
pect to find in confusing numbers, When an examination of the set-up shows that,
for each of the K'’s, there is » C present on the same row, we are inclined to accept
the hypothesis of a repeated word, In practice, we should pick out the three col-
umns containing K, place beside each one a column which will set the digram CK
together, and build on all three combinations simultaneously to the point at which
the supposed word apprars or is proved non-exlstent.  Following out only one of
these, let us consider column 14, where K is on the top row. On this row we find
that C has appeared twice. Both of the C’s are tried with K, as shown in Fig. 51,
wo find that both combinations will provide acceptable digrams, but there is little
doubt as to which we would select. Combination 1-14 is merely acceptable, while
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combination 5-14 provides a vy accurate description of the column which would
fit best on its left. Tliere should he 1 vowel on the top row, to precede CK, and
another on the boltom row, to precede NG. After that, perhaps another vowel
should be found on the fourth row, 1o precede TH, or perhaps, in this case, an S,
since the list of [requent trigrams indludes a sequence ST77; and, finally, something
suitable to precede TF, which appeai+ to be a syllable, but may belong to two dif-
ferent words, The five coluimns which will meet tliese requirements have been
Firure 51 added i1 Fig, 52, 1. this ligure, two conibinations may be discarded,
because of trigran« A I'V and ¥TY. The others appear acceptable.

1-14 2234 At this point, however, the sequence XTV of combination 16-5-14
begins to draw .ttention because of its very few possibilities

(4]

CK c AR

DD E S (SIXTY, NEN'T VEAR, ctc,), making it likely that one of these
3 Y TY will quickly sclect or discard the entire combination. For building
£ g £ g SIXTY, row 3 of the sct-up contains two /'s and one S. The two

I's, columns 13 ard 19, when inspected visually, are found to bring
out, on the top row, the two sequences /O C K and T O C K, while the S, column
21, brings out, on the top row, ancther S, which would extend these, respectively,
toread S7 ) CK and S 7 0 ¢ A, the latter surely the more acceptable, The re-
sults of these additions, with sutvrquent development, can be examined in Fig. 53.
The completion of the word SINTY bas brought out also: STOCK, MITED,
SMUTH, DOING. The preseuce of the word STOCK suggests extending the se-

Fioure 52

12-%-14 13.4-14 15-5-14 16-5-14 25-5-14
oz?r 1CK ACK OCK o0CK
Ur e xkp ¥ED TED OED
LTy 1tTY EKTY XTY YTY
ATH o0tTE RTH ITH STH
1% KNG ENG ING ONG

Quence M1t read LIMITED, and the addition of two more columns on the
!c,ft bringy cut wanlier A, stegesting another appearance of the word STOCK.
The chances wie 130 we bave lready been building on this other word STOCK,
but if not, we vy iy bt ir o Lo the point shown in the figure, where the top row
suggests RAILROAD ~ TG K. the third row, FIFTY TO SIXTY, and the second

may or may nol sugee-t MLNICO. Thus we are well on our way to solution, and
Figurs 63
11 678 6 3211916 514
L L ¢ ADSTOTC K
¢ oL 1T M I T E D
y T YT O0OS I X T VY
« I $ 0O R S M I T H
* T 0O C KD OTIUNGC
have not once had recourse to a I()ng nrepared hist of nrabhahla warde s dinteinn rooi-
1 4 F o id ddndW R ‘JIUIJ“IJI\, LAAS S S P e unulobvlb, ’Ué’

t_ent, ba“““"f’» attack, advance report, forward, artillery, ammunition, communica-
ioni e"em}’, Slgﬂal, r('lru‘:lf, tr”ﬁpjl and S0 On‘

Naturally, there are times when the matching of the columns, for one reason or

?I’,O,ther: Proves troublesome  Weare thrown off by errors, by the presence of nulls,
lﬂltlals: :'abbrcviations. etc.. or by the encipherer’s use of cover-up devices, such as
”“’; writing of FH instead of TH. Or we find that the handling of many paper
Strips, caused by messace leiscth, is awkward and confusing, But if, in the eyes
of the decryptor, there is any Road reason for finding out the contents of such mes-
sages, he can always succeed. even with only two letters per column,

So far, nothing has been said about helping ourselves to the serial numbers of
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the columns, which, during the rearrangement of letters, are automatically form-
ing in a certain sequence across the top of the set-up. Regardless of the cipher, it
can do no harm to examine these, and find out what iniormation, if any, they are
able to give. In some cases, they will provide us with both the system and its key,
enabling us to throw away the strips and start deciphering. Suppose, for instance,
we have correctly matched sixteen columns, and find their numbers in the follow-
ing order: 31-10-24-37-17-3-32-11-25-38-18-4-33-12-26-39. A careful examination
shows that the nunibers are running in sets of six. After the first six are passed, the
next six have repeated them with an increase of 1, and another six appear to be
forming up which will repeat them with an increase of 2. We may verify this by
finding the columns which have numbers 19-5-34-13, etc., and, if the set-up con-
tinues to show plaintext, we know that we are dealing with a simple columnar trans-
position. Notice that if the above series were marked into segments of six numbers
each, and the segments placed one below another, we should have six columns, cach
one made up of numbers which are consecutive. Thus, we may sometimes learn
from a series of numbers; (1) the system which is straight columnar transposition
(;} the ke;«lengm which is u and \'j} the Key uauf whic h, memg the six numbers
according to size, is 5-2-4-6-3-1, possibly with the wrong numbers coming first,
though it happens that in this case they do not. This is our old friend SCOTIA,
used gn forty numbers, in case the student cares to verify it, ,

The trail of the columns is not so plain where a second transposition has done
something to the first. But it is still present; the most complex of ciphers has
method of some kind, provided we can find it. Consider, for instance, the series of
numbers, 11-8-25-6-3-21-19-16-5-14, which has been forming in Fig. 53. Examina-
tion here shows pairs of consecutive numbers, 11-8, 6-3, and 19-16, all having the
same numerical difference of 3; that is, the plan of our present encipherment, what-
ever it is, has, on three separate occasions, caused some plaintext digram to appear
in the cryptogram reversed, and with its letters three positions apart. Irrespective
of the type of transposition, this constant numerical difierence of 3 might be found
again; perhaps we can set some two columns together correctly simply by repro-
ducing this numerical difference in the two column-numbers. A glance ahead at the
next figure will show that we actually could, by setting together columns 12-g or
columns 20-17. Where we cannot discover a repeated numerical difference, perhaps
we can discover a progressing difference, or some other signs of regularity.,

Now, returning to the particular case, let us pass on to Fig. 54, in which the
matching of the 25 columns has finally been completed, and make a careful com-
parison between the two numerical series 12-9-10-15 and 20-17-18-23. ~ What can
these represent but the fragments of four columns, belonging to a first encipherment
block, which have been laid down along the rows of a second encipherment block,
and taken out in slices? And since the lineal distance apart of any pair of num-
bers, as 12 and 20, is scen from the figure to be six positions, it would be possible, by
writing the series of numbers in lines of six numbers each, to place each pair of

correennndine numhbare in a cama ealitimn The fro.l ncna”v is not so u.n‘?P but
MVLLLOPVIIGGI S MWL UCLS i a oal{le LUauliin. LU lidli, u>uaii 190 =09

there is little doubt here that we have been dealing w1th a case of double co]umnar
transposition in which the key-length of the original block was 6. We shall come
back to this in a moment,

Suppose, now, we give our attention to the various series of numbers which ap-
pear in Fig, 54, aud make sure that we understand what they are. The numbers run-
ning across the tops of the columns were, originally, the serial numbers of crypto-
gram letters (or columns)., When we restored these letters to their plaintext order,
we disarranged their serial numbers, causing these to come out in the order 1-7-24-
22-12-9, etc. ‘This series, then, is made up of cryptogram serial numbers. But it is
also a key, since it shows us exactly the order in which we might fake of a plaintext
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in order to form a cryptogram. It is a key of the Myszkowsky type, according to
which every letter in the text has its tadividual key-number, as we saw in Fig. 46
(imagine that encipherment accomplished twice in succession), . We do not desire,
however, to take off plaintext, And, to use this same key ou a cryptogram, we
should llave to use it in the wrting-in manner; that is, first lay out the series of
lzey-numbers, and then, taking the cryptogram letters in their 1-2-3 order, place
them, one by one, below their key-numbers. But once the plaintext has been re-
stored, the plaintext letters (or columns) may also have sertul numbers, and these
new serial numbers, in the figure, have been added at the bottoms of the columns.
Should we now restore these columnns to the order in which we found them, that s,
to their cryptogran order, each column taking with it its new serial number, we
should find, running across the bottom of the set-up, another mixed series of num-

Figura 84
The Columns of Flgure 50, After Sclution by Nultinlo Ansgramming:

s 21
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(44

1
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7 242212 91

2201718231311 825 6 1916 5 14
C A XN OTUHADNDTLETRAITLIPROADSTOTCEK
D OY OUWADNTANTYMTYETZXKXTICOTLTIMTITESHD
BUYBLOCI KA ATONETFTITFTYTOSTIIXTSZY
T R YRAIULROUADONUJOUNES SO ORSTIHETITE
W HATISTETLETPHOONEST STOCTE KT DTOTINDG
1 2 3 4 5 6 7 8 910111213 14 15 16 17 18 19 20 2} 22 23 24 25

(Plaintext serial numbers, added at bottoms of coluuns)

(Appearance of the plaintext serial numbers, if the above columna should
be restored to their oryptogram order)
11020 92415 217 6 716 51525 823 1213 221121 414 3 18

bers in the order 1-10-20-9-24. etc., which is a different order from that of the cryp-
togram numbers, and this new series is made up of plaintext serial numbers. This
is the other key, having the same relationship to the first as that explained in con-
nection with the short Nihilist key. Applicd to the plaintext, it would have to be
used in the weriting-in mauner; used on the cryptogram, it serves for faking-of.
Thus we are able to recover from our reconstructed plaintext two long keys, either
one of which will serve to decipher additional cryptograms, but only on condition
that these new cryptograms contain exactly 25 letters.

If, then, we hope to decipher cryptograms of other lengths, which originally were
enciphered with enactly the same Key as our present five, it is still necessary that
we take one or the other of these long Myszkowsky-type keys and reduce it to the
short columnar form. The thcorv on which this is done should not be at all dif-

|1f‘11‘f ta indarcrand IF 3t e Liant mnrl that lath of lansa Trave ava or‘fllonit
Ll LY ul‘-\l‘.'l cLallll J1 L WO I\LFL lll ll]ll.l.u LlltiL LuLll Ui Uul ‘Ulls ALYS dlblb aviudt

the serial numbers of letters, and that each individual serial number accompanied lts
letter throughout the encipherment process. This will explain any references which
are made to FIRST and SECOND encipherment blocks, with their respective col-
umns and rows. Whichever of the long kevs we decide to reduce, our first objec-
tive, always. is that of determining the length of the shorter key; after that we re-
store its order.

The first process, summed up in Fig. 33, was originally published, so far as the
writer knows, by M. E. Ohaver, and makes use of the cryptogram numbers which
were the first series obtained. The discovery of the shorter key-length is made by
searching the set-up for some numerical difference (between any two numbers what-
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ever) which is repeated by corresponding pairs of numbers at some regular interval.
IPor convenience in making the scarch, Qhaver suggests that the mixed cryptogram
numbers be written, with uniform spacing, on two strips of paper, in one case re-
peated.  One strip can then be moved along beside the other so as te place pairs of
numbers in actual contact. It is immaterial what numerical difference is used; the

Firure 55

Findlnz the Or{g}nal Short Key from the CRYPTOGRAM Serisl Numbers -~ M.E,QHAVER

Finding the key-length:

1 7242212 91015 4 220171823131 825 6 3211916 5 14,
1] 7T 242212 91015 4 2201718231311 82 6 3211916 5114 1 7

X o+ s+ o+ s & X (Repeat series)

A difference of 1 occurs egain at the interval 6. The two
sories 9-17 and 10-18 are fragments of columns from the first

enciphoruent block. The key-length necessary for placing

either pair in a same column is 6.

Replacing cryptogrem numbers in firat encipherment blosk:

(hs PLAINTEXT)... 1 7 24 22 12 9§
10 15 4 2 20 17
18 23 13 11 8 25
6 3 21 19 16 5
14

COLUMNS of the FIRST encipherment block are converted to ROWS of the SECOND:

(a) (v) (e)
11018 6 14 11018 614 22 l-3-5-2-4-6
2221 19/71523 3 21119 715 23 '
12 20 -8 16 312 20 8 16 24 1 10 6
24 41321/95 1725 5 41321 91725 2 . 7
& 3 8
4 9
5
At (a) the columns of the first block are (T C S ¥ 0 §)
erronged so as to make the cryptogram numbers At (c) the order is
run conseoutively in each of the new columns. showm in which the coluzms
At (b) this block has bsen adjusted, so as of (b) would be taken off.
to form six coluwmns. This order is the KEY.

difference 1 pointed out in the figure seemed a little more visible than others. This
difference 1 has been noted belween the numbers ¢ and 1o, and the next difference 1
has been found six positions away between the numbers 17 and 18, but is not found
again between the numbers 25 and 6, which stand at the next interval of six posi-
tions. This may be a clue, but it is not what we had hoped to find. The clue is
strengthened, however, by the observation that a difference of 3 occurs just at the
rnght of the original difierence 1, and is also repeated at the lineal interval 6.

To find a good clear example, using the strips as they stand, let us go back to-
wrd the left, and look for a difference 2. We find it first between the numbers 24
and 22; exactly six positions away, we find it again between the numbers 4 and 2;
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et six positions, qncl we find it bctween‘thc numbers 13 and 11; still another
Cixpeations, ad we .[m(] it for tlie fourth time between the numbers 21 and 19.
s we have two series of numbers, 24-4-13-21 and 22-2-11-19, which run parallel
to e h other with their munbers always separated by interval 6. Scquences of this
Lind Cane from the columns of ¢ first encipherment block, and can all be placed back
i1y thiesy columns by re-writing the mixed cryptogram numbers in lines of six sum-
bers ek, Sometimes we find such columns broken to bits, as would be the case
i we continue moving the strip until we have completely exhausted the possi-
i}im“.g for dilierence 13 and we never find thewn complete, since these columns of the
first encipherment block were taken out in irregular order and written continuously
apon the rows of a second encipherment block, and after that were sliced through
in the taking out of columns from the second block. We found traces of them once
bofore, where a difference of 8 was found throughout four consecutive pairs of
numbers 12-20, 9-17, 10-18, 15-23, always at an interval of 6 positions.

The kev-length, then, is 6, and the cryptogram numbers (in their plaintext or-
Jder) if written into a block of that width, will reproduce the first encipherment
block. [Prom this, we wish to carry the numbers, column by column, into their
second encipherment block, from which they may then be taken out, again by col-
wnns, in such a way as to bring them back to their cryptogram order 1-2-3. If this
is to happen, the numbers must run consecutively in the new columns, and the num-
ber t nust be on the top line. We select, then, from the restored plaintext block,
tlie column which contains the number 1, then the column containing the number
2, and so on, writing these columns horizontally on the rows of the new block, in
such an order as to make the numbers consccutive in every column. This may or
may bt require the adjustments indicated in the figure at (a) and (b). When
bleck (b) is completely adjusted, the order in which it would be necessary to take
its columns so as to produce the cryptogram numbers in their original 1-2-3 se-
quence, is the order of the original short key. Our key-word COSMOS, incidentally,
couid have been better chosen.

Iu Ohaver’s process, we have taken the cryptogram numbers and enciphered
them. By the process of General Givierge, summed up in Fig. 56, we do the op-
posite: we take the plaintext numbers, in their cryptogram order, and decipher
then, so as to bring them back to their correct plaintext order 1-2-3. For learning
the key-length, General Givierge endeavors to find that number which, when added
or subtracted throughout the series of numbers, will most often cause one of its
segments to repeat another, The portions which repeat are the columns, or partial
columns, not from a first encipherment block, but from a second, since the process
here is to follow out a decipherment. In the fizure, the left-hand block (not strictly
necessary) represents the plaintext, written as a cryptogram, and the one on the
right represents it in what is known to have been its first encipherment block. To
develop the second bluck: either take columns from the right-hand block and lay
them on the rows of the central one in such an order that its columns can be taken
out to form the tryptogram; or, write the cryptogram arrangement into the columns
of the central block in such an order that its rows will show the columns of the plain-
text Dlock on the right. The order in which columns must be taken from the right-
hand block to form the central one (or that in which columns must be taken from
the central block to reproduce the cryptogram arrangement) is the order of the
original short key, The condensed presentation here is also drawn from the writings
of M. K. Ohaver. General Givierge, who seems first to have published the method,
was chictly concerned with exposing the possibilities of analysis, as applied to num-
bers gencerally, and explains to us the reason of the increase 6 which betrays the key-
fength in the plaintext series of numbers, The width of the original block being 6,
each number is larger by 6 than the one just above it, making every one of the
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columns an arithmetical progression in which the constant difference is 6. These col-
umns, still retaining their regular increase of 6, are laid down on the rows of a sec-
ond block, and, for at least a portion of their length, sonie two or more of them al-
ways continue parallel, with progressions of 6 running side by side. Thus the taking
out of columns from the second block will, at times, select one eack from two or

Fipure 56
Finding the Oripginsl Short Key from the PLAINTEXT Serial MNumbers - GIVIERGE

To find the key-length: Try adding {or subtracting) possible

key-lencths {4, 5, 6, 7, etc.) to the whole series until some one

of these added numbers causss portions of the serlss to respeat,
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The portions which repeat when the correct key-langth, 6, is added,

are columns, or part-columns, from the SECOND encipherment block,

Plaintext Serial Numbers SECOND FIRST
In - CRYPTOGRAM Order: Encipherment Elock Encipherment Bleck
[ll020 9 1 7131925 4 1 2 3 465 6
24/1% 2 17 10 16 22 2 B 14 7 8 91011 12
6/ 7 16 & 20 511 1723 & 15 14 15 16 17 18
15/25 8 23 9156 21 6 12 18 19 20 21 22 23 24
12/13 22 11 24 25
21/ 4 14 3 18

The ROWS of the CRYPTOGRAM BLOCK, {approximately of column-length), must be
written back inte the CCLUMNS of the SECOND EMCIPHERMENLT BLOCK in such an
order that the RONS of this SECOND encipherment block oould have been taken
off ag & primary cryptogram from the COLUMNS of the FIKST ENCIPHERVENT BLOCK,
extreme right, known to be the original order of the numbers.

The original short KEY cen then be found by observing (in the ceatral block)
the order in which colums have been taken from the right-hand block. That
is, find the small numbers which were on the top row; these are standing in
the order 1, 4, 2, 5, 3, 6 (& writinc-in key), aund the colunng which are
headed by these receive key-numbers in the order 1-3-5-2-4-8.

moye different progressions of 6, and the new columns, throughout some portion of
their Iength, will differ from one another by exactly 6, the original key-length.

We have scen, then, the general case in which the “ enemy ” decryptor, having
several cryptograms of the same length, enciphered with the same key, is able to
use a purely mechanical method in order to restore the plaintext, and afterward,
by observing traces of a known cipler, to extract their key. For the Lolution of sin-
gle cryptograms encipbered in complicated systems, the writer knows of no other
method than straight anagramming, in which the single letters, accompanied by
their serial numbers, are written on individual cardboard squares (or imagined to
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be s0), aud the attempt made to match them up.  Attention has alrcady beean called
to some possibilities which may lie in the serial numbers whenever the sequences or
probible words are twught to be correctly matched.  But with absolutely nothing
known or suspected as to source or subject matter, and with nothing discoverable
from serial numbers or possible routes (and taking it for granted that any accumu-
lation of letters represented in about the nonmnal frequency -proportions can be made
to vield dozens of difierent solutions), it would hardly seem that the decryptor, even
should he find the correct solution, would have a means of distinguishing it from
any other,

For the student who may care to struggle with a case of single anagramming, we
have appended a problem in Fig. 57, together with a means for finding out the solu-

Fizure §7

A Single Cryptogram in Double Columnar Transposition:

LEHDLA ODDHL HEEUI XDFPI UTAER OITQA ETERL

LXK > T T | YT F LT TP ™D TN YT v AT iar oo YT oM oy M A a T oM AT
B A B DR A U U N L1 & L I N LY S VI V) \) I DV FION T RS G « S\ P9

The Sclution, Enciplered by & Mathod Mgntioned in Chapter III:

MTQPINAIENEITHRGEKDUUDLLIRIHBFRTECLOLYNYJ

LASH A AUYDOEELNENDHPDHDEABAQ,

tion and perhaps even the key-word, It has come from the Philadelphia headquar-
ters of a band of revolutionists, and our stool-pigeon tells us that the leaders of
this movement are to be called together for consultation during the coming summer.

The finding of a key-word, after recovery of the numerical key, is not, of course,
necessary to the decipherment of further cryptograms. However, this recovery
will afford us the same convenience whicl it gave to the encipherer; that is, a sim-
ple mnemonic device for reproducing the numbers at will. And to recover the
actual original key-word may, at times, provide some insight into the habits or
mental make-up of the person who sclected 1t, and who may select others like it.
or might, conceivably, make use of this same key-word in some other kind of en-
ciphienment. If the key is short, it is practically always possible to recover more
than one word: but with long keys, we seldom, if ever, recover more than the one
word on which the numbers were actual’y based. In this connection, however, it
must be remembered that key-words are not necessarily taken from any one lan-
guage: thus, their recovery becomes largely a matter of combined information, intu-
ition, guesses, trials, and determination, so that an exact method for accomplishing
it is hard to give. But, presuming that key-numbers have been derived in the usual
way, thiose which are small are, in general, likely to have derived from the earlier
portion of the alphabet, which contains 4, E, I. So long as they increase toward the

2 [E b .Y L Cdab did

right, they may continue to represent a same letter, and when they do, this letter
is usually a vowel. When an increase occurs on the left, the new number has cer-
tainly derived from a new letter, coming later in the alphiabet. Whatever the lan-
guage, then, it is very easy to determine the two extreme alphabetical limits outside
of which no one of the letters can possibly be found.

This can be seen at (a) of Fig, 58. The numbers 1, 2, 3, might all have derived
from A4, but the number 4 cannot have derived from a letter coming earlier in the
alphabet than B. Similarly, the numbers 4, 5, might, by possibility alone, have de-
rived from B; the numbers 6, 7, 8, might all have derived from C, the numbers 9,
10, from D, and, finally, the number 11, from no letter earlier than E, When these
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earliest possible limits have been established for every key-number, and it is seen
that the range is five letters, then the last five letters of the alphabet, V. W,X,V,Z,
may be used to establish the limits at the other end of the alphabet, 1t is seen
now, that the key-number 6, must have derived from some letter between C and X,
inclusive, and similarly with the others, But when we come to the particular case,
it becomes necessary to make asswumptions; for instance, were these numbers de-
rived from a common English word or from a Russian proper name? The person
who selected it, so far as we know. is accustomed to speaking English, and in all
of his past cryptograms we have been able to recover common English words rather
than proper names.: Assuming, then, as at (b) of the same figure, that we are to

Figure 68
(a) Limits: ’ (b) Assunption of English word:
6§ 9 1 411 710 2 35 8 & 6 9 1 411 710 2 3 8 5
¢ DA BECDAATCHEB A A B L E
X Y VW Z XYV VXW FEarcdCE ~ L E
D el
E (New 1imits)

recover his usual common English word, we set down 4 as a possible letter for the
key-numbers 1 and 2. But when we arrive at the number 3, we see that we cannot
assign here a third A, since common English words of this length do not contain a
doubled 4, The earliest letter possible, then, is B, and, upon noting the consecutive
letters AB at this particular point, we think at once of the common English terminal
sequence -ABLE. '

To find whether this is possible, we make sure that the new letters, L E, alpha-
betically considered, do not run contrary to their supposed numbers, 8 5. Then,
having accepted these four lctters as entirely possible and Iikely, we work back to
the missing number, 4, and find, now, that it has new limits; it must have derived
from £, D, or C, and from nothing else, and of these, we are inclined to discard E,
which would give a sequence AE. We then work back to other missing numbers, 6
and 7, and find that these, too, have acquired new limits; they must be found some-
where between F and L, inclusive. A!l numbers which follow § have attained a
new limit in the earlier portion of the alphabet, but not in the latter portion. These
are all shown in (b). At this point, any knowledge at all of English prefixes will
suggest what the first two letters are and will narrow the limits still further. The
student, perthaps, has already guessed the word.

Of the keys which follow, (a) and (b) were derived from FEnglish words, one of
which has been used in the present chapter. The remaining four are derived from
proper names, respectively (¢) German, (d) Italian, (e) Spanish, and (f) French.

(a) 1-9-2-4-11-3-7-8-6-10-5. (b) 2-7-8-3-4-1-6-5-9-10.
{¢) 2-5-11-3-9-13-6-12-8-1-4-7-10. (@) 9-1-10-6-5-2-8-7-4-3.
(e) 2-11-3-6-7-g-1-5-8-4-10. (f) 5-1-4-6-2-3-9-8-7.
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36. Uy TITOGI.

m

(») UOoOYNE ETENA WHTIM CcCICTI JIUSO GNHYF,

(b) YTUIL LEMLE WUAAJ TWONF ORTAK LHTGI
() ROPUL EAEEB AKFTXK 0DTSC ILTTH RYTIK
(4) UMNTS EUOKS IHWTR AHCIO WAOHT YOSSY.
(0) ECERL TADAR MREAO GPOTYM EEAAT NIBSA
(f) REUOCT KNAEH EHHKLY WDELE EEEOM NWSLL.
(¢) ITHLPJ HTTGI YTTAS KERTE ORYTA HENJDS,

(n) ESEFK PE EOLSA MNMEJNS TEOMS LEOTI,

(=2 S
o
.

(1) TENEW HSKI INSGT MOOHT AATHU EUTOBS.
(1N HTPRA HLERE ERETA TLEEH STTTE HBNSBS,

37, By EFSEE,
Sl

() IUEZEGN MOWHX TANOI PDILS FPIAR-
(b) FNEET XIETO MNOTSM GRTRY VGPAC-
(¢} SFUFN ICEQE SCUNR ILTHY JOIPT-
() BTEES NBIHI ETLNX OESNR EIEGT.

38, By SIR ORM, (This has & keyword!)

TASHL ©TCPWE TCI1IHA OTNRA OOHLW DOYIL EOHRL
EVATE AOMNL EVNWI WIEIH SMHEET HHNWOI oOLSVI

IFSS0 WASOT FILEH NMGOF IERAL OCGNN,

39, By DAMONOUAD., (Arnd he calls this a “Kihilist" ?)

AHUSE S$TIHD ISOME ATHIO OHDIO UTTIX MNIESO
FGSNE RWUGT SGYIS LATIT TAANH OGENY LAWEA
LERTHM IWTOE D,

E)J__uﬁ%i@_l_'{. (A military message sent by General Calamity to Major Catastrophe)
TEHAN EMGSL LIWSKE ETTAC KYEIA AEBPS OURPE
MCCEE TUMNRI STERS AFOET ORTDA ERTEVF¥ DINCA
SERET TUOPW ARURE FFOYA EEDFO RDRECHR,

Na, 40 can bo decrypted by the multiplo-anagramming of its units. Afterward,
if you ere unable to reconstruot the system, No. 41 will tell you all,

41. By PICCOLA, (Single block - comploted unit - with columns transposed. The
key to this trensposition may amuse you, provided you can
reconstruct it in lettersy)

AOUUP DMHCAN 10GTR SAAYN KNCAB MNAOA TLECH
QSDOR EEWWD NCEKEE STSHN IETEU HENIF DITYF
UXGIV LTAIP HRCSN RREHBS BMEEA RYTAI UTEWO
PIRSM HOOEV RWFNX SDAHI ETSSU PCNNE ESNFS

EOCOLT UAEAO FTVLT EEOEC.
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42, By TITOGI and PICCOLA., (Goneral inTormation = mothing more).

(a) T HSEW DOXHD HTSEO EHRNE CTOOA GA

R
NOEAOQO SOHUW RTCAU RENTT OMSOC NYNPG SHAPEP
A

NFSNE RTEHE PMAWS MEGIA EAPOR YDTAA SSAFM
IBSRC HECWN EITAT RXEIS OACFA TICEN IRTED
YRTER TSRSE LSTEG PAHRMW, (b) SRERJI AXECA
NEYPK ANDAT SDLIL ASLNT CGEADY EBLYT SCCID
TCSGA MCEEXN WATIE AENHL ABDYA GHCHE GIHO]
LPONP ASEDN TTWES YEFIM LARER HNEDI OTELR
0SITD SSRIS NIRRF SSPEC TREIF BGOMR XSENA
BARN L (¢) AEGYB ATYNS RIDTO OSDNE YEEEO
6NIUU TWSNL HEIIS CGRHW DRRUW EAHET KCTWYV

OEHRHI.

43, By TITOGI. ({Keerful, Si! All ig not gold that glitters).

CTIHEN AIESOC RMFYE ECTHU WISLA EDXRL BERNUM
JITSD ANDOO HTVAT HBTERY OGAUNO ITSAPE MKOESU
RILTE DIEON,ZENRCA FINPO LHOEA GRBXS,

44, By ALII KIOMA. (Nou hoode thawt it uvvim7)

ENWNO TNSEN YUHOI KHNOE WAOTI USSAL BWSPFR
MIEID IHRWN TFNDS BEOTU EYBNO TEWEZ EEDISB

AERY]I PLRNP ZRSMHU TASOI SUSDT DTRNH NOASA PEZ



CIIAPTER VIII

SussTITUTION I'vPES

Substitution cipher presupposes the sclection of a set of symbols which can rep-
rescut the letters or words of messuages., As to what these symbols may be, there is
practically no limit; we mect substitution in our every-day life: the dots and dashes
of the Morse alphabet, the pot-hooks of shorthand, the combinations of Braille, and
so on; and we hear of its use in the sign-language of Indians and Gipsies, or in the
drum-language of the African jungle. These, of course, are not cipher, yet in each
case the plain language has been replaced with symbols. Considering the use of
symbols for cipher purposes, there are doubtless many among us who played, as
children, wilh the alphabet of the ‘“ Masonic " cipher, based upon a design like the
onc used for ticktacktoe. Lord Bacon's alphabet has already been mentioned.
The use of printers’ symbols, and similar characters, can be seen in the works of
Edgar Allan Poe. Charles T of England is said to have used a cipher alphabet in
which letters were represented by a series of dots, placed in certain positions with
refercnce to the line of writing. An endless number of ueer symbols is met with
in fiction, such as the use of the little dancing men by Sir Arthur Conan Doyle.
Cipher alphabets of the nature mentioned do not produce ciphers in any way differ-
ent from those produced by substitution with letters and numbers; as a matter of
fact, the decryptor who must deal with a cryptogram made up of arbitrary signs
usually begins the work by making a substitution of his own, replacing each un-
familiar symbol with some one letter (or number). We will confine our discussion,
then, to thosc characters which are transmissible by Morse.

Substitution ciphers may be classified under four major types, each having its
subdivisions and variations, and its intercombinations with other types:

1. Simple substitution (also called monoalphabetic substitution) makes use of
only one cipher alphabet.

2. Multiple-alphabet substitution (also called double-key substitution, polyal-
phabetic substitution, etc.) makes use of several different cipher alphabets accord-
ing to some agreed plan.

The term “ multisubstitutional ” is sometimes applied to the multiple alphabet
cipher. but more correctly refers to a certain forin of the simple substitution cipher,
in which the single alphabet is so designed as to provide optional substitutes for all
or part of the [etters.

3. Polygram substitiu/on provides a scheme by means of which groups of let-
Lers are replaced integrally with other groups, which may be of letters or of num-

ers,

4. Fractiona! substitution, which requires a certain type of cipher alphabet,
breaks up the substitutes for single letters, and subjects these fractions to further
encipherment. More often than not, the result is a combination cipher, rather than
a purely substitutional one.



CHAPTER IX

SIMPLE SUBSTITUTION — FUNDAMENTALS

Simple substitution is ordinarily defined as a cipher in which each letter of the
alphabet has one fixed substitute, and each cryptogram-symbol represents one
fixed original. When this cipher is used for puzzle purposes, as we find it in our
newspapers and popular magazines, the substitutes (which are invariably letters of
the alphabet) may be chosen at random, and the cryptograins nust follow certain
arbitrary rulings which are designed to make them “ fair”: Word-divisions and
punctuation must follow religiously those of the original text; a certain minimum
of length must be provided; no letter may act as its own substitute; foreign words
are not permissible; and so on. Aside from the observance of such rules, however,
no holds are barred; the constructor of such a cryptogram, totally unconcerned with
the meaning of his plaintext (except that it must have one), sometimes gives his
chief attention to distorting the normal language characteristics in an effort to baf-
fle the analyst, and often will carefully search his dictionary for woras like yclept,
crwth, syzygy, pterodactyl, ichthyomancy, not infrequently producing a plaintext
which is almost as incomprehensible as its corresponding cryptogram. Our study
here will be confined to the simple substitution cipher as applied to normal English
text.

When a substitution key (a pair of alphabets) is being used for cipher purposes,
the letters which make up the cipher alphabet cannot be chosen at random; the kev
must be of such a nature that any one of the several correspondents, desiring to
make use of it, will have it at his disposal. Word-divisions are usually concealed,
or, occasionally, falsified. Punctuation, if used at all, must don the apparel worn
by the rest of the text; no limitations can be placed on length, and no word what-
ever can be barred, where the intention is that of conveying actual messages; and
it is not at all uncommon to find that one or more letters are serving as their own
substitutes,

In discussing keys, we will make some arbitrary rulings of our own, but only in
the interests of clarity. We will assume, for all cases, that the two necessary alpha-
bets are always written horizontally, as several are shown in Fig. 59; that wherever
the two complete alphabets appear, the upper of the pair is always the one in which
plaintext letters must be found, so that the lower one is always the cipher alphabet.
Thus, whenever the two alphabets are written out in full, the substitute for any
given plaintext letter will be the letter standing immediately below it; and the
original of any cipher letter will be the letter standing just above it. Wherever it
seeins advisable to show a distinction, the cipher letters will be expressed as capi-
tals and the plaintext letters will appear in lower case.

Among the oldest cipher alphabets ever used for practical purposes are those of
the type called “ Caesar,” one such alphabet having been used by Julius Caesar,
and another by Octavius. As may be seen at (a) of Fig. s5g, this type of cipher
alphabet is no more than a simple shifting of the normal alphabet to a new point
of beginning. Using this particular example, the word * Caesar ” will be enciphered
as ¥ D HV D U;or, if the word R ¥ # U is found in a cryptogram, it deciphers as
“over.”

At (b) of the same figure, we have a pair of inverse normal alphabets. Here, it
is not necessary to specify that one of the pair is a plaintext alphabet and the other
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a cipher alphabet; whonever a plaintext alphabet is merely reversed and allowed
Lo serve as its own cipher alphabet, the enciplierment becomes reciprocal; that is,
whenover Z is the substitute for A, then A will also be the substitute for Z, and so
for other letters. Thus, we need not write down more than half of the key shown
at (b); and, in any other case of reciprocal alphabets, only enough of it to make
sure that we have all 26 of the letters; after that, we may find them where we please,
both for encipherment and for decnpherment Simple reciprocal alphabets are also
ancient. The one just mentioned, and also the one shown at (c), are both said to
have been used n parts of the Bible. The two inverse alphabets of (b) may, of
course, be skifted with reference to each other; that is, one or the other may be
caused to begin at any desired letter, just as is done with the ordinary alphabet in
deriving one of the ¢ Caesars.” Tt is also possible, as indicated at (d), to divide the

Figurs 59
Some Simple Sudbstitution Keys

(a)
A shiftsd, or "Caesar," alphabet:
Plaintext: abodefghi jk nopqrstuvwxyz
CIPHER: DEFGHIJKLUN Q 5TU W XYZaBcC
(b)
A pair of inverss alphabets:
ABCD JELM PQRSTUVWXYZ
ZYXWVUTSRQPON KJIBGFEDCBA
Other examples of the RECIPROCAL lehabet:
(c) ABCDEFGHIJKLM (e) CULPERABDFGHI
NOPQRSTUVWXYZ ZYXWVTSQONMKYJ
(d) ABCDEFGHIJKLU (r) CULPERABDFGHI
TSRQPONZYXWVU JENNOQSTVWXYZ

normal alphabet inte its two halves, and shift one of the halves; in this case the
encipherment would be reciprocal whether or not the shifted portion runs in re-
verse order. At (¢) and (f), we have mixed (or interverted) alphabets which,
though crude, are more in line with modern practice than those which precede them,
since both of these are based on the key-word CULPEPER.

The usual plan for deriving cipher alphabets from key-words is as follows: Flrst
all repeated occurrences of any same letter, such as the second P and the second E
of the word CULPEPER, are discarded. The unrepeated letters of the key-word,
as CU L P E R, are placed at the beginning of the cipher alphabet, and the rest of the
26 letters are made to follow these, usually in their normal alphabetical order. If
an adequate key-word be chosen, for instance the word UNCOPYRIGHTABLE, a

well-mixed alphabet results: but, in order to have a cipher alphabet which is truly
lnrn]mrpnr and hard for fhn dnrnrnfnr to reconstruct. we mav write thig ]rp:zdv-

safailia LT MUl ¥ LY AL Wy oy [P ge-10]

mixed a]phabet into block form and subJect it to a transposition of some kind. Sev-
eral examples of this may be examined in Fig. 60. In example (a), the repeated
letters of the key-word have merely been discarded, while example (b) retains these
two positions in order to produce more and shorter columns, with three different
lengths, In both cases, the columns of the block have been taken out by descend-
ing verticals to fonn cipher alphabets (a) and (b), but the transposition mzy fol-
low any desired route or other process. Example (c¢) suggests further uses for key-
words. Still another process (not shown) consists in writing the key-numbers above
a block, exactly as in example (c}, and allowing them to govern the lengths o, rows.
In the writing-in of the alphabet, normal or mixed, the first row of letters is made
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to end under key-number 1, the second row under key-number 2, and so on, so that
the completed block contains rows of different Iengths; it may then be taken off by
columns, or otherwise. Numerous other devices exist, but it should be plain from
the foregoing that we have an unlimited field in which to derive well-scrambled
cipher alphabets, so that there is no need whatever for forming one at random and
later being unable to set it up again,

Figure 60
Sorna Methods for Forming a Keyword-Yixed Alphabet -

Keyword: CULPEPER

(a) (b)e (c)
CULPER CULPES=*=+R CULPEPER
ABDFGEH ABDFGHIUJ 184526237
I1JKMNO EMNOQS TV ABCDEFGH
QSTVWNX wWXY2Z IJKL¥NOP
Y2
e VT A OUAUTD ¥adt ~1) \Qr 5 STUVHX
JANT ViMWET Lt T WliUU J e 4 &
(=)
Plaintext: abcde fghi jklnnopgqrstuvrwxysz
CIPHEER: CAIQYUBJSZLDKTPFMVEGEKWEREHKOZX
(b) Plaintext: abcdefghijklmnopgrstuvwxyz
CIPHER: CAXWIUBMXLDNYPFOZEGQESITRJIYV
(c) Plaintext: abcdefghi jklmnnopgrstuvwxys
CIPHER: AIQYEMUGOWCKSDLTFNVEHPXBJIERZ

For the encipherment of substitution cryptograms, the plaintext is first written
out in full with enough space between its lines to allow for the later insertion of
cryptogram-lctters. The correct substitute for each letter is then written below it,
after which, these substitutes are nearly always marked off into five-letter groups,
and the groups are taken off on another sheet to form the finished cryptogram. It is
sometimes recommended that plaintext and cipher letters be written in two differ-

Figure 61
"Running Down the Alohadet”

Cryptogrem: Y
Z
A
B

Plaintext:

ent colors, so as to avoid any risk of taking off portions of plaintext along with a
cryptogram,

For decipherment, the plan is the same, except that the cryptogram is written
first, and the two alphabets of the key exchange their functions. Often, when the
cipher alphabet in use is so incoherent that its letters are not quickly found, the
decipherer will prepare for himself a special decipherment key, in which he places
the letters of his cipher alphabet in straight alphabetical order, and allows the
plaintext alphabet to grow mixed.

In taking up the decryptment of simple substitution, we may dispose summarily
of the Caesar alphabets by pointing to Fig. 61. If we suspect that one of these has
been used, we may verify the suspicion by taking some ten-or-fifteen-letter segment
of the cryptogram, and, with each of its letters as a beginning, extend the ten or
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fifteen alplabets, a few letters at a time, until we come to the line which is purely
plantext. ‘This process iz popularly known as * running down the alplabet,” and
whenever it results in a row of plaintext, we may quickly deterinine the amount
of < <hift.” set up the ciplier alphalet, and start deciphering.

The same thing is true of a pair of inverse normal alphabets which have merely
been shifted with reference to eack other. But in this case, the cryptogram (or
that segment of it which is being investigated), munst first be enciphered in the same
bind of alplabet. To explain this, suppose that our cryptogram fragment is BV X
[ LY JO. If we encipher this with the pair of inverse alphabets which was shown
at (b) of Fig. 59, we obtain a new cryptogram fragment ¥ B P R O B @ L. This
new fragment is now a “ Caesar,” and we may “run it down the alphabet ” until
we hind its plaintext. This particular fragment was done with a pair of inverse nor-
mal alpliabets in which the lower one began at C, i~ :rad of at Z. Most decryptors,
in dealing with any kind of substitution, will mnke these two tests before trying
anything else. When the guess proves correct, a great deal of paper work can be
saved.

Concerning decryptmient in the case of the less simple alphabets, the true vul-
nerability of simple substitution can be seen when the word * battalion,” enciphered
in alphabet (f) of our Fig. 59, becomes TS B B S M Z E P. Since each letter of the
alphabet may have only one substitute, the pattern of -atta- shows up clearly in its
enciphered version -S8BS-. The decryptor knows instantly what kind of pattern
it represents, since the letters S and B can have only one original each. The fre-
quency with which these two letters have been used in his cryptogram will tell him
approximately what their two originals ought to be, and, by making a few trials, he
loses little thme in arriving at a solution. As a matter of fact, a simple monoliteral
substitution, given fewer than a hundred letters of text and no information what-
ever as to source or subject-matter, can be decrypted purely through the frequencies
and other characteristics of its letters; and if, in addition, the original word-divisions
have been preserved, we have the lengths and patterns of these words, plus the
knowledge that individual letters have their favorite positions in words,

The “ Crypt’’ with word-divisions, — Not infrequently, the cryptogram which
retains its word-divisions can be read at sight, without putting pencil to paper, and
this regardless of how short it may be. Again, even though based on normal text,
it will prove more troublesome; and thus, in dealing with this type of simple substi-
tution, we attack each individual example according to what appears at first glance
to he its greatest weakness, The cryptogram shown in Fig. 62, for instance, would
be attacked through its many skort words, probably the simplest of the available
methods.  The words in question are those numbered 3 (RD), 4 (3 D), g (QYR),
1t (RKV), 13 (DF), and 15 (DN). Among the two-letter words, it is noticeable
that every one of these includes a letter D, used indiscriminately as the initial or fi-
nal letter. We do not ueed to know much of cryptanalysis to guess that this let-
ter represents the o found in such words as fo, #o, do, go, of, oit, or. A comparison
of the two three-letter words shows that these, also, have a common letter, R, which
ends one of these words and begins the other, Of all words in English, the com-
monest is the. If RKV be assumed as the, then RD, already thought to contain o,
will check as to, another extremely common word.

Thus we are able to begin work by tentatively assuming that the four cryptogram
letters R, K. V, and D, are the substitutes, respectively, for plaintext letters ¢, I, e,
and 0. These assumptions are tested by actually making the necessary substitutions
directly on the cryptogram, as seen at (a) of Fig. 62. And we may be sure that
titey are correct when we see the r2th word clearly outlined as other. This word
gives a new substitution: cipher letter T evidently represents r, occurring in three
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different words; the actual making of this substitution will cause the 8th word to
<how a very common ending: -tfer.

If we now consider the other three-letter word, the gth of the cryptogram, we
sce that QY R cannot represent any one of the common words nof, got, ont, yet, since
the substitutes for o and e have already been determined. It tnay, however, rep-
resent the common word but, especially if we care to investigate the frequency in
the cryptogram of its first Ietter, 3. This letter has been used only once; and its
assumed original, &, is normally of very low frequency, and, in addition, is known
to have a fondness for initial positions, The assumption of this word as bus gives
us the substitute for #, which appears to be V.

Figure &2
Making Substitutions

(a) 1 2 3 4 5 s 7
FDRJNU HVXXU RD MD SKVSO PJREK ZDYFZJX
ot 8 to o h e th ]
8 9 10 1] 12 13
GSRRVT QYR WNDARWDYFVY REKY DREVT DF
ttoe t o t o 9 t he othe -]
14 15 15 17
SZZDYFR DN NVvVOVTSX SAWVZR,
.} t 0 ] ] ) t

{b) ees D F SZZDYFR D Neao ess2 DYF ZJX,.,
on rRooount of COuUNnNO « &
13 14 15 7

In addition to the points mentioned, it is not unusual to find that short words, by
their very positions with reference to some longer word, will identify a whole se-
quence, as might happen with the sequence shown at (b) of the same figure. Good
examples of this are: as well as, as soon as, in order to, and so on. In this particu-
lar case of (b), we began with only the identified ¢, and immediately were able to
identify ¢; this alone should serve for spotting the whole sequence o account of,
taking into consideration the doubled ¢, Notice what the identification of the word
account will do toward identifying the 7th word.

Among methods which do not seem indicated in the given example, there is a
very fertile field for research in the examination of fermiinal sequences. When two
or more of the affixes -tion, -ing, -, and con- are present in the same text, as they
practically always are, they will serve to identify .one another, and may, in addition,
be cross-compared with many of the short words, as in, on, no, not, into, upon, can.
The prefix sub- may serve to identify the word but. There is a whole group -ment,
-ence, -ance, -ency, -ancy ; another group pre-, re-, -er, de-, -ed, etc.; o1 a good com-
parison in be-, -able, -ible, ctc.

Still a third road to solution, especially popular with those who solve the “ aristo-
crats,” is found in pattern words, that is. words having one or more letters repeated.
The puzzler, examining a dictionary, picpares lists for his permanent use, one
list for each “ pattern'; such a list, for instance, would contain PATTERN, FALL-
ING and all other words in which the third and fourth letters are the same and all
others different, another would contain all words having the pattern STATE, DE-
FER, ROBOT, still another all words of the pattern BANANA, ROCOCO, and so
on. The solver, having thus armed himself in advance, begins work by searching his
cryptogram for words having repeated cipher letters, and attempts to identify these
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from the proper lists. He may provide himsclf, also, with nou-pattern lists, on

which words have given lengths but contain ne repeated letters; and swith * trans-

posat lists ' containing pairs of words (as NIGHT and THHING) which use the same

letters but not in the same order. It is true that sucl lists are troublesome to pre-

pue but thev are extremely effective; !h(‘y will break the most resistant of the
““ arjstocrats ” or the shortest exanmiple of legitimate cipher.

No matter how resistant the cryptogram, all that is really needed is an em‘ry, the
identification of one word, or of three or four Ictters. The e\pcn?mcd solver knows
Flrure 63 well that persistence \\fln _ﬁnd this entry,

—here 22 and trusts largely to instinct and perse-
A Favorite Form of Frequency Count  Verance; the beginner, however, may feel at

Combined ¥ith COWTACT Data a loss for a “system,” and, if so, may,
perhaps, be able to {ind suggestions for one

s, DS 2/4 10 the next few paragraphs.
R W First of all, in any substitution prob-
B lem, therc should be a counting of the
— - — - TD"ATE tha rcrvuntaAacram Ardar ta Hind
c P2 %) 96 i) ill. Lllb \.,IJPLUOILLIJJ IJJ. LU} [V SR PRLY]

out their frequencres. This is called a fre-
p ERMZWWVTIR 5/ quency count,and is usually accomplished
' as follows: The decryptor first lays out the

E normal alphabet — either horizontally or
v Y00 T 5 /6 vertically. He then begins with the first
DZVE X letter of his cryptogram, taking letters one

¢ X 1/2 by one just as he finds them, and for each
(Eti.) time that he finds a letter in his crypto-
gram, he places a tally mark beside that

Concerning the numbers: A has same Jetter as found in his prepared alpha-

bet. The result of such a count, taken on
froquency of 2, and a variety-count the foregoing cryptogram, will be shown
further on, when the same cryptogram ap-
pears again without its word-divisions.
8 varisty-count of only 11, (Yet If the problem seems likely to prove
really difficult, there should also be a con-
tact count; that is, a list showing every
is a vowsll) letter, together with the two which have

flanked it right and left each time it was
used. Such a count is partly shown in Fig. 63. This, like the frequency count, may
be prepared either vertically or horizontally; and, just as in making ready for the
frequency count, an alphabet may be laid out in advance ready to receive the con-
tact letters, taken from the cryptogram as they happen to be found. Specifically:
The letter F comes first in the cryptogram; it has no left-hand contact, but is con-
tacted on the right by D. We find the F of the prepared alphabct anqa place beside

it ite ~aftbacies %X_ D. The sec Tabtor ~f tho ~re ~ oy e s [ Y T oand D
AL ILD LULIVA LD, 1 11C DLLUHU ll,,Ll,Ll Ul uu,, Ll)pLUE,[d[l] lb IJJ j.hl[“'n.LU Uy £ dilud IN.

We find the D of the prepared alphabet, and place beside it its contacts: F-R; and
so on to the end of the cryptogram. Some solvers do not prepare an alphabet in
advance, but simply put down the main letters as they happen to come across them
in the cryptogram, It should be added, too, that the few contacts included in Fig. 63
were taken from the undivided cryptogram. When word-divisions exist, and are
known to be the correct ones, a great many solvers do not include any contacts
which involve two different words, Here, for instance, the second appearance of D
is shown with contacts R-}f. These solvers, knowing that this D stands at the end
of a word, will leave the 3 -contact blank: R-*

It will be noticed from the figure that the contact-count is, in itself, a frequency

of 4. D has a frequency of 10, and

D, with so little varisty of contact
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count; it shows that 4 has been used twice (frequency 2), that B and C have not
been used at all, that D has a frequency of 10, and so on. We may also make it a
variety-count, by noting down beside ecach Ietter the number of different letters
present among its contacts. Ordinarily, the vowels have more variety in their con-
tacts than do the consonants, and take part in more reversals, The uses of contact
data will be examined more closely later on.

Now, giving our attention to English frequencies: No matter what frequency
table we examine, we always find that the letter £ tops the list, with a frequency of
over 12%. Except in telegraphic text, the letter 7' always has the second frequency,
near 10%. After that, the frequency tables will disagree as to whether 4 or Q@
should have the third frequency, or whether 7 should come before NV, or S before R;
but always the some nine letters, £ 74 O ¥ I R S H, will constitute the high.
frequency group of letters. These particular Jecters will make up about 509, of any
English text, and it is almost impossible to prepare one, no matter how short, with-
out using them in about that proportion, though in the shorter texts, Z and D will
sometimes creep up into the high-frequency class, taking the place of #. Following

by hiowh fenaiinansw rratie  wa ol | e [ Yo
LIIC Lligla=l

requendy group, we nna a group of }CLLL‘[:’ Whiﬁh arc ﬁIWB}’S of 1'noa’erafe
frequency ; and a third group made up of low-frequency letters. Since the frequency
tables themselves are not duplicates throughout, we could not expect, even having
a 10,000-letter cryptogram, to make substitutions by simply following the frequency
table and be absolutely sure of coming out with the correct solution, though we
might very nearly do so, and might, to some extent, succeed in doing this with a
cryptogram of 2,000 letters, The * aristocrats,” however, are arbitrarily confined to
lengths which run between 75 and 100 letters. Even without manipulation, a text of
this length will not always show E as a frequent letter, and may, for some reason,
show Z or X with a fairly high frequency. ‘

However, the “ class distinctions ” among the letters are always, to some extent,
dependable. High-frequency letters, moderate-frequency letters, and low-frequency
letters, all tend to be very exclusive. They will exchange frequencies with letters of
their own class, but all three classes are disinclined to welcome outsiders. The vow-
els, also, as we have seen, have their fraternity; if the frequency of E is lowered,
some other vowel, even U and ¥, will insist upon making up the difference, rather
than yield this privilege to a consonant.

The high-frequency group, as mentioned, includes the nine letters ET A O N I R
S H. Even in this exclusive circle, there are cliques-—not ironclad, but clearly
noticeable:

Class 1. The letters T O S appear frequently both as initial letters and as final let-
ters in their own words, with terminal O confined largely to short words. All
three of these are very freely doubled.

Class 11. The letters A I H appear frequently as initial lctters, but far less fre-

quently as finals, especially 4 7. Not one of these is readily doubled.

ss 111, The letters £ N R appear frequently as final letters, but far less fre-

quently as initials. The letter E is very freely doubled; the other two not
so often,

-
vid

The following further observation might be made: When one of these letters
changes its class, the least likely exchange is one occurring between classes /7 and 1117,

Now let us return to the foregoing cryptogram and consider the application of
this information, A frequency count taken on this cryptogram will show that when
its letters are rearranged according to their frequencies, they divide automatically
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into three rather clearly-defined groups, much Iike those of the normal frequency
table. There arc eight letters which outrank the rest, and these, named in the or-
der of decreasing frecpiencies, are: R, 2, V, §, 1, Z, K, X. Presumably, then, most
of these are substitutes for lettersof theclass ET'A O NI R S H, )

If an examination now be made of the terminal letters in the cryptogram, it will
be found that, of the eight considered, the letters R D F have appeared at least
once in both positions. These we may label class (a), as being good material for
the originals ¢, 0, s. It is found that the letters S Z have appeared at least once as
initials, but not at all as finals, These we may lahel class (b), that is, good ma-
terial for the originals e, 1, &, except for a point which will he mentioned in a mo-
ment.  The remaining three letters, V K X are found at least once as finals, but
not at all as initials; these we will call class (c¢), good material for the originals e, #,
r. Thus, we are enabled to begin our work by noting down the following possibili-
ties:

(a) R D F might represent (/) — T OS. (Compare the facts: ¢, 0,n).
(b) SZ  might represent ({/} — A7 H. (Compare the facts: g,¢).
(¢) V K.X might represeut (//I) —E N R. (Compare the facts: e, £, 1).

While such a classification is probably never 1009 accurate, the writer has
still to find a cryptogram (unless among the very badly manipulated ‘“ aristocrats )
in which at lcast part of the assumptions are not correct. We are dealing, how-
ever, with the very short cryptogram, in which a single occurrence of a letter in a
given position can be regarded as of some importance.

Ordinarily, the most frequent letter of (c) will represent ¢, as it does here. This
letter is famous as a final letter, and any printed page will show it at the end of 17
or 18 words in every hundred. There is not so clear a distinction between T and S
of class 7.

The most vulnerable of the groups, however, is (b). Of the three letters which
may be represcnted here, two are vowels, concerning which we are to iear more, and
not one is readily doubled. When Z, tentatively included in this group, is found to
have been doubled near the beginning of a word, it is seen to be wrongly classified.

"This method, as mentioned, is intended merely as a suggested means for effecting
an entry. The correct identification of only four letters, as we have seen, will
make enormous inroads into the contents of a cryptogram.

Other points which will at times prove helpful are as follows: In words of three
and five letters, the central one is nearly always a vowel, taking it for granted that
the words tke and and will never be present in any difficult cryptogram. In the
longer words, the favorite positions of the vowels are the two positions which follow
the initial letter and the two positions which precede the final letter. The favorite
position of Z, in fact, is well known as the third-to-last. About half the words used
in any written text are f the type called negative, or empty; that is, the pronouns
and auxiliary verbs, and particularly the various kinds of connectives without whick
10 sentence can be put together. 1f your cryptogram is an “ aristocrat,” you will
probably find that most of your prepositions begin with 4. amongst, amidst, adown,
etc. Every sentence contains a verb, and these are more or less limited in their
possible terminations. Any letter used only two or three times, and always fol-
lowed by the same letter. is good material for Q. With what has been said, the stu-
dent should have no trouble in dealing with the first fifteen * aristocrats ”’ which fol-
low the next chapter. As to the remaining thirty-five of Mr. Lamb’s collection, we
need say only this: It ‘s impossible to avoid every characteristic of the English
language and still write English.
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The General Case. — Now let us examine carefully Fig. 64, where the foregoing
cryptogram is repeated without its word-separations, and is followed by its fre-
quency and contact data. The various devices indicated in this figure are all of
a more or less optional nature. Concerning the preparation of the cryptogram it-
self, the chief requirement is that it be done in ink, or typewritten, on paper which

Figure 64

$§1011 3 8 2 1 9 4 4 21110 110 6 4 9 6 2 1 311 4
F DR JNTUUHV XX URDMDS KX VS 0P JUREK
6§10 3 56 6 3 4 1 61111 9 3 1 %11 310 211 310 5 9
ZDYFPr 2 JX G S ERERVYVT QYR RWNWDAURWDTF VvV
11 4 91011 4 310 6 6 b 5§10 3 51110 3 3 9 2 9 3
R K VDRIXK VYV TDVF S§ 2 2 DY FPFRDUNUDNVYOVT
6 4 6 2 3 9 511

S X S8 AWV ZER

Ordinary Frequency Count:
A B CDEVFGHI JEKULUXNOPIGQURSTUV WX Y 2
2 10 5 1 1 3 4 1 3 2 1 111 68 3 2 9 3 4 3 5

Contact-Information:

(Hizh-frequency symbols)

R D v ] F Z K X

D.J F.R H.X D.K veD K.D 5.V V.X

u.D R. M K.S V.0 Y.2 F.J R.2 X.U

J.K M. S R.T G.R D.v 8.2 R, V= J.G

S.R 2.7+ F.R F.2 D.S Z.D R, Ve §.8

R.V W.A K.D T.X Y.R V.R

YW w.F K.T X.A

AW V.R N.O

V.K T.F 0.7 (Low-{requency symbols)

D.K 2.Y* W.2

F.D R.XN G H M P Q

.. X.8 v,V D.D 0.J  TY
{Modsrate-froquency symbols)

J N T W Y A o U

R.N J.U V.Q R.D» D.F» D.R §.P N.H

P.R DN V.D R.Dr QR S.¥ V.V X.R

Z.X K.V V.S AV D.Fx

will suffer a great deal of erasure.
letter is highly recommended, but not vital.

The placing of its frequency figure above each
Many solvers will underscore all pos-

sible repeated sequences, and will indicate in some other manner all reversals .of
digrams; others will underscore only the repeated trigrams and longer sequences;
and still others do not underscore at all, being content to have all of these repeti-
tions and reversals listed before them in the contact data.

As to the preparation of the contact data, most of the expert dccryptors seem
to prefer the vertical arrangement of Fig. 63 to the one shown here. But, in simple
substitution, a full listing, made for all letters, is not necessary in dealing with the
average cryptogram. Usually, it will serve the purpose to make a frequency count
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first, and then prepare a listing of contacts which includes only chosen letters, those
of very high frequency and those of very low frequency; with many cryptograms,
no listing at all need be prepared. The ¢ontact data, however, are valuable. Each
pair of contact-letters actually indicates a trigram. Examining, for instance, the
listing under R: The first expression, D.J., represents a trigram DRJ in which the
contral Ietter was omitted tn order to conserve time and space. When we find,
lower down in the same listing, another letter D, we sce in this a repeated digram
DR. Considering the right-hand side of the same listing: When we find X used
three times, we sce this as a digram RK used three times. By finding its duplication,
under K (left side), we are able to see that two of these repetitions are continued
as parts of a repcated trigram RKV. 1In the list of contacts for D, we find a re-
peated trizram ZDY, whicli may be traced, under ¥, as part of a longer repeated
sequence, ZDYF, It is usually best to underscore these longer repeated sequences
on the cryptogram; often, they can be identified from the list of frequent trigrams,
But repeated digrams, as a rule, are so numerous as to be in the way when noted on
the cryptogram itself. With digrams, only those which are repeated oftenest need
be underscored: they can nearly always be identified direct from the list of frequent
digrams. The solver, then, prepares his cryptogram and sequence data to suit him-
self, varying his method according to the diffwculty of the given example. With
this done, his usual method of solution follows the process popularly known as
“vowel-spotting.”

The Vowel-Solution Method. — Using this process, the first step is that of sepa-
rating the vowels from the consonants; the second is that of assigning identities to
the selected vowels, and afterward to the most recognizable of the consonants.

For assistance int applying this method, suppose we extract certain informatien
from the digram chart and have this coneretely before us in a series of numbered
‘“ pointers "'

1. The vowels A £ T O arc normal!; found in the high-frequency section of the
frequency count; the vowel U in the section of moderate frequencies, and the vewel
Y in the low-frequency section.

Letters contacting low-frequency letters are usually vowels.

Letters showing a wide variety in their contact-letters are usually vowels.

In repeated digrams, one letter is usually a vowel.

In reversed digrams, cne letter ts usually a vowel.

Doubled consonants are usuallv flanked by vowels, and vice versa.

It 1= unusual to find more than five consonants in succession,

. Vowels do not often contact one another. If the letter of highest frequency
can be assumed as £, any other high-frequency letter which never touches E at all is
vractically sure to be another vowel, and one which contacts it very often cannot
be a vowel. (This will apply equally to other vowels, wrongly assumed as £.)

With a text of reasonable lenath, sav 150 letters, it is sometimes possible to de-
terminc with certainty just which of the cryptogram-letters represent the six vew-
els; with shorter cryptograms, we can usually find four; sometimes only three.

But once the separation has been made, individual vowels can usuallv be established
as follows:

RN

Tle most frequent one is ordinarily £, The one which never touches it is mest
likely to be 0. Both of these are very freely doubled, and for that reason are eften
confused with each other, but seldom with any other vowel. They rarely teuch
each other,

The vowel which follows E and almost never precedes it, is 4.

The vowel which reverses with it is 7.
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The same two observations will apply to the vowel O; but a distinction occurs
wlien the vowel U can be found; this vowel precedes £ and follows O.

The only vowel-vowel digrams of any real frequency are OU, EA, I0.

Three vowels found in succession may represent JOU, EOU, UOU, EAU.

As to identification of the consonants: Those letters still remaining in the high-
frequency section of the frequeucy count will usually include T N R § H, Of these,
the most easily identified is /{, which precedes all vowels and seldom follows cne:
it may be identified often as part of repeated sequences TH, IIE, IT 4.

Next to X, the most recognizable of the consonants, aside from frequency, is
probably R, which reverses freely and indiscriminately with all vowels, and has a
strong affinity for other high-frequency letters.

The consonant 7' can usually be identified by its frequency, by its tendency to
precede vowels rather than follow them, and by its almost inevitable combination
with # cn mere than one occasien. It is also netably difficult to distinguish frem
the vewels. :

The letter N has characteristics which are te seme extent the opposite of these
mentioned for X ; it prefers to follow vowels and precede conscnants, and, to a lesser
extent, the same is true of S, according to some charts. However, N, S, and T are
all readily reversible with vowels, and are sometimes hard to tell apart.

The only frequent reversals of two consonants are ST-7'S and R7-TR.

The doubles TT and S§ are among the most frequent in the language.

Having this information, togetber with what we know of frequent digrams and
frequent trigrams and very common short words, we are well armed against the
longer cryptograms. Those which are shorter will give more trouble; but it takes a
very short cryptogram indeed to be really resistant,

Our foregoing cryptogram contains only 80 letters.

FiEure 65
(Cryptogram Frequencies:)
R DV s F 2 K X
11 10 9 6§ 5 b 4 4
E T A O N I R S EH

(Normal Grouping)

To apply “ pointers ” in this case, let us begin by considering the individual
frequencies of the letters ET 4 O NI R S H. Their frequencies per 100, accord-
ing to our own chart, are about as follows: E, 12;. T, 10; 4, 8; O, 8; N, 751, 7;
R,6; S, 7; H, 5. Thus, when frequency alone is considered, E and T have a tend-
ency to draw away from the others and form a private high-frequency group of their
own, The distinction among the others is not so clear, and not always the same in
all tables; we can only say of these that 4 and O will always outrank the rest, and
will be closely followed by one of the others, usually N, and that H will always
rank last, ,

Thus, the high-frequeacy group itself tends to sub-divide more or less clearly
into three minor groupings: £E T—A O N—1 R S H. Of these, the first minor
group shows one vowel, the second shows two, and the tltird shows one} the vowels
U and ¥ are not present.

Now if the eight leading letters of our cryptogram, already listed as R D V' S
F Z K X, be examined in this respect, it is fouud that these, also, have a tendency
toward separation into groups of differing frequency, which more or less correspond
to the normal groupings, as indicated roughly in Fig. 65.
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Normally, we expect the highest of these subdivisions to contaiu one vowel
aud one tousenant, specifically £ and I, Whea we find that the corresponding
suhdivision of the cryptogram contains theee letters, the supposition is that one
of the vowels, O or ., has moved up into this scetion; in that case, it has taken part
of the frequeney of £, makiog it not at all unlikely that the most frequent letter of
tlie cryptograwy will vot represent I, and will not, in fact, represent a vowel, And
if, as we believe, there are two vowels {n the highest sectiou, then we are not likely
to find more than one in the central subdivision, especially wheu we note that it
contains only three letters. This would Ieave the fourth vowel to be found in the
third subdiviston.

Thus, we have applied pointer No. 1. For the application of pointer No. 2, we
turn to the contact data. Cotmparing first the three letters R D V, and making a
careful inspection of alt cryptogram letters whose frequency is 3 or lower, we find
that, of our threc letters, the letter R has 7 contacts with low-frequency letters,
the letter D has g, and the tetter I has §. Thus, the letter R, tliough having a higher
frequency than the other two, has fewer low-frequency contacts than either, and sa
begins to draw away and assume the aspect of a consonant.

The application of pointers Nos. 3, 4, and 5, provides no satisfactory distinc-
tion. But in pointer No. 8 we find a very clear distinction: D and ¥ have touched
each other only once, while R has contacted both with a total of six contacts —a
great many for a ceyptogram of this length.

We decide, then, that R is a consonant, and that D and V are vowels.

Considering the central subdivision, where we expect to find onc vowel: Ap-
plication of pointer No. 2 shows that § has four of the low-frequency contacts,
while I has two and Z has only one. Further examination of S by pointer No. 3
shows that it has an unusual variety in its contact-letters, ‘Thus, § would appear
to be the vowel here,

As to the third sectton, there is so little difference in frequency between these
letters and sonte others not included in the high-frequency class, that any distinction
found would not be convincing.

The individual cryptogram, however, has happened to contain the sequences
VXU, SRRV, SZZD, DNNV. Application of pointer No. é confirms our previ-
ous selection of D, V, S, as vowels, and suggests that the letter U might also rep-
resent a vowel. Since the frequency of this letter is only 2, we cannot feel so con-
fident in drawing conclustons about it; however, a glance at the contact data shows
that it has touched four different letters, which is 1009, variety, that one of these
four letters is an accepted consonant, and that none of the other three, so far, is
an accepted vowel (pointers 3 and 8). The chances are that this letter U, with its
low irequency, represents y in some such formation as ally, ully, etty, cte,

With four vowels tentatively isolated, we are now in a position to apply pointer
No. 7, and this we may do by returning to the cryptogram and mark’1g for atten-
tion each appearance of each supposed vowel. This is usually done by circling each
one with a pencil mark., In Fig. 66, a small letter * v’ has served the same pur-
pose, and a few serial numbers have been added for convenience of reference, Now
let us examine Fig. 66.

At (a). watching the small “v’s,” we find a fairly uniform distribution of
vowels except for three Jong segments beginning, respectively, at the 2oth, 27th, and
37th letters.  TFor convenience, these have been copied out at (b). The two of
these whicli are longzer, and therefore most likelyv to contain at least cre of the miss-
ing vowels, are both found to have included Z and J. Of these two letters, Z is
one which was previously discarded {(from the central section of the high-frequency
group) during our preliminary investigation. Examining it again, to make sure,
we find it now as a double between two supposed vowels, and having two additional
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contacts with supposed vowels (pointers 6 and 8). But J, we find, has never con-
tacted any supposed vowel; it Teverses with a supposed consonant, and shows as
much variety as could be expected of a letter appearing only threc times,

The acceptance of J provides five of the vowels, with frequencies of 10, g, 6, 2,

Figure 66
\e)
v 7 v v v v v v vy v 7 25
F DR JNU HV X X Y RDMMUD S KE Y S 0P JER K 2
v 7 v v v v v 50
D Y F 2 J X G S R RY T QY RWUDATZ RWDVF VY R K

vy v
Yy D R KV T DF S 2 2 DYVFPRDNUNVY OV TS5 X S

(v) 20-25 27-32 37-41
OPJRKZ YF2LJXG TQYRW
7t 1 t
(c)
F DR JNUHY XX U®RDMDS KV S 0P J RK Z
e t i Yy . © y t e e 5 h o a i t h
D Y P 2 J X G S EERVTQVY RWUDARWTDT FVR RIK
e i a t t o t e t 8 o t h
VDRIEKWYTDVF S8 Z Z DYV FRDNWNVYVYQGCV¥Y TS X 5
o e t h o e a e t e o o a a
AW YV Z R
o T
(d)
Preliminary assumptions: ¥Y¥te.oeahoa, thoetho.
CORRECTIONS: yt0.0ahEa., thEOthE.
reetO 50 ehoad,.. . "'Eﬂg_gzhgﬂ"'
(e)
F DR JNUHY X X U RDMDSEKV S5 0P J REL
o t | y e y t o o & h 8 a i ¢t h
X F G D ¥

Notify *gexy to EO shesd WwWithessseas.

and 3-—a total of 30 out of an expected 32. In a longer cryptogram, we should
probably look for the sixth vowel among these letters having approximately the
correct frequency for making up the expected 40%. As to the present case, we
should have no trouble selecting it from the five-letter segment at (L); but this
wouid cause us to spot also the short word in which it is used, and our immediate
concern is that of spotting vowels only through their known characleristics as
vowels. We will assume, then, that the last vowel cannot be found,
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The next step demands that we assign to the most frequent of the supposed
vowels the value ¢, which happens to be a wrong assumption. Concerning tlis, it
may be well to repeat here something whicl has already been said: In dealing with
the simplest of cryptograms, there is often a short detour into trial and error,  Also,
the average decryptor, accustomed to the work, and fully aware of what he may
expect from only 8o letters of text, will usually pause at this point and make some
further observations before filling in any of his substitutions. However, there is
value even in the making of wrong substitutions; the actual placing of supposed
plaintext values in their supposed positions puts the plaintext possibilities before
us i visnal form, causing us to note casily those very points for which the experi-
enced decryptor examines in advance.

Figu re 067

l. FPDRJN UHVXX TRDMD S$KVSO0 PJRKZ DYPFZJ

2
"
-2

1 1 ie] ur

™ 1 n w ™ k-4 L O o T ~ S T 4
¥ F ovaonn v U It KoY [ T ™ A

o
b
=+

XGSER VITQYR

-
!

ZDYFR DXNNVO VISXS AYVZR.
(80 letters).

2. HYXXUy TVWDT RAZDY F2JXT VSOUR DSZRNX

SEDTS QXULEKE SEVOT DWWVO DREVT GSRRUV

TQYRA YMMVA RPVAK DYXOH VVWKS GGVTJ
FL{SRR’KJARK TDYMK TJZKS TOALR KJFHR

KEVUGS UMTSF RRKVA YQAaJO URKSR UDYAW

DHYV DN,
(155 letters. - Totol for both cryptogrems: 235).

At (c), then, we have made our substitutions, We have assumed that the most
trequent vowel, D, is representing e. Having noted the v-v digrams DS, VD, VS,
we have selected S, rather than V, as the substitute for a, preferring a digram oa
(DS) to a digram go (VD). This leaves the vowel of second frequency, V, to rep-
resent 0. This will cause the third of the v-v digrams (V.S) to represent oe, not
irequent, but better than the digram ao previously mentioned. J, then, probably
represents 1, and U may represent y.

As to consonants, we have assigned the value ¢ to the most frequent one, R,
and there has been no difficulty in identifying /% in the letter K, which three times
has followed R. But our present cryptogram is too short to provide any clear dis-
tinction among letters which might represent #, r, s. With the seven substitutions
made, as shown at (c), notice how quickly it becomes possible to spot the incon-
cruity of sequences tho, more than once, in a short text which contains not a single
occurrence of ke or kg, Notice again, at (d), how quickly the mere exchanging of
the values ¢ and o will bring out word-suggestions.

At (e), the first linc of the cryptogram is repeated, as it would appear after the
making of this exchange. The beginning of the message can almost be read: The
first word appears to be notify, furnishing two new substitutes, Three more can be
furnished in the suggested sequence to go akead with. And here, the word with
would be tried in any case, because it is a common word, and because the frequency
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of the letter P is suggestive of w. Arrived at this point, we begin to notice pat-
terns: posipone, council, account, matter, and so on; so that the rest of the solu-
tion is largely a matter of filling in framework. In the given example, it would
also be noticed that F and v have resulted from reciprocal encipherment; this may
not be the case with other letters, but it presents a possibility which is always well-
worth investigating.

Flsure 68

Digram Count for the longer Cryptogrems

(First-latters)
ABCDEPGHIJXLMYNOPQ RSTUVWYXYZ
1 2

A 1 1 1 1 3 1 A 11
B B
c ‘ v
D 11 ) (1] [1 I (3(1]214 3|D 21
E 2 E 2
F 2 2 1 3 F g »
s G 1 1111 1 G 8
e H 1| 1 1 1 H & »
s I I
o J[1 2 1 TRE 21J 9
n K[1 11 101 1 1 11K 16
d L1 1 L 2
{- T ] 1 1 1 2 M6
L N 2 1 1 1 N &5+
8 0 J 1 2i1 3 1 0 g
t P 1 1 1 P 2
t Q i 17 2] 1 1Q 4
e R[3 HEEERNEREERN AR STTIR 28
r § 2] 1113 | 41 11/1 31 12] Jil ] {S 18
s T ? T2 1T i1 1, (18] |1 ¢ | T 15
U 1 1 172 17 1 13 Tt s
v 1114 B 11y 11 ARBERE vV 24
w2 1 T 1 2 211] 5 B
X 12 |1 i 27 T2 X 9
yiz 3 2l Y 19
21 |12 11 12 1 112 ¢
ABCDEFGHIJKLYNOPQ RSTUVWXY?Z
3 s 4 &7

Most Frequent Diprams

RK, 10 KV, 6 ®D, 4 SR, 4
VT, & DY, 6 RR, 4 X5, 4
HY, 4

The Digram-Solution Method. — This method, representing another of our
many debts to M. E. Ohaver, may be used either in conjunction with the vowel
method, or independently, as the fundamental method of attack. For a satisfactory
demonstration, however, we need more material, and Fig. 67 shows our cryptogram
again, together with a suspected reply. Thus we have a length of 235 letters, so
that the preparation of contact-notations, which we found sufficient in the preced-
ing case, becomes Lere an irksome task.

For these longer cryptograms, it is usual’; best to put all of our data into the
form of a digram-count, as indicated in Fig. 68. This is most casily done as fol-
wows: Using a sheet of cross-section paper, mark off the limits of a 26 x 26 square;
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write the normal alphabet across the top, so that each of its letters will govern a
column; and write it agnin along one side, so that each letter will govern a row. For
added convenience, these two alpliabets may be repeated, as they are shown, in the
fignre. Now, remembering that each letter in the text is the first letter of a digram
(except the two which are finals), our two texts, with their total of 233 letters, are
to provide a count on 233 digrams. Tuking letters one by one, just as they come
in the cryptogramus, find each letter in the upper alphabet; find, in the side alpha-
Det, the Ietter which immediately follows it in the cryptogram, and count this di-
gram by placing a tally-mark in the cell at wiich the column and row governed by
these two letters are found to intersect. In the figure, the tally-inarks have been
replaced with numbers showing their totals. It will be noted that the process de-
scribed is identically the method which would have been used by Meaker in pre-
paring the digram chart; and, just as in the case of the digram chart, the counting
of the digrams has automatically counted the single letters. To obtain their fre-
guencies, we may total either the columns or the rows, taking the larger figure in
those few discrepancies caused by initial or final letters. With the chart under-
stood, the digram-method of solution can be shown in a nutshell,

Aw inspection of this chart enables us to find quickly that the leading digrams
are those listed: RK, VT, KV, DY, etc, These, almost certainly, are the substi-
tutes for digrams ranking high on the normal list, and many others, having a fre-
quency of 3, are very likely indeed to be substitutes for digrams from that same
high-frequency class. Qur text, of course, is still short, even with 235 letters, and
we do not invariably find, in texts of this length, that the ranking digram (in this
case RA, frequency 10) is the substitute for £, though the chances are, at all times,
that it is. And should it prove here that RK does not represent ¢/, then we may
be quite sure that 4 is represented in one of the digrams V7T, KV, DV, having the
next frequency, 6. With the single exception of RR, each digram of the nine which
are listed below the chart can be checked against three other digrams: Its own re-
versal; the doubling of its first letter; and the doubling of its second letter. In
addition, it may be checked through the individual frequencies of its two com-
ponent letters. These points of comparison, made for each of the nine leading
digrams, have been tabulated in Fig. 69, so that the discussion may be easily fol-
lowed.

Examining RK, assumed to represent ¢k Its reversal, KR, has not appeared on
the chart, which is satisfactory for a digram of no greater frequency than its sup-
posed original, k2. The doubling of its first Ictter, R, has appeared four times,
which is satisfactory for ¢/, one of the leading doubles of our language, The dou-
bling of its second letter, KX, has not appeared, which is eminently satisfactory
for a digram as rare as hh. Its first letter, R, has a frequency of 28, the highest
in the cryptogram, which is not at all unusual in the case of £; and its second letter,
K, has a frequency of 16, a little high for /1, but not unsatisfactory. Thus, we find
nothing, so far, to contradict the supposition that the digram RK is the substitute
for th. But if K represents %, it should be possible to find digrams beginning with
K which will check equaily well as the substitutes for ke and ha. We do, in fact,
find A1 and KS. But which is which? Examination of Fig. 69 shows that one
of these, XS, has a reversal, SK, frequency 1; but this is not informative, since it
would be equally expected of e/ or k. Further examination shows that ¥ has been
doubled, which is far more characteristic of e than of a. Also, the individual fre-
quency of 7, 24, is the second highest in the cryptogram. and more likely to be that
of ¢ than that of a. Thus we may assume that KV represents ke and that KS rep-
resents sa. This automatically identifies the digram SR as at. As to VT, this,
apparently, involves the only reversal of any prominence in the cryptogram. Its
first letter has already been identified as e, and the outstanding reversal of the lan-
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guage is er-re. This is not so certain as in the preceding cases, but the frequency
of T is satisfactory as that of r.

Thus we have identitied the letters ¢, %, e, a, r, which is as far as the tabulation
lias been carried. Having the substitute for %, we may now bring in the vowel-
solution method through examination of digrams KD, KJ, KT, KZ; or continue
with the digram-solution method by looking over the ficld for some of the other
p-digrams: sk, ck, wh, ph, gh, and so on. The first of these should be easily iden-
tified by the frequency of s, and, in addition to the regular three check-digrams,
we might check this against a possible st, another of our leading English digrams.
Wwith the process explained, we need not go further; the substitution of letters
t, k, e, a, r, s, will surely break any simple substitution cryptogram. Possibly,
enough has not been said as to the use of the trigram list, the consideration of com-

Figm'c 69

Digram Doubled Letter letter Froguency Supposed
Original Peversed 1st 2d 1st 2d Identity
RK 10 K Rews RR 4 KF... R_28 K 16 th
v T 6 TV 2 vV 1 TTero vV 24 T 15 e r
KV 6 VKo-o KK..- VV 1 Klﬁ V24 he
DY 6 YDOO. DD... YY. L] Da}. Ylo - ?
WD 4 pw 1 W ol D D... w8 D21 ?
SR 4 R Sous, S S... ER 4 S 18 R 28 at
Ks 4 S K 1 K K.u. S S... K 16 S 18 ha
R R 4 [ ] a®ssae s 00 R 28 t t
HY 4 V Hiws HB... vy 1 B 5 V24 ?(-B)

mon affixes, common short words, and so on; but these are all points which the stu-
dent can best develop for himself,

Another point, however, must not be overlooked: the long repeated sequences
HVXXU, ZDYFZJX, DRKVT, GSRRVT. Repeated sequences of these lengths
will usually come from repeated whole words, making it possible, to some extent, to
attack the cryptogramy by word-division methods. It is, in fact, the repetition of
sequences, these and many others, which, in the beginning, has led us to assume that
both cryptograms are using the same key. As to the recovery of this key, we need
not wait until solution i{s complete. Even in simple substitution, it is well, during
the identification of substitutes, to have before us a sort of skeleton key, in which
the plaintext alphabet has been written out in normal order, so that the substitutes,
as fast as their identities are discovered, can be placed below their originals.

Thus, having identified as many as twelve letters it our present crvptogram, this
skeleton key, or framework, might begin to assume the appearance which is indi-
cated in the upper tabulation of Fig. 50. Here, we are able to note a reciprocal en-
cipherment between 4 and S, F and .V, R and T, and U and ¥, suggesting that the

whole enfxphermuut may have been rccq:-rocal, if 50, W have tlu‘f identities of four

additional substitutes: O, I, H, E, representing d, 7, k, v, respectively. If they are
present in the cryptogram, these four substitutions may be tried; but with or with-
out their presence in the cryptogram, they can be added to the skeleton key, as in
the lower tabulation of the figure. Notice that when this has been done, the cipher
alphabet is beginning to show alphabetical sequences (reversed). Wefind 7 I J K,
and, just before this, D F, which is an alphabetical sequence if the letter £ has been
taken out for use in a key-word. Between DF and HIJR of the cij.her alphabet,
we need only G to fill out the sequence; therefore either I or m must belong to the
key-word; comparing this with what is found at the other end of the sequence, we
find that either L or 31 would be the substitute for ¢. Between NO, we find ¥, evi-
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Fipure 70
Suppoaing 12 substitutos to have been idontified:

Plaintoxt alrhabet:

abod
CIPHER ALPHADET: 8

efghijklmnopgqrastuvwxyes
VN KJ FD TARY U

Assuming reoipreooal substitution:

1n

Plaintaxt alphabet: m bode fghi Jk noepgqrstuvwxys
CIPIER ALPHABET: S oV KJIEH FD TARYE U
T+ I T et v T

u?

dently misplaced; and. following O and preceding S, we find two positions which
may be occupied by two of the letters PQR, of which R has already been placed
(under £}, That is, where the encipherer has used a key-word-mixed alphabet with-
out troubling to carry. it through a tmnsposmon process of any kind, we are often

Jile b haaild i 1 aen vl manlra it Kaln ve 1in the ealiittinn Tlac ic ncnnr*wm”w tryire
\,UHL. Ly [ 237 0N Y up ﬂbal“l, ¢1uu llh.l-l'\.(. u, IILI}J WD LAl LIIC OUIMLIVLL, A LlS o Lopliiadlly Liyv

if he has used reciprocad cnc:phcrment with the substitutes which mayv actually be
found in our foregoing cryptograms, a little rearrangement is all that is nceded in
oxder to discover exactly what the original key was. When the cipher alphabet has
been cavried through a transposition block, it is not so casy to recover during the
actual process of solution; afterward, however, it 1s not usually difficult to treat it
by one oi the transposition processes, just as if it were a transposition cryptogram
of 26 letters. In the examples which follow, the key-word-mixed alphabets were
used as they stood, though we belicve that none of the enciphierment was reciprocal.
In one case, however, the plaintext and cipher alphabets were both mixed, accord-
ing to different key-words, so that the recovery of this key may prove troublesome,

45, By PICCOLA,

SCYJT OPYRY¥ JTUEA WSROR OAEPQ RJCRO ARMPH
QKJQS BRSJHA XPFKE AQRMY SRPQP MPSEC AHGAW
SROPE EESHA QOFPVS HIROA QPFAE AHIRO PHNPQ
RJIATF UVAMCJ MRYRO MAAWA EEBTRY RWHSR ASRJH
ATUYJT KUAEJ WPHJR OAHMPH NQAAW OPRYJ TRAAL,

46, By PICCOLA. (Plaintmsxt and Cipher Alrhabsts have each a key-word),

JCWEH SNDFS BMJIV TEAGV DHOCQ QIQFR PHFKQ
EARFQ ARFAN FQEJC BNJNH BEOCSH NLEOV HBELFQ

JBNAB LFVEC AJIVBE HWNST 3L

]

AG VAJNS RFWHNS
YRVSS CAZHV AQFCJ EAGJN AWNSO VBVCQ YDCSP

HE HOC SPELAG B8

(4]
<
=
r-

FRLCA GNEAK CSOKNS HACBE
FACQX.

47. By PALOMITA. (Yo key-word).

BOYBA HKILL APXRI YAPYY UPBLY ERPBP LGYGM
HLABO YKJAX LPYLH HJACR PORCQ UYNBH LABOY

CGNAZYXY YLHBO YKNAN PRBRW OJCBR CQDNP K,
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48, By PICCOLA. (Of thess two, ono hes normal word divisions; the other has not),
wr EIC HEPPC AEPTJ WPOYD QP RUMELU ELRKDEPQ T
QDQDPCPD HEG BEPUOPQDQ UQDJIC. 1SYE Q TCPVEUYR
EWY EKEC QESPEL UBINE?! P DQHUPQC GPJ TCV
EOEEIQUCI, P KJ PESXQTEQMCI P KJPDQD JIDPUPU
¢cG GYJRQT EVEMY P DIKGEPQFDI S.

49, By PICCOLA,

PBELABEI CDJ DBI LYPEK LD 01X LYI PX VYALD?
AGFYAMILE LYIKIYI DC AGG LD OIX-VDJREK LTYI CPBRPBN
IDQ AJI? QK JISPBRK LYAL ABR MX QF PL FPEO LD
I1BR VYPEY OBDVY XDQ PC EGIAJ FIJCIELGX PEK

SIABPBN PLK. AJPKLDEJAL AB BDL PX LYPEK BD:!



CHAPTER X

Tie ConsowANT-LINE Sirort Cur
A Method for Attacking Difficult Cases

By George C. Lamb

Several routine methods have been evolved for special use on the very difficult
“aristocrat ' — that fascinating form of simple substitution with word-divisions in
which the message is of no importance whatever and the encipherer’s full attention
has been given to manripulation of letter characteristics. Of the several such meth-
ods which have proved workable over a long period of years, the author’s favorite is
the * consounant-line ” method, the exact value of which has been tested in a special
analysis of 130 very difficult cryptograms. However, it should be stated clearly that
no method is a mechanical crypt-solver; these devices merely serve to bring out
clues which to the haphazard worker are totally invisible. For discussion, we will
consider an example by M. E. Bosley which appeared as No. 19 Aristocrat in The
Cryptogram for june, 1936. This 1s shown at Fig. 71.

Figure 71
UWYHNXKA EHXRBZ UVXMYMUWBZ OYZTWHVCXYA

CYATUZ DBRAHEVKDZBA: ZWSVAEKUZBKC, MSCX

CYXBS, XVZYTRYCXP,

The work must be initiated by isolating a small group of consonants, and the
problem of selecting these with certainty is one which for years has bafiled the
shrewdest solvers of both the National Fuzzlers’ League and the American Crypto-
gram Association. Many successful solvers have based their selection on frequency
zlone, rearranging the letters of a frequency count in the order of decreasing fre-
quency and marking orf a section of low-frequency letters which will presumably in-
clude only consonants. But the clever manipulator is able to distort frequencies out
of all resemblance to the normal table, and here we will base our selection on variety
of contact — something which the constructor cannot successfully manipulate.

Fig. 72 sums up the entire process. At (a) we have a list of contacts taken in
the crder of appearance of the letters, and at (b) a rearrangement of the cryptogram
letters in the order of decreusing variety of contuct. Immediately above each letter
is its " variety count " and directly above this is its frequency figure. In this set-up,
a certain number of letters taken at the extreme right may confidently be marked
oif as a group of consonants. As to just where the line of demarcation may be set,
recent analysis has shown that it is safe to include 2095 of the total variety-count.
In this case, the sum of all variety-figures is 104. and 20% of this, roughly, is 21.
If we begin with £ at the extreme right and add numbers backward for a count of 21,
we find that the line of demarcation falls between R and €. . However, we have at
this point four letters, 3/, R, C, S, whose variety-count is uniformly g, and any two
of which might lhave occupied the places of C and S. To accept a vowel at this
stage would mar the effectiveness of our system, and either we must discard all four
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of these letters, or we must find a means of differentiation other than their variety
of contact. At this point, letter-frequencics come into play.

Examining the set-up just as we have it prepared at (b}, note that the two fig-
ures just above M are 3-5. This is a “step-up ” of 2 points. Note that just above
R we have the same two figures 3-5, another step-up. Above C, we tind the two
figures 6-5, this time a “ step-down ™ of 1 point; and above S we again find 3-5, a
step-up. According to years of observation, confirmed by investigation of special
cases, a vowel nearly always shows a tendency to step up, while consonants are

Figure 72
{8} List of Contsots

Vg ¥y Yg Mg Np Xy Ep Ay E; Hg Ry By 25 Vg 0 T4 Cg B S5 Py

X U-Y W-M Y-N N-X N-X X.A K- -8 E-X X-B R-Z B- UK Y Z-W V-X B WV X.
-V U-B o~ XU H-R V-B Y- W-V B-A W.Z B~ }-C Y-k -7 ¥-C
NN T-H X-A 8 v-N H-U Y-U A-V T-Y D-R Y-T H-X K- B-
A-Z Z-8 C-A . c-Y B-C R-H A-X K-A U~ 5-4A 5-X
K-2 c-X C- B- 2-r W X-Z -Y

Z-T Y-B v-H X-8 U-B YaX

R-C -V v-Y

c-P

{The figures give the "varlety-count,” or number of different letters oontacted. Reversals may be
indiosted by oircling letters. Fote that in desling with normal word-divisiona, we may opit cootacts
falling between one word and another),

{(b) Basis for Primsry Isolstion of Consonant-Group:

Letter-frequenoies: 576644654 73363211111
VARIETY OF CONTACT: 1098 877766865585421111 (104)
XYBYWKAUHZMRCSTNEODP
(e) {a) (o) (r) 3d word:
FPIRST CONSONANT LINE SECOND CONSONANT LINE THIRD CONSONANT LINE
X - X X X
CTNEODDP CTNEODPAU CTNEoODPAUWLZ UVXMUNWDBZ
B
v v rvlv
x| xxxx x ] xxxx xfaxxx  (Vowel) (g) 7th word:
wlvry yyiyyy Yyyy]yryyy (Vowel)
| ¥k ¥k ix xx XX e X
. . ala ZWsVABEKEUZEBKC
Iy o2 eefee {Consonant)
v wwrw wwww  {(Conacpent H) (h) 4th word;:
r rlr rir
»n - o o A+ EXAX XX e e X
h hhh hhhh DYZTWHVCKYA
b bib bbb| bbb {Vowel) H
u vuuufu (Congonant)
. . {Consonant)
| tjt {Consonant)

prone to step down. Thus among our four doubtful letters, there are three, M, R,
and S, of which one will probably be a vowel. But the remaining letter, C, has the
step-down peculiar to consonants; and while a step-down of only 1 point would not
be definitely informative when found at the left end of the set-up, it almost certainly
indicates in the present position that C is a consonant. Thus, we are able to include

covean lottare L TVAT 1Y N D T ;saae e n§ G anien_frn M canennante it have tn
EAACTIEE LS LR VA S B SRR VN S | ’ 11 VUl glIv 1.} vi SULICTIIL O LUIoUIAliLD, UL Mddy Y Y

dispense with several points of our 21-count.

At (c) we have the beginning stage of the actual fnvestigation, while (d) and
(e) arc amplifications of the first stage. In these the original consonants are used
to determine other consonants, progressing from stage (¢) to stage (e). First, the
original group of consonants is set down on a sheet of paper, and the space below it
is bisected by the consonant-line. Consulting (2), we then find the letters of this
group onc by one, and all contacting letters which precede any one of them we set
dewn on the left side of the consonant-line, and all those which follow any one of
them we set down on the right side, always once for each tinie that the contacting
letter appears. Thus we have stage (c). While we do not often encounter doubled
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letters in this form of cryptogram, it may be well to say here that while a doubled
Jettee would be counted among the frequencies of letter appearance, its contacts
with itself would not be entered on the consonant-line. That s, a doubled L would
add a frequency of 2 to the general count, but contacts L-L would be ignored.

At (d) we have the first step in amplification, for which we are indebted to
Chester A. Griffin,  If theve is any letter in the cryptogram which does not appear
at all in (¢). such a letter is practicatty sure to be another consonant. In this case
we find 4 and U, and in (d) these two letters have been added to the consonant
group and their contacts ptaced on the consonant-line. From this point onward, the
work becomes more tentative, and, as a detail of operation, Mr. Griflin suggests
that further additions to the consonant-line be made in another color of lead; if it
then becomnes a matter of necessity to crase, only thie new letters will be included
in the erasing.

Figure 73
1 2 3 4
X X o X X ¢ X X X #» ¢ X ¢ X X X o« XXX . X X ¢ X XX 0o XX s o X
UWYUNXKA EHXRBZ UVXMUWBIZ OYZTWHVYVCXYA
h h h
5 6 7 8
X « X XX X o X X ¢ XX o X XX ¢ XX ¢ XXX ¢X2ZX X o X
cYavz DBRAHYVKZBA ZWSVAHBRKUZBKGCG, MS8CX
h
9 10
X o a0 o o + X X ¢« XX o X o X
CYXBS, XVZYTRYCXP,

Further work includes the application of the * force method.” That is, we turn
our attention to the cryptogram itself, marking with a small cross, or otherwise, an
letters determined as consonants, and placing a dot, or other indication, over all
letters determined as vowels, Soine vowels become evident as early as stage (c),
as here we find both X and ¥ freely contacting our preliminary group of conso-
nants, and if confirmation Is needed, a glance back at set-up (b) will show that both
of these are step-up letters. They may be labeled vowels without hesitation.

As to cenzonants, there are two clear text letters, # and »n, which, owing to their
many conti-is with other consonants, and particularly with the low-frequency con-
sonants (as in the digrams CH, GH, PH, WH, NG, NC, NK, NQ, etc.), will often
show up clearly on the consonant-line. Of these two, n will appear largely upon the
left side of the lire, and 4, the more reliable of thie two, upon the right side. Exam-
ining (d) we find W and H appearing exclusively on the right side of the line, and
since, under the rulc: of the game, no letter may be its own substitute, we may as-
sume here that IV represents /.

Further concerning £: An examination of the cryptogram shows that W has oc-
curred twice as the second letter of a word, and the second-position is particularly
characteristic of &, Then, assuming that [V actually does represent 4, we have in
the seventhh word of the cryptogram an intimation that the letter Z is also a con-
sonant (since formations like AHEAD, AHA, are very rare, and seldom, if ever,
occur in long words). Thus, we have two new consonants, ¥V and Z, to be added
to the consonant-line, with their contacts below, extending operations to stage (e).
If desired, the spotted consonants may now be crossed off on the line itself, or
merely indicated as in (e). It seems evident from (e), confirmed by (b), that B
is our third vowel, and the supposition can be strengthened by inspecting the third
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cryptogram word, which, at this time, will have appeared as in (f). It also appears
from (¢) and (b), confirmed by the aspect of the tenth cryptogram word, that R
is a consonant. Similarly, 37, which, on three appearances, has twice contacted a
vowel, may be placed as a consonant. These two new consonants, R and 3, are
added to the group of known consonants, and all of their contacts are placed on the
consonant-line. Our next victim is S, evidently a vowel in spite of (e) because of
its position in the seventh cryptogram word (g), which, otherwise, must begin with
five consonants in succession. Presuming that a fifth vowel is to be found, the same
word suggests either X or & as the candidate. The choice falls on H, according to
the fourth cryptogram word (h); and thus continuing the force method with one
eye on the consonant-line and the other on the cryptogram, the v-¢ formation of the
cryptogram is finally established as in Fig. 73. Actual identification and solution fol-

Figure 74
A text prepared by EUFUS T. STROHM: HYNWBD
OMRI, UNEKEMPT BEELP, BRISKLY SCYTHED BUCKWHEAT eejecee
tit
CROP. PANICKY SKYLARK UPSHEQOT; BUMPKIN SHOWED w
, 85
SMIRK, o] oo
111
Frequenoy: 8 6545 34546534443232 ]
Varisty: l08777666665655544421 kkkik
KPEMRACIOSHLTUYNWBD ujuu
x XXXXX &
iji
h
Amplificetion at step (d) edds P end M. r

low the usual path of patterns, cross-comparison of words, and inspiration, where
all systems are subordinate to the solver’s own perspicacity ... or * cipher
brains.” Chapter IX has given some methods for identifying letters from their
characteristics, and also mentioned the preparation and use of pattern-word lists.

At this point, it might be well to mention the “ vowel-line " method, whosc ap-
pearance was antecedent to that of the consonant-line. This earlier method was
conceived by Erik Boden, and in principle works in reverse to the consonant-line
method. Its set-up is like that of the consonant-line except that vowels, instead of
consonants, are placed at the top. The contacts made by the determined vowels are
listed fore and aft as is done with the consonants in the consonant-line method.
The vowel-line shows several letters by certain characteristics . . . a letter appear-
ing exclusively on the left might represent %, and one appearing solely on the right
can be taken for n. The liquids, ! and r, straddle the line about equally. On the
supposition that you have located three vowels, the list of contacts on the vowel-
line will not include, or only rarely, any other vowels as yet unidentified. A good
suggestion is to use the consonant-line as specified, and then follow up with the
vowel-line, using the vowels you have definitely identified as such. The result will
be thus: The lctter appearing exclusively to the right of the consonant-line will ap-
pear solely on the left of the vowel-line, and vice versa. If such appearances are
noted, then you have spotted s and n . . . . . identified as suggested In another
nart of this chapter.

The workability of the consonant-line system in unravelling the mysteries of the
“ Dizzy ” crypt is best judged by making a series of preliminary sheets from clear
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!;’
jor instance, we have the solution to one of the most skillfully
bong L Lt rvptorrams in the collectton of 130. This was pn:p;u‘cd by R_ufus
v \_,:_ Lo oas ooty Aristochat of the April, 1932, Cryptogram. The total variety-
R T ui which is about 2t. The line of demarcation thus falls in the
L cir ol b, et witha varicty-cuunt of 5 and no step-down. 7, with figsures
e o oot e gnped awith the remaining letters, giving us {1 ¥V N ¥ b 1) as conso-
S aned M to be added at step (d). We thus include ¥ among our sure-
and. in fact, it often is a consonant, but this is a problem no solver

eyl lh T 71

peants with 77
fiTe vanRsnnants,

Figure 75
A tast [repared by J. LLOTD FOOD: DCMPBFQWJK
GALSANTUAN KRGTIZO ESCORTS JUNOESQUE KEGRO ananlaasaa
' oo]ooo
WOMAN A‘,“ﬁ‘l hl" T CMUB AISLE. DA.RK HUED saoe
n{n
AMATUL HAL BEAUTIFUL LAPIS-LAZULI PENDANT. 88
h 1
Froguoncy: 14 9 86 10766644533232211211}]13144
Varloty: 1211119 8866655 4442233222211% ujuw
A E U1 NOLSTGRDEZCMUMPBFQWJXK} T r
x XXX XXXXXX
~

Amplifioation at step (d) edds T, G, H, and 2,

has vet been able to overcome. However, the letter ¥ can usually be spotted by
position. Note that ecxcept for V', every vowel here is a step-up letter.

The above two examples have represented the * tough ™ case. In I'ig. 75, where
the text is the solution to a crypt by J. Lloyd Hood published as No. g in the
Febenary, 1932, Cryptogram, we have the average comparatively simple case. The
total varicty-count is 118, making the isolation count about 23 and throwing the line
of demarcation into the group D H Z, where D is the only step-down letter. Every
Ietter in the isolated group is actually a consonant, and step (d) adds the letters
T (G 11 ' Z. On the consonant-line, 4, 0, and to a lesser extent U, stand out clearly
as vowels. K might be mistaken for A until we apply the force method, while 7
shows a step-up of three ponts, in addition to whatever shows up on the cryptogram.
So up and at 'em! Edgar Allan Poe spoke truly when he suggested that whatever
the human nind can devise, the human mind can also untangle,

Not1e: For additional methods of analvtical attack on this kind of cryptogram, the student
is referred to the booklet © Cryptogram Solving,” bv M, E, Ohaver. This can be purchased
direct from the author {Columbus, Qhio) for twenty-five cents, or may be purchased from
the I'rank A, Muneey Company. The textbooks of the National Puzzlers League also in-
clude clinpters devoted to the solving of cryptograms; further information concerning these
may be had by writing t R. T. Strohm, 1328 E. Gibson Street, Scranton, Pa,

H. F. G.
£0. By ROBO.

POUYH IBQUAV  PUKEO M  EGUHAC MK  KOH POURH
OBLJH, KOHBCBGH GBBJHWHYE GHSHUNHC MA UAWIGR KB
BAH HRH POUSO  SMLJHC  IYUACAHJJ.

5l1. By SUE DE NYNME.

"IDFURSF UJBDOC UJY  NEGNXDNOWN IDFU FUN  CXJKGDCC
JOY  RGGXNKKDBN  AJO IN WJOORF JGGXNWDJFN FUN
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JZzZJUDMDFL Rz FUN  URONEF JOY CNONXRSK." —RXDNOFJM

JYJCN-
52. By I TAPPA KE,

g HCN FBA IOA CAXW PBXLSBW RAMC MPJ  SCCHK.
pIMJI MPBM PJ RK IOAARAN COM CL MPJ  SCCHK,
53. By TRYCHS.

ZAXABAPRSANL  CDRLT  ZNLZDLSERSANL NQ  WNWFBRSANL, ZBNTD
FSABAPRSANL NQ SKD BRLU, TWEDRU NQ ALUFTSEV — RBB
UEAXD HABU BAQD  RHRV.

&4, By DECIBEL.

k7J UZ WJIWNLUPZA, RNUJW FV  NYYWZQFBNUJCP  2AJ IZTWUG

KJJYJW UGFA FU NYYJNWV UZ MJ RGJA CZZDPAH FAUZ FU.
55. By B. NATURAL.

GBAM BP  NCLBGMC: —~— IBAM FDCCDIH HKULC BP DSBD, REGE
BP - BPTBLPL, AGDKC BP RBVSBULP, FLEMH VLEM BP BGGBPDBH.
SKHFLPT LNM BN BP RBHEDKCB, UDN BPTBUMHNBDF BP
NMPPMHHMM, NDDE FBVLCF BP  EMPNKVEW.

56. By POSIUS.

SHTOADDCTUD TO SLIHCTICDP LHA XCZA IBRALICAD TO SALFA
-~ IEAR TUXR ECUB ICXX VA LHA DIRTTM AUTNME IT

57. By LIGHTNING.

QFY. N22D0, YOFLAVU HAVVOF NVVBCVSOY: "FOSAZO RBF
YBCZ AY RFBQ DNKO QFY. HCQZDAVU; BCE BR  FPOYZOSK

RBF WOF, A YCUUOYE YBCZ GO ONKOV AV  YADOVSO}"
58, By BOUNCING BOB.

ACGLCRW  BDHMW  AHSXGE. "XI EHN TCYD DH WBDCFSXBO
GMWVXD  ONMW, EHN 2ZNBD FW CD SWCBD WXRODE EWCMB
HSV  CYV  CGGRZACYXWY PE EHNM  ACMWYDB,"

59. By MISISEEG.

"PC KFJavi LF LPAS XYG KF CYNE FH WFYJ LRCS,"
EPRI  NYITS, RDOSLSJPLS PHLSJ-IRDDSJ KGSPASJ, PE ES
KSDLSDNSI CPD IF  DRDSLW-DRDS  WSPJK.



94 ELEMENTARY CRYPTANALYSIS

60, By EJGH,

EIVPJHOW  HIWZB  JZKRCHSPO  HRRCHAOF  OZAPEFE  CSTF
JENFHSRSCCHB  JBEVCSPL  ZNFB RFBOSHP  BAL  VISCOW  VFHBSPL
BAQQFB  OIZFO,

61, By MERLIN,

ABDZYX UYTU ZA VIWZICE FBGH  DBVTYCF SJIX YU RBVJ,
JRJIC UREGER FBG ZAR TURJIF LJHJ,

€2, D2y P. A. BEZ,

"ZHEN TCJIP VDIK QAWNGE CLTDRP KDTX; ZHN CLGFP VDTK
QHWWQF VT LTDRP NDTX." MSHLJ VTQJP ZB VCJFP LCR
CTCA WGEF PQTR. LDBEW ITJFP VDTK PSIG HOFCP NDTX!

€3, By SHORTY.

AZCDEFB KYGF FXYNEP OF QITHA BDRXA SYB SDPRFAZ
XYNHFFDSFE Y EDTFH  VXCURDUR SNBUDANBF CBYNUP FIFBZ

KFFT YB AKY. BYNRX PFAYNB KYNEP ANBU AXF  ABDVT.
64, By AH TIN DU.

ABCD ABEFGHJ KGLA: —— MENNDOH PBOLA, FBPDE AMBNNGHJ ,
ARBON PBOLA EHL KSSGTDA. PRDH NRDAD SKGE, NOW
XRKON KHL CGLHGJRN BGE.

TIP OFF S

For the bensfit of the beginner a list of "tip-offs" are
given below. By comparing these groups, affixes and single
letters it 1s possible to find combinations which fit., For in-

stance: ABC compared with ABCD, ARGA, GA, DHA mlght result in

“th&” T+an i

Miyath
R that

) Mot N
s hat", "at

Mottt atoe.
net”, etc,

’
50. M, ¥K, KB, KOH, BAH, MA, PUKO.

51, FUW, IDFU, IN, IDFURSF.

52. B, MPJ, MP2M, PJ, RA-, -RAN,

85, AL-, =-SANL, ZiL-, SKD.

£4, UZ, FAUZ, TU, -TFiH, -UFza, FV, ZAJ,
5. BP, BP-, -NBDP,
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56, IT, TO; IEAR, IEAP, AUTNME.
s7. A, Av, -AVU; BR, RBF, RFBQ.
58, DE, CD, CYV, Hsv; identify W through it¥s frequency.
59. Note Pattern group; DRDSLW-DRDS.
60, SPL; 0; EFE, word 5, last word.
6l, Use of J, LJHJ, JKJC, -ZCE, ZA.
62, WGF, QHWWQF, WTF,
63, AXF, KXY, AKY; FIFBZ, YB.

64. -'GHJ, K}IL‘
65, By KING SLY.

KING NERO PRVBY KHNC AVCL, FHYYVY CAVRDLK CEFN.
DEAF TFENGY 1IC; DHULY ERBV YCHTL. RIBY XHFF,
ERTFIKERD FHYYEL.

66, By THE SHADOW.

FJ  CIGBHQ KDDH, LDQ FJJPHLC DXXCIGBHQ CAP.  LDQQDHP
BCCAP: EBQMJ DXX; JPHLC KDDHEBQMJ BC  QDHP.
67. By "33",

OXVXAKZDKY  KYKOMSQXDI DIAB  ABOQSXIZW ZWIALBV  BVXQDO,
DOSQDOXASE SZSOPXYQ  YQSO0QZBY  BYQLBG, BOOSQXA XADIDAZSYQ.
68. By BUBBLES.

SBCWFE  VWUEPI FCRSX PFNUKVSE. VWZGRE XZKRP ZBTFV.
WPGU SFGDJ  DPERBFGP; VPIFZ TPASX  JKPVA IKOBCU OGPRIV.
69, By DEAN RELAX.

XYZABCD  ZEFZGBAZHDBHI  JBDY KGLMZOCNHBDZ  OBCXNMZGC  XKPXBQA
KABO  SPKXT  ANHNXPBHBX  FPZNXYGNBX  FGBCAC,
70. By WEHANONOWIT.

ZYXWVXUTSRQUXO  PXWVTW  ZWNZXMXRTL  XOOTKG

ZWNJSUTL  RXIXUTRSV, ONHTOQX, YTJTNVX, JQMQRXOQL, TR
UTRTWX, XJ  QIPQIQRSV.
71. By CURLY.

WINIWKB OWBWO ERSRKVRV CRSRC NWEWN WCTPXVGBR  XAKWXR,.
AWRWARD  TJJRKV VQPQVDRX DZKRWD. KRSRKRFPD B¥QVRC ARKWEV,
GW:JIQRB HE JCTTB  DZKM BQSQER.
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12 - F'ly’ A IJU POIJY.

LRMEGDING,  LHFABCGNKEF,  LSNJJDI,  LBMNKCJ, LBMEFJP  MJR
LETNIG  GMVN  RDSSDAXTK  RNADLBNEDJI  SCE  AEFLKCIEMLENE.

73. By SABIO,
WILD PANGRAMS RDNB ALCW EFFRRD OLEFEM INJIW. HARKNLLO

QLNTNW. INJV TFFHRD NIIRD UCUGVWG, WJIGORTX RDMB
PAYNIV XDCMAT ROZAVD.

74. By GINHUTS.

OLDMADE  OVID  SLATILK, ZLOMLX VWXYB, WERK SIMB  LERVI,
NLI CLRO EVRS GKTV OTAHB ADGV  TVWEY, YBLTO LISWR

75, By CIPHERMIT.

ABZYC DXXZBF, GYZBHVDX SZBHC, SGYBZTH VRZBS  JRKZBVXQ
FBZUB YDWZBY, WXZBYF, BZTRV WZBF, RDHCEBYMRZBS, FZBIB,
YBZHF, HBMNEVZB; MRZBS  YBVYZBIBF  QZBXC.

76, By A. D. CODER.

ABCDEFB  GHICD CJXKLIC MNHHSJ OPCIQG MNJRBD  PLFGSPLER,
ETLQ KICDTSCIR KICJRAC HL PLDRSJ  GOFBBSIDQCNR.
77. By ROVING VIC.

MOCKNOCK — ZPLY KPYO RSRI-RSRI FIPTSU FLIPFLIP. NERTS-NERTS
WICHWICH, SHPYSHPY TCYL, SILLSILL, MREX UPMD XRT.
APTS-ACTS  WEPMWERM  OLIREZU  WPTRE  MHIL.

78. By £MSCO.

ADWKGLWB  ELTFTELHEG,  SENGIMTUG  FTELSABWKGLTF,  LGBTGXGU
KHLCTHK DHTF  BTOG HFATFH  DGKESLTU,
79. By M. G. M.

ABCDECR®A GEDITJKLF

i M
uuuuuuuuuu ’ Sl L Wik ’ ALL LJ4T

) NLEMO TEDHORE OPPUMG
’ NLHNMO I OF PMG1

T LA IO

SLFDBIDBO UR VFPHD, ONHGUNMEONE, SPMDILFFEA,

£€0. By SIMPLICTIUS.

VKJFE FBSCKZ RLHETGHN HJAICGSBR  TLCG; RKPHCLRHM
NINHGJCGAARMNBM; L1UJCGM NJCMJIBH EQ CKZGPHM.
8l, By KRIPTOBENS.

DYFR SWCX VHZS WMLB  TMLB CcZ2Yo PHUT WKHT, JKOS
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97
MOoSY PHOB, NHTK TEKAR AMLW WHCU, DUKT! IMSR LYzv
ECMQ  XKOS, DMOT VHNK, VMLB, PUCK! VHDK YZKO, OHLB
gYvs! WHAT BOYS, YOUR  LUCK!
82. By PHONEY.
ABCDE FEGHI, GEJBI; KLBGI MDCEH NDEST IEKRD  DREIN
UMELV., TLHNR RGHBD HLWJI ~SRMHN, VESTI  JHEKB, XBDJI
LDENB  YRDIB; PDRGV  2RDSI, BKLWNI  OEDJF WYBEN. CEGOF
EOLBM.
83, By ARROWHEAD.
ABCDEP  GHIJK, IMN OPQR, STU VWXY, ZWHTAJ, PBIDEB
FEWCUH VHAXMP, HJQD BHXEJ XHUTA, EQGIF GTJE  IHWREJMP,
84. By THE GRIFFIN.
TWDOTIVESMA  DMPOIREXYK  TRXAWERMLI  XRYMUOLSED  AMIEXKUGNO
MUTRYOLSDH  YMKAGRXEIO  GZPRKAESOY WHTOXZGDMA  TDEHBXMIWS.
85.. By SOUR PUSS.
OYESK PACHYDERMS AOPFL UXFD MHZOY XFBR PIMBS  OZPL.
ZUFPLBAGH  LBYCP QzZDYPX YDIM GZQFBD ADLYJ  RZUD.
86. By LIVEDEVIL.
PREVIOUSLY BDACL YOEL YFOCG, PLHCY, EHJJPOVLB GHKRCL,
UCOFMJ  APCR  EONQ  MOIQCHBAPJ.
87. By NEOTERIC.
RXUGUZLQTVFR,  CNSQRLQTVFR OTDALN RB  MVFTQQRX  QSTQ.
TFXUTSLCGSFZJ  FIVXLVQNZ . FT0SQ GUFLVOU  DRTQDRX  TRP.
88. By ZERO,
KROLGDB  FURZGY  ZDWFK DBRXWKV  VSULQW DORQJ  GLUW  WUDFN,
VZDUWKB FXEDQ MXQLRU  MXELODQWOB  ZIQV.
89. By JOKEL.
JPLX VUNKOM MLKDUB FUGHVP VKHCX VUPD FWHMVP; LQUMDPBYV,
VWJKPLMNB; ULKFUGIKB, QKDHGP; VUXPLCMJ,  AMJPVUD,
90. By LEE ANDER.
CLOBDY BERG-SLHVEC BECTR, UIX BECT, FVRAKMY MGRAK-HVEC
'UDNR-VRGL  BUZCLI EY BDAAEDA,  NEKYDNLC; GEESE  PUNFUY;
BETT  ESTDNLC.



o8 ELEMENTARY CRYPTANALY SIS

Q1. Dy THYIT,

L5YKCTLSTRYITAL,  MCDSLMLE,  ZSRBWLX  TUOLSC  UWLAC  BMTUZYLAB
YRUYHU  GTKVBG  KPMDSCASWUWVD  PLANKX  UCLM  WSKCHBXU  WVUBCB
VUITSRPLBD  STUMBLER  JSLP  BHIMDVXU,

92, By DIZZY,

ABCDEFG, DZHIBJK  LMFDBCM, MNTLYEA  PRZDGSF  TSBIURP
IECLSBJ, UKFIZBS, PNFLARB; EVIKZRO PWELMBK  VTXPLNZ
TPXOBZG.,

93, By ZANYCODAB.

ODZNERITFNM  VNDRR  BNOFDSK  PNIODRHE  EVMCDTIS  EVANZTOS
. RZROHIK, URFRES CNISLVZTP  AZSBE

HGAZNLS. QNCTK  OZRUNI  ASFRGSE  GTERLVITEO.
94, By I. D. CIPHER.

JELDVKIJVMBTD  AWTHVQBLTQV — VGLBQWFXH — FXBJWTHVQNM  VCWYBLGX.
BDGWCDWKZ,  DKWYFWKMB  RNMBJCDPCY,  GZCBQWFDP,
95, By JEON.

CDFGH, JHKLM NPQLR, SDIVW  XMZDW PATVF  LRXBV  CDTWE
QRIGH. TKHFO XRDIP NHILM  EFDQL, JMUVW  MRPES,  VHFAW
NRAPW, '

96, By TWISTO.

FJr<2A,  ETXZ2Q, ZCHUQP QPZUF, ZLLKUPTW QBTJPZ  EDGN,
PQZM  BTJMN  QP2DU, MTUIWXJ 2XGJUW  ZPFEWD  DUQBTW
TRTQUWHTX.

97. By NUMERO,

DCBDBEBFC  GHIBEK  UGVBQW  BRWPF  OPFQR  STDGPBQ — EFHIKA
YBRXYTZY  BLGUGZR  LKPQCGZUZGTHCYKZI.
98. Ry WHIZZ BANG.

PGZPAPBPGZP?  AZFHIDEPXOA  APRISTP YOEN BPYC PBFISX  PJDOBK
PKLPOT, BWXDYOPA  AFEYWI  LOIN BFKTDEOP TWRI WFDI. BWLP
BLPZR  ESPAD ZDJOBWK  ZWHPKI,

99. By INVICTUS,

PDOKX ZEVR MOLTA. MPNDR-NEX NPKWTM FACHX PSGTLUR
PGPGEVU CPUFAD. CZBPAQEUTCV TAMR TAOLPG BPVUC. HAEUWD
KQUNRUYC RBENZCMR MVEYOQR,



CHAPTER X1

StMPLE SuBsSTITUTICN WITH COMPLEXITIES

Concerning the numberless variations and complications which have been ap-
plied to the simple substitution cipher, our discussion here will have to be along
general lines, with perhaps a brief mention of some analytical principle. Decrypt-
ment, for the most part, involves no principles other than those already discussed,
and can only be demonstrated on very long texts. All such ciphers, however, will
yield readily to the * probable word method,” and the student, in considering each
case, should not lose sight of the one method which applies equally to all.

If the probable word is a pattern word, so much the better; but every word car-
ries a pattern in the normal frequencies of its letters. For instance, the word CI-
PHER, considered in relation to a text of oo letters, has, roughly, the frequency-
pattern 3-7-2-5-12-6; or, considered in relation to a 200-[etter text, a pattern which
is approximately double the first: 6-14-4-10-24-12. A cryptogram supposed to con-
tain this word may be prepared as recommended in Chapter /.Y, with a frequency-
figure written above each letter. The frequency-pattern of the word CIPHER,
based on approximately the same amount of text, may then be written on a slip
of paper and passed along below the frequency-figures shown for cryptogram-lctters,
in the hope of finding points at which the two sets of figures are, to some extent,
alike. Wherever such points can be found, the suspected word can be assumed to be
present there. So long as the method remains that of simple substitution, any sub-
stitutes which can be found in this way can have no other originals than those first
determined; thus, their substitution throughout the cryptogram will serve to bring
out other possibilities.

For the multiple-substitute cases, that is, those cases in which all or part of the
letters may have more than one substitute, the frequencies of such letters as 7, 17,
E, R, may be left blank (or cut in half, dependent upon just what the cipher is),
and only the frequencies of C and P, standing two positions apart, need be consid-
ered. Particularly helpful, in this case, would be a probable word such as CRYPTO-
GRAM, in which five infrequent letters are standing at known distances apart. The
frequency-pattern of this word, based on 100, can be expressed roughly as 3-2 2 -
- 2 - - 2, and the attempt made to find points in the cryptogram at which five letters
of somewhat these frequencies are standing at the given intervals apart. The fore-
going is based on the supposition that while the encipherer, having several substi-
tutes per letter, will be able to conceal the true frequencies of his high-frequency
letters, there is not much that he can do toward concealing his low frequencies. He
can, of course, produce any frequencies that he likes by swamping his text with
nulls; and this, in the hands of a clever operator, can be very effective, especially
if the circumstances are such that he can keep his method a secret. But for the
average practical purpose, the time consumed in the encipherment, and the increased
length of the cryptograms, are higbly undesirable features, especially if it be kept
in mind that there are many other ciphers than simple substitution. As to attack
by analytical methods, the one device which is more likely than any other to prove
applicable in all cases is the preparation of a digram count of exactly the kind we
saw in Fig. 68. Such a chart will afford the means for studying carefully the con-
tacts of any given letter: just what its variety seems to be; whether or not this secms
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disproportionale to its apparent frequency; whether or not it shows a tendency to
touch letters of lower frequency, or to be present in reversals; and so on.

Many of these eiphiers, however, make use of two letters to represent one. With
these, it is the single-letter frequency count which is best made ot a chart. That is,
the cryptogram is first marked off iuto its pairs, and these pairs are counted in the
samre way as that described for digrams. But digrams, in this case, will be repre-
sented by four letters, and usually the number of different pairs is so large that the
exaniiation of digrams will have te be done by listing. For any cipher whatever
which the substitutes are two-digit numbers, a frequency count taken in chart form
is usually far more convenient than one made by listing the numbers in advance.
vith only the ten digits, the 1oo cells can be made larger than the 676 cells needed
for letters, and the chart still be small and compact. The pairs of digits would be
counted in exactly the same way as so nmany digrams., With numbers, it is some-
times possible to take the subsequent digram count, also, on a chart. Solution, in
many cases, involves pure guess-work. The decryptor, pethaps, has bcgun his ex-
amination by testing his cryptogram for some variation of the *“ Caesar” enciphcr-
ment. e has counted the first hundred or so of his letters, and has discovered that
his frequency count is not going to be that of an ordinary simple substitution; that
is, it 1s evidently not going to be one which lie would be able to mark off into sec-
tions of high, medium, and low frequencies (usually with several letters missing),
which would certainly be the casc had each plamtext letter been replaced always
with a given substitute throughout the cryptogram. Perhaps he has then marked
his crvptogram into pairs of numbers or letters, and finds that these, also, are not
likely to furnish the kind of frequency count which betrays simple substitution or
some other cipher with which he is familiar, At this point, he is likely to pause
and consider the source of the cryptogram. Is this the work of an expert, or the
work of an amateur? Is it worthwhile to make up the statistics? Or shal! T try
for some one of the novelties which I have met many times before?

One device which is particularly popular with amateurs is that of assigning to
each letter the numerical vaiue whic.: represents its serial position in the normal (or
reversed) alphabet, A having the value 1, B the value 2, and so on, and afterward
represcnting each plaintext letter with two (or more) others which will express some
arithmetical process. For instance, the letter C (value 3) might, in some one of
these systems, have the substitute AB (1 plus 2), or the substitute D4 (4 minus 1),
or the substitute ¥D (25 plus 4 equals 29; and 29 minus 26 equals 3); and so on
to infinity.

Other simple devices, hardly worth calling ciphers, which have been used in the
coluinns of The Cryptogram under the title “ Simple Substitution with Frills,” have
included: (1) The use of false word divisions. (2) The simple reversal of an other-
wise unmanipulated cryptogram. (3) {he use of two given digrams, placed alter-
nately at the ends of words. (4) Th» use of a new cipher alphabet for each new
sentence. The first of these, of course, should have been suspected after examina-
tion of the apparent terminal letters. The second, theoretically, ought to be spotted
1f the method of solution includes a close investigation of digrams. As to the third
device, any two digrams, used in the manner described, will attain impossible per-
centages; our leading digram, TH, in normal text, remains fairly close to three or
f_our percent. It was the fourth device, however, which caused the greatest con-
sternation among the younger solvers: in this case, the making of the frequency
count will show what the trouble is: It begins very well, with the expected resem-
blance to a normal count, and suddenly begins to grow erratic,

Not every variation encountered in dealing with simple substitution is employed
with the deliberate intention of creating difficulties. Those correspondents, for
instance, who select some one letter, as X, and place it after each word as a word-
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separator, do so because they find it difficult to read their texts unless the word-
divisions are present. As to whether or not this device does actually create diffi-
culties: The person who is content to make use of simple substitution as his means
of secret communication, is not usually inspired to employ more than one such let-
ter. The length of an English word being somewlat shorter than five letters, any
single letter placed religiously after each word will attain a frequency (based on
tlte new length) of not less than 18%, where the letter E, at its very maximum, can
rarcly attain 15%. The decryptor, taking his prehminary frequency count, quickly
discovers this one letter of enormous frequency. He might suspect German, or
even French, and look for other characteristics of those languages. But having rea-
son to believe that the language is English, he recognizes this letter instantly for
what it is; he first makes sure that it is distributed throughout the cryptogram at
an average interval of five or six letters, then calmly circles it out and deals with
a case of word-divisions, :

Fipure 76

"Alphabet" for Enciphorment of Numbers

"Pleintext" .. 2

1234
“C1PHER" ... ABC

56
LEF

., O

9
1

oW

7
G
Text ready for encipherment:

WE HAVE WCBEW BALES,

Considering something of a more practical nature, there is another very common
device, used with every conceivable kind of cipher, which is 1ot in the least in-
tended for the purpose of creating difficulties, yet invariably does in short crypto-
grams, The ordinary practice, when dealing with numbers, necessary punctuation
marks, and so o3, is to write these out in words: three hundred twenty five; quote;
dollars. But where a given correspondence is likely to involve a great many of
these, so that the ordinary practice is very wasteful, the encipherer is nearly al-
ways provided with a little “ cipher alphabet " of the general kind indicated in Fig.
76, in which the ten digits, any desired punctuation marks, and any other nceded
symbols ($, ¢, @) have each a single substitute, In the * alphabet ” of the figure,
the number 325 will be enciphered CBE. But if this enciphered group CBE is al-
ways to be cleanly distinguishable from the rest of the text, a means must be found
for making this distinction, and this is usually done by reserving some one letter to
act solely as an indicator and never using this letter for anyv other purpose. This
indicator-letter, as 1V, may then be placed at the beginning and end of the enci-
phered group CBE, and the resulting group, WCBEW, may be placed in the plain-
text message, ready to receive whatever kind of encipherment is given to the rest
of the letters. These groups, used in short cryptograms, can give about the same
amount of trouble as would so many nulls. But where cryptograms are longer, with
a great many such groups, the decryptor invariably spots them by means of the re-
current indicator, Sometimes one letter is used, and sometimes two (}V. . W, or
K. . .W); but in cither case, the indicator always appears as a pair of correlatives,
and wherever the first of the pair is found, its companijon is never far awzy. Some
provision must, of course, be made for replacing the indicator letter in the plaintext
alphabet. In English, we ordinarily select J for any such omission; this is a letter
which is rarely used, and, on those scattered occasions when it does occur, it can be
replaced with . Among the Latins, it is commoner to inake use of X and W, these
two lctters are not used at all in their native languages, and can be replaced, re-
spectively, with O and VV. It is also possible to omit X, replacing it with KS, or
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V', replacing it with U, The fact that it 15 possible to shorten the message alphabet
mtlmut appreciably hmpairing the clearness of its messages has given rise to what
is probably the most practical of the simple substitution varittions: two or three
letters, as /, K, ¥, arc omitted from the plaintext alphabet, while the cipher alpha.
bet rcr,;nins its full 26, and in this way some extra substitutes are provided which can
be given to the more frequent letters, 1t is possible to dispense with as many as
five letters, replacing J, K, X, V, IV with I, Q, QS, U, UU, and assign the extra sub-
stitutes to £, T, 4, 0, N. Tig. 77 illustrates an alphabet of this kind. Here, the Jet-
ters / J are to have the same substitute, and the letters K () are to have the same
substitute. This releases two extra substitutes which may be given to £ and T,

Figure 77
X

Plalntext: @
CIPHER: o
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The foregoing is one of those cases in which the decryptor can learn a great
deal by taking his frequency count in the form of a digram chart. And he knows, of
course, that his cryptogram contains some two letters whose combined frequencies
will reproduce the frequency of E, or of 7.

In Fig. 78, we have a “ checkerboard * which, primarily, is intended as a ¢rans-
jormaiton device; that 1s, a means for replacing single letters with syllables, and,
consequently, for replacing five-letter incoherent groups with ten-letter pronounce-
able groups: under the European agreement, the price of transmission is the same

Figure 78

LNRST
b &« ¢t t a 1 4 o n

A CULPE

E RABDF ER NE UL LU KE AR RI OR NO
I GHIJK

O MEOQS Regrouped:

U TVWYZ

ERYEULLUNE ARRIORKO,

for both, and the pronounceable groups are less likely to result in transmission er-
rors. The alphabet is first reduced to 25 letters (in this case by the omission of X),
and is written into a 5 x 5 square. The five vowels, written at one side, will then
serve to designate the five rows, while five other letters, written across the top,
will designate columns. Any letter found inside the square may thus be pointed
out by naming the two letters which will indicate its column and row. In the given
example, A4 can be replaced with EN or NE; T with UL or LU, and so on.

The fact that two interchangeable sub<t=t11tes have been provided for each letter
of the alphabet has led many persons to use this device, absolutely without modifi-
cations, as a simple substitution key. Yet it must be plain that any decryptor, tak-
ing his preliminary frequency count, will discover, before going very far, that this
count s being made on only ten different letters, and thus can represent only one
possible kind of encipherment. A frequency count taken on the pairs, with no
distinction made between a given digram and its reversal, will afford the necessary
proof; after that, the average decryptor will usually replace the pairs with single
letters (or numbers), just as he would in dealing with printers’ symbols, or other
inconvenient characters. The checkerboards which are actually intended for en-
cipherment purposes ordinarily use digits for pointing out columns and rows.
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Where the digits at the side are the same as those across the top, it becomes neces-
sary to observe an order, as column-row, or row-column, and this, using only five
digits, is ordinary simple substitution, in which every letter has one substitute. But
if the five digits at the side are different from the five written across the top, then
the order is immaterial, and any number may be interchangeable with its reversal;
that 1s, 17 or 71 can represent the same letter. '

This encipherment might not be spotted so'promptly as the case in which only
ten letters are present out of a possible 26. But if the count is made on a chart, as
recommended at the beginning of the chapter, it is very readily detectible that
there are two separate groups of digits, neither one of which has ever formed any
combination within itself, every number in the cryptogram being composed of one
digit from each group. Thus we see plainly the trail which is left by co-ordinates.

Figure 79
The KEY-PHRASE Cipher

()
Pleintext: abcdefghi jklmnopgrstuvwzxys:
CIPHER: ONEWHOHASPASSEDONISAMONGUS
(b)
CIPIERIQQQIQC o M S s ’
" Mey represent: A U I 1 Full
F L L Fuse
P M M Fuze
v § 5§ Pull
2 Z Puss

Checkerboards, of course, can be used to better advantage. But, before leaving
the simple for the complex, we must not overlook the celebrated key-phrase cipher,
which discards the idea of multiple substitutes in favor of multiple originals! This
cipher, shown in Fig. 79, is said to have been used for serious purposes. Its only
difference from the ordinary simple substitution lies in the nature of the cipher
alphabet, which must be a plaintext sentence, or phrase, containing the necessary
26 letters. The mysterious pronouncement, “ One who has passed on is among us,”
is the earliest example of which the writer has any recollection; those of later years
have been largely proverbs, or other familiar sayings: * Journeys end in lovers’
meeting ”'; “ Prosperity is just around the C.” As any cryptogram-letter may have
five or six different originals, it is readily understood why the cryptograms of the
key-phrase cipher are seldom seen without their word-divisions; yet, curiously
enough, their translations are almost never ambiguous.

As to their decryptment, the student who cares to try the appended example
will find that it is hardly more difficult than one of the simpler “aristocrats.” The
method is about the same for both, keeping in mind that the frequency shown by
any cryptogram-letter is either the frequency belonging to one letter or the exact
sum of the frequencies belonging to several. Here, however, the reconstruction of
the key simultaneously with the identification of substitutes is a very important ad-
junct to solving; the cipher-alphabet, being pure plaintext, can often be built up
long in advance of solution. It might be added that this cipher, with or without
word-divisions, is readily distinguished from all others by the make-up of its fre-
quency count, which, as a rule, consists chiefly of the high-frequency letters in un-
usual numbers,

Passing now to the more difficult cases, we will glance at a few of these ciphers
which are truly multisubstitutional; that is, which provide multiple substitutes for
all or most of the plaintext letters. This is usually accomplished by the use of two-
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Jdigit numbers, of which oue Inmdred are possible: or-02-03. ... .. 03-9g-00.
These one hundred mumbers may be assicned as substitutes to the twenty-six let-
ters, iy proporctions roughly approximate to their normal frequencies, as suggested
in Fig. S0; or most of thert may be so assigned, and the rest reserved as substitutes
for digits, punctuation, and so o1, For sccurity, however, they must never be as-
sirted v regular order, as in the Ggure, or éven by any methodical process, but abso-
lutely in incoherent order. Thus, while the form indicated in Fig. 8o will be con-

venient enough for encipherment purposes, it is much

Flivre 0 tess so for deciplierment, and ordinarily there will be
A 11, 12, 13, 14 two scparate tables, the secoud of these making it more
B 15 convenient to find numbers. This deciphering key can
¢ 16, 17 be prepared as a list, running {s nunerical order; but a
D18, 15 mucli more usual and convenient method is that of
(étc.?o' 2l, 2z, 23, 24 preparing it in the form of a chart; that is, the ten digits

arc written across the top and along one side of a 1o x 10
square, exactly as if making ready to take a number-count, and the Ietters or other

charactare nea Flhias Aigbetheitad 1 3l cnm Anlle 8a thhat tha ~Aeenn~ Serida M an
LlldldLLLlD are toen aistoibuted in tiie 100 cells 50 that the correct u:bua Wil Seive

as co- ordmates for pointing them out. Such a key is changeable, but not readily
communicated and remembered without written documents; and to overcome this
very scrious defect, many mnemonic devices have been conceived, of which the
following is perhaps the most practical: Simply treat the one hundred numbers as
if they were a plaintext message, and encipher the series by any one of the irregular
transpositioll processes.

The two commonest of the checkerboard keys are shown in Fig. 81. When dig-
its are used, as in (a), an order must be observed in reading the two co-ordinates.
The letter L, for instance, may have any one of the substitutes 13, 18, 63, or 68,
but may not also have their reversals, since these, using the same order, row-column,
would all be substitutes for G. Using letters, however, it is possible to have two en-

Figure 81

(a) (v)
2 3 4 65 A C E 6 1
€ 7 8 9 0 B D F H J
1-6 Cc v L P E E-L C 0 L P E
2-7 R A B D F M-N R A B D F
3-8 G H I J4 X 0-P G BE I J X
4-9 M N O Q § Q-R M N O Q@ S
50 T Vv w Y 2 S-T T V. w Y ~

tirely different series at top and side, as in (b); in this case, no order need be ob-
served, and the letter L may have any one of eight substitutes; KE, KF, LE, LF,
EK,FK, EL,or FL, By including the still unused letters U V W X V Z, it can be
arranged to provide yet niore substitutes for some of the Ietters. TFor either of
these cases, the external numbers or letters (preferably in mixed order), could con-
stitute a semi-fixed kvy — that is, one not changed every day—-—whl.c the mixed
alphabet of the square could be changed as often as desired. Innumerable other
keys of this type are found. For the most part, they are based on rectangles of
33, 36, or 40 cells, the extra cells being used for digits, or other desired symbols,
and especially for extra appearances of the niore frequent letters.

One such key, the Grandpré cipher shown in Fig. 82, uses 100 cells. The filling
of the square with ten ten-letter words provides letters in somewhat the normal
frequency proportions, and an eleventh ten-letter word, composed of the ten initials,
serves as a sort of ninenionic device for stringing the first ten together. The words,
of course, must he chos:n in such a way as to include all 26 of the letters.
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General Sacco, dealing with fractional substitutions (Chapter XX /1), shows the
same idea in a checkerboard which he describes as “ frequential.” This square is
simply filled with letters, used in proportions roughly approximating their normal
frequencies; for ready finding, all repetitions of a letter are placed close together,
but filled in on diagonals, which, to some extent, will pre- Figuro 82
vent their being represented by consecutive numbers.

In Fig. 83, we have the checkerboard again, with a The GRANDPRE: Cipher
modification. If the key used is exactly the one of the 1234567880
figure, those letters which are standing on the first th.ree 1 EQUANIMITEY
rows may have twelve substitutes each, and those which 2 xYLOPHONES
are standing on the fourth row may haveeight. Inallof 3 HALFOPENED
these cases, the substitute for any Jetter is a pair. But ¢ UNBLOCKING
the final row, including here the letters VW X ¥V Z, is ‘2 1: g z 3 g }\ Ir‘ i g :
not enciphered with a pair of co-ordinates; each letter v Tt yEoRIZIKG
may represent itself, or each may represent thc oneon 8 I GNORANTL Y
its left or right, but in any case, Lhe substitute isa simgle 9 OWNERSHIPS
Iostae  Thus we have cruntaerams in which mast af tha ¢ NOVITIATES

j 14 2318 A4 UdUa Yry l--la\"v LIJ}JLUEI dallla “-l wuu.u REIVDL Ul Ll

letters are represented by pairs, but a few are not. Such words as ever, you, with,
when, by, have, and so on, will occasionally occur; or, if not, then the encipherer
may insert a few nulls at strategic points. Thus, the decryptor, taking kLis count
purely on pairs, is expected to take some of them correctly and * straddle ” the rest.
Such a device is described by Givierge, also the following similar device. The
cipher alphabet consists only of two-digit numbers, but includes no number coming
from the 40's. With all of the 40’s omitted, a sequence 44 becomes impossible; and
the encipherer, having first prepared his cryptogram, looks it over, and, here and there,
inserts a digit 4 besidé another digit 4, producing the impossible sequence 44. The
decipherer, wherever he sees this, need merely erase one of the 4’s, and since the digits,

Figurass

KLMNO

FGHIUJ
A-B-.§ ABCDE b &« Xt ¢t a ) i o n
B-P-T FGHIK AG EF Y NR DI SK KU TI CN WQ
C-Q-U L MNOP =
D-R QRSTEU

VWXY2Z

in Morse, have their own distinctive symbols, there is no great danger of errors in
transmission which the decipherer will be unable to straighten out; but the decryptor,
as before, is expected to “ straddle.” Concerning decryptment, in all of these cases,
there is Iittle that we can say here except that, given sufficient material, these
ciphers can all be decrypted with comparatively little trouble.* The “straddling ”
devices, perhaps, would represent the most difficult case, presuming that the de-
cryptor has no probable words and none of the information which comes through
espionage or from that cven more fertile source, the carelessness of the encipherer.
In dealing with one of these, the decryptor, who normally expects a certain amount
of uniformity in the frequency counts made from different portions of a same cryp-
togram, is likely to find that his count is showing altogether new substitutes, or the
same substitutes with altogether new frequencies. He suspects, then, that he may

* For a clear and detailed exposition of the decryptment method ordinarily used in
multiple-substitute cases, see Secret and Urgent (Robbs-Merrill), page 64 et seq. For
dictionary cipher and simple codes, see The Solution of Codes and Ciphers, by Louis C. S,
Mansfield (Maclehose), page 56 et seq., or Cryptegraphy (Langie-Macbeth; Dutton),
Page &8 et seq.
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be * straddling " between two pairs, and tries making his count fr sections until he
finally discovers what letters (ov digit) are causing the trouble.

The use of co-ordinates, in those cases where row aud column are interchange-
able as to order, shows up very plainly when the patc-count has been made on a
chart: as previously mentioned for a case of digits, the letters will divide auto-
maticatly into two groups, neither of which ever forms any combination within it-
self. With the other case, where an order must be observed, there are not so many
substitutes per letter. But iu either case, it is possible to pair tie letters which be-
lorg togcthier. Here, for instance, are the letters 7 and F. The frequent combina-
tions of both £ and F are always formed with the same letters; and both have
avoided the same letters: these two miust have been pasred. 'Their combinations
with (¢ and X are much more frequent than their combinations with J and J; thus
G and H must have been paired, and 7 and J must have been paired. This combina-

Figure 84
An Example of BOOK CIPHER

4-1 1-5 3-15 4-11 1-3 1-6 2-2 6-21 1l-4 3-2 4-25 4.2
3-3 1lel1 2212 5-22 4-10 6=7 6-2 5-6 5.7 2-7 1-2 1-8

6-1 3= 5=-4 3-6.
{Koy "volume™: 23d Psalm),

tion £G (and its equivalents), has been frequeuntly followed by this other combina-
tion (and its equivalents) and so on. When a great many pairs can be considered
equivalent to one another, it is possible to begin settinz up the checkerboard. Some
such devices, of course, arc safer than others. But the mere fact that they double
the Iengths of the cryptograms renders them unfit for any purpose where speed is a
requircment: nor can the added time and expense of transmission be tolerated for
any purposz whatever unless there is some very definite gain in secrecy.

One great objection to any device offering optional substitutes is that the en-
cipherer biniself scems unable to take full advantage of his system. Even having
at his disposal five different substitutes for £, he falls into the habit of using one of
these in preference to the other four: or, determined to avoid this, he uses them
meticulousty according to rotation, so that when a frequency chart is prepared from
his cryptograms, this chart, which is, after all, a graph, will show the five uniform
frequencies sticking out like a sore thumb. Even book cipher, notably secure, how-
ever unwicldy in use, has been decrypted because of the encipherer’s very human
tendency to use a substitute more than once rather than search for a new one among
the hundreds at his disposal.

In book cipher, any agreed book, or other written or printed document, will
serve as a key-voluide, so long as it is one that is sure to be at hand when wanted.

T
‘\‘- QI‘A\ or lnttare cnn ﬁ"-\ ha romracantad hu a zoripe af numheare 1ienially indicatine
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page, (Column) line, serial position. One letter or one word may thus have a sub-
stitute such as 20-1-4-32. An example is provided in Fig. 84, which the interested
student may puzzle out for himseli. The particular key-volume was issued in 1848,
but we think this should cause no trouble. When the key-volume selected happens
to be the ordinary dictionary, identically the same cipher becomes known as dic-
tionary cipher, which is, to all intents and purposes. a very insecure form of code.
Perhaps the two names together, book cipher and dictionary cipher, might be said
to represent the maximum and minimum degree of safety found in the code family.
We leave undiscussed the subject of those atphabets which are based on phonet-
ics, with digraphs TH, SH, CH, having their individual symbols, and each vowel
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capable of having several. The student who desires to prepare one may find the
necessary suggestions in any shorthand manual; his substitutes can be two-digit
numbers, and his encipherment may be any one of those intended for the normal
alphabet. Having made mention of several processes which, to the younger stu-
dent, may present frightening possibilities, we hasten to add that the four appended
examples are all of a type which he should be able to solve without a great deal of
difficulty.

100, By PICCOLA. (Key-Phrass Cipher = intercapted by a "Royalist” spy).
NHHXO HEWA EHMA TUI HUUHST USA STUN KU

MENIWAHT. NEHHESA DTHH 1A IIEIAM HEKM
UWAHBOLWN WHTMAM DSTHA JTESU TO TXK
NWIEWAOO, OUHKM WAHMN U1 BUUHST NWTOIK

HEY WAHRHAHOA NWTOIEKAWO,

101, By PICCOLA. (Probable words: CIPHER, SUBSTITUTION, ALPHARET, eto),
DEIVO CZPVC LUZIQ UWYVB VINCD UULCU EUZII

UoCcCZP VWVCLUZ PYNUS Q8C21 ULQTU [EHICZ I1rLUZ
PYNNY JQYLU PLUZI QJSCU LUSUE YGUZII QIUTQ
NUFSU 2FLUI CVFQS WQIIS UYSUG SQNBL UGUOV
VYFSQ YIHIY 1KOHK UVPTY KQl1JU YVPPC ESYUO
FQSUL CZRKNKYZ FEKESY 21021 FRQVVC,

102, By PICCOLA., (Probable words: COLLECTION, GALLERIES, FIGURINE, eto).
YCGUT HMPYB XSEKERM GXUFP CMIBC JGRME XLZXS8Z

NQVVU NIXQS QEEXZ BMXSR LEQWL CVUDY CGRNQ
SEXJU SEKEXCV XSEQM TCIXQ SEYCI I1YREC 8CZWMC
L1IQVU SEMXQT KYRTQ MZCS

N

CvvUM XRLFC LLURS
MUNRS IVBXS CNUME CXSWH CMIERM DYCLL XSNUJ
XLCPP RCMUJ DTCBO RXSEY XLEOV VQFLN QUVVRERRHN

I1XQ85 QFX XX

103, By EFSEE. (Probable words: PEOPLE, PERSOH, CIRCUMSTANCES, eto).
BECOM ICIQU EXPAY OTIlAN S§121P 1ANDO ABUMY

OREAN USQUI MONIP MAMAM I1FOXE GAOKA ZUKIS
GOvVIS AWAZA ITHIN AILMO SUISH EATRU ALEWMNO
FATIC AG1DO YEMBE YOLEN ACOSE EKEELS 0GI2ZA
COOLS I1DIOR QUAZO WAGES DIBUS 1VIPU AZAME
SIDAR TACOO YAPES LIARS EWOAL ONIKOC LOMBA
RILAZ ALOWI AVUMA EATLO FICIN AIMIL §NaAQUI
MONIP SAWOG APAVI HBISUE CANOS MOLET AMEKO

WAIVS IARTE 2EBEIRS 1LAZE GASAM I1VEEP,



CHAPTER X1I

MuLTiPLE-ALPHABET CiPHERS — THE VIGENERE

The theory of polyalphabetical substitution is as follows: The encipherer has at
his disposal several simple substitution alphabets, usually 26. e uses one such
alphabet to encipher only one tetter; for the next letter, he may use another cipher
alphabet ; for the third letter, a third alphabet; and so on, until some preconcerted
plan has been followed out. The earliest known ciphers of this kind, the Porta
(1563) and the Vigenére (1586), made use of a chart, or tablean, on which all of
the avaiiable cipher alphabets were written out in full one below auother. The
Gronstfeld cipher (1655) used a purely mental encipherment plan; but the Beaufort
ciphers, arriving two hundred years later (1857), again made use of a tableau, and
sometliing of the same idea survives in the use of strips; that is, a set of long narrow
cards, each card carrying a simple substitution key, Slides, however, must have
been in use near the time of Beaufort, since the best-known of the stide-ciphers, the
Saint-Cyr, was being taught in 1880 at the French military school from which it
takes its naine, As to cipher disks, these appear to have been known even in
Porta’s time, and have passed through many complications, though it has not been
a great many years since a very simple disk was in use in our own army. (A draw-
ing of the United Stetes Army Cipher Disk may be seen in Webster's New Inter-
national Dictionary.)

To know thoroughly any one of these ciphers is to understand the fundamental
principles of all, and we are going to base our studies chiefly upon the Vigenére,
most perfect of the simpler types, an<’ the basis upon which others have been founded.
Fig. 835 shows, in full, the Vigenére tableau, or “ alphabet square.”” The alphabet
standing horizontally across the top of this figure i1s the plaintext alphabet, and
serves for the whole tableau. Below this, and parallel to it, are the 26 * Caesar”
alphabets, the first one being a duplicate of the plaintext alphabet, while the re-
maining 25 have been shifted, one letter at a time, until the last one begins with Z.
These are the 26 available cipher alphabets, and each one is named according to its
first letter, which is also spoken of as its key. Thus, the key-letter A points out the
A-alphabet; the key-letter B points out the B-alphabet, and so on. The alphabet
standing vertically on the left side of the tablcau is merely a list of these key-letters,
and so is called the key-alphabet. Except where cipher machines are employed, the
ordinary plan of encipherment does not make use of the full 26 available cipher al-
phabets; only a few of these are used, and these few are taken always .n a given rota-
tion, so that the cipher becomes periodic. If the rotation includes, say, twelve of
the cipher alphabets (whether or not these are alt different), the cryptograms are
said to have a period of 12. (The word “cycle ” is also used in this connection.)
Since each letter of the normal alphabet is the key to one of the Vigenére cipher
alphabets, the encipherer, wishing to make use of several different cipher alphabets,
is able to remember their scquence by means of a key-word, in which each letter
wiil point out one particular cipher alphabet. If today’s key-word is BED, only
three cipher alphabets will be used, the B-alphabet, the E-alphabet, and the D-
alphabet, and the cryptograms will all have a period of 3. But if, tomorrow, the
key-word is changed to CONSTANTINOPLE, the complete rotation will include
fourteen alphabets, and the cryptograms will have a period of 14.
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Fisure 85
VIGENERE TABLEAU
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To make use of a cipher alphabet, say the B-alphabet, we may lay a ruler across
the tableau in such a way that this one alphabet is pointed out. Then, to encipher
any letter, as S, we may find this letter, S, in the plaintext alphabet at the top, and
trace down its column as far as the B-alphabet which is being pointed out by the
ruler; we find that the substitute, in this alphabet, is 7. Or, wishing to decipher T,
we find this letter in the B-alphabet and trace upward to the plaintext alphabet in
order to find that its original is S. While the foregoing explains the principle, it has
not been expressed in the usual language. Where we have mentioned the use of the
B-alphabet, it is much commoner to hear that a certain letter has been enciphered
or deciphered “ with key-letter B,”” and the usual description of the encipherment
will be somewhat as follows: To encipher S by B, find S in the plaintext alphabet,
find B in the key-alphabet, and use the substitute which is found at the intersection
of the S-column with the B-row. Or: To decipher T by B, first find the key-letter
B, trace Porizontally to the right as far as the cipher-letter T, then trace upward to
its origirzt, §. This, we believe, is the original description, as explained by Blaise
de Vir: “re himself, and the original encipherment plan was that indicated in
Fig. §6. The message of this figure is SEND SUPPLIES TO MORLEY’S
STATION. The key-word, BED, has been repeated often enough to pair one key-

Fipure 86

Original Method of VIGENERE Enolipherment

Key:

BEDB EDBEDBED BE DBEDBED BEDBEDEBE
Messege: SEND SUPPLIES TO MORLEYS STATION
Ciphers T1QE WXQTOJIV US PPVOFCV TXDUMBRO
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Flgure 87

Hodern Enoipherment
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letter with each text-letter, and these pairs are handled one at a time: S is enciphered
by B, E is enciphered by E, N is enciphered by D, and so on, following the original
description,

The modern method would be that of Fig, 87, Knowing that a great many let-
ters arc going to be enciphered by B, a great many others by E, and a great many
others by D, and having no wish to preserve word-divisions, we begin by writing
our plaintext into three columns (or by grouping it conveniently), and then encipher
at a single writing all of those letters which are to be enciphered by any onc same
key-letter. That is, we apply one cipher alphabet at a time, as first explained, The
modern practice wilt also require that the cryptogram be taken off in five-letter
groups, and that the final group be made complete. This is another of those cases
in which the decryptor will rumber his letters, as shown in the figure, The student
who has not previously met the Vigenére cipher is urged to perform the two opera-
tions of encipherment and decipherment and thus familiarize himself with the use
of a tableau; it is possible that in most of his subsequent reading he will find ex-
planations based on the “ columns ” and “ rows ™" of a “ tableau,” when, as a matter
of fact, no tabteau has been used. To understand how this might be, suppose we
take a look now at the Saint-Cyr cipher,

In Fig. 88, we have the principle of the sliding device by means of which this
encipherment is accomplished. The Saint-Cyr slide is very casily prepared of card-
board, or of any other tlexible and fairly strong material, but may also be prepared
of wood, or may be set up for any temporary purpose on two strips of paper, Its
details, also, may be varied to suit the operator’s own convenience. As shown, how-
ever, the upper and single alphabet, which is the plaintext one, is written on a card,
and slots witt be cut in this card at two points: Just below and to the left of 4; and

just below and to the right of Z. This plaintext alphabet is considered stationary.
: Figure 88

THE SAINT-CYR SLIDE

!ABCDEFGEIJKLMNOPQRSTUVWXYZ
(ABCDEFGHIJHLNNOPQRSTUVWK‘IZABCDBFGHIJ.}&

L 1 {mo Y.)
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The lower and double alphabet, which is to furnish all of the substitutes, is written
on a long narrow strip, the two ends of which may be inserted into the slots of the
other card. This strip, or slide, may then be moved back and forth at will. How-
ever prepared, the spacing must be uniform throughout both alphabets. The Saint-
Cyr cipher also makes use of a key-word in which each letter is the key to a cipher
alphabet, and which is applied exactly as in Fig. 86 or Fig. 87. To apply the key-letter
B, we adjust the slide in such a way that the B of the sliding alphabet will
stand directly beneath 4 of the stationary one. This gives us exactly the same set-up
which we used in Chapter I.X for cases of simple substitution; that is, we have a
plaintext alphabet with a cipher alphabet standing just below it; each plaintext letter
is standing directly above its substitute, and each substitute directly beneath its
original. The cipher alphabet just referred to, in which key-letter B, found in the
sliding alphabet, is standing directly below the index-letter, 4, found in the statioa-
ary alphabet, is identical with the B-alphabet of the Vigenére tableau, and is even
called by the same name, Should we move the sliding alphabet, so as to place key-
letter C directly beneath index-letter 4, we reproduce the C-alphabet of the Vigenére
cipher, again called by the same name. In the figure, we have the E-alphabet in
position, with key-letter E standing directly beneath index-letter 4. And since the
sliding alphabet may he placed in 26 different positions, cach time reproducing one
of the Vigenére cipher alphabets, having the same key and the same name, it appears
that our Saint-Cyr “ cipher ” is merely a duplication of the Vigenére. The chances
are, then, that even though we call our cipher by its original name, and cven make
references to its tableau, our actual work of encipherment and decipherment will
have been accomplished by means of the more convenient and rapid Saint-Cyr slide.
But where a slide is possible, a cipher disk is also possible, and many will prefer to
use the disk,

To prepare one of these, we might proceed as follows: First, cut out from card-
board (or other desired material) a pair of disks, one smaller than the other. Divide
the peripheries of both disks into 26 equal segments, and write the 26 letters of the
alphabet in a circle around both of the peripheries, causing both alphabets to run
in the same direction. Place tba smaller disk on top of the larger; and, finally, stick
a drawing pin through the exact center of both disks, to serve as a pivot. The
smaller disk may now be rotated to 26 different positions, so that any desired key-
letter can be caused to stand beside index-letter 4 of the outer disk, and will place
in position the cipher alphabet of shich it is the key. The use of this revolving
alphabet in place of a sliding one does away with the necessity for doubling its
length.

Now let us examine carefully Fig, 89, with its two examples of decipherment.
At (a) of this figure, a short cryptogram fragment, beginning T 7 Q. . . . , is being
deciphiered with the original key-word, BED, and is bringing out the message, SEND
SUPPLIES. . . . . This, of course, is to be expected of any cipher. But at (b),
it is this message fragment, SEND SUPPLIES, which is acting as a trial key; ex-
actly the same process is being used as if applying the true key, and this decipher-
ment is bringing out the original key, repeating over and over. The Vigenére cipher,
then, works equally well in reverse, and in this respect it differs from some of its
kindred ciphers. To understand this peculiarity, we have merely to consider the
tableau. Concerning this we have said that the horizontal alphabet which stands
across the top is the plaintext alphabet, and that the vertical one at the left is merely
a list of keys. Suppose we decide to look at it the other way round, and say that the
vertical alphabet at the left is the plaintext one, and that all 26 of the cipher alpha-
bets are standing on end with their key-letters at the top, so that the horizontal
alphabet, written across the top, is merely a list of these keys. Will there be any
diffcrence in the encipherment? Might the slide, also, be prepared in a vertical
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position? Docs it make any difference in the results whether we encipher plaintext
SEN by key BED, or encipher plaintext BED by key SEN?

One road to decryptment, then, is clearty indicated. If we have a probable word,
we may usc this word exactly as if it were the key, and, if it is actually present, it
will bring out the true key. Or, if we have no probable word, we may try probable
sequences, of make use of the trigram list.  Here, however, we have two separate
cases: The simplest, in which the probable word is long enough to bring out the key-
word repeating ; and the most difficult, in which the sequence, or probable word, is
very short, and will bring out only a short fragment of the key-word.

The sitmpler case is rcadily explained. We have, say, a cryptogram beginning
USZHLWDBPBGGFS. .., inwhich we suspect the presence of the word
SUPPLIES. We decipher the first eight letters, using this probable word as a trial
key, and obtain a jumbled series of letters C ¥ K S A O Z J, which is not satisfac-

Figurﬂ 89
(a) Decipherirg with the KEY:
Kay: B E D B E D B E D B E Duo- sne e
CRYPTOGRAM: T I Q E W X QT 0 J I Viiieons
Plaintext: S E N D S U PP LI E Siviaven
(b) Declphering with the MESSAGE:
Trial Key: S E N D S U P P L I E Sievcinse
CRYPTOGRAM: T I Q E W X Q T 0 J I Vieiviss
True Key: B BE D B E D B E D B E Divieees

tory. We leave off the first cryptogram-letter, U, and decipher the next eight, ob-
taining another jumbled series of letters A F S W L V X X. We start again at the
third letter, then at the fourth letter, and still there is no information, But at the
fifth trial, beginning at the fifth cryptogram-letter, we obtain a series T C O M E
T C 0, and this is satisfactory, not necessarily because we have recognized the word
COMET, though this, of course, is a very desirable happening, but because the last
three letters, T C O, are repeating the first three. The series is beginning over.
The student should practice doing this, using both the tableau and the slide (or
disk), until he is sure that he understands the process. The exact details of his work
are immaterial; if he is sure that his key will be a recognizable word, it will be
satisfactory to make decipherments directly on the cryptogram, erasing as he goes.
Sometimes, however, the key is incoherent, or apparently so, and a jumbled series
like C ¥ K S 4 0 Z J might actually be the correct key; for this reason, it is well
to follow a routine of some kind which will preserve all of the decipherments. One
such plan is illustrated in Fig. go.

‘Here, the cryptogram, or a substantial portion of it, would be written across a
sheet of quadrille paper, and the probable word would be written at one side, where
cach of its letters will govern one row of decipherments, The first letter, S in the
figure, has been used to decipher the whole row of cryptogram-letters, giving every
possible key-letter which can produce S. The second letter, U, has been used to
decipher them all again (except the very first letter; we do not expect a word
UPPLIES). The third letter, P, has been used to decipher them all a third time;
and so on. The resulting rows of decipherment include all key-letters which could
have produced §, then U, then P, and so on, To read them consecutively, beginning
at any cryptogram letter, start immediately below that letter, and read diagonally
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downward to the right. The first diagonal gives key CYK. . . , the second gives
AFS. . ., and so on to the fifth diagonal, showing the key as TCO M E T C 0O,
(If it is desired that these possible keys should come out standing in a horizontal
position, then the decipherments may be made diagonally.) F. R. Carter, the
originator of this scheme, does not necessarily make all of the decipherments which
are included in the figure. He begins with the assumption that his key will be a
recognizable word; having deciphered in full the first three rows, he abandons all
of those diagonals which cannot develop into words. If, in the end, he is forced to
conclude that his key was incoherent, no decipherments liave been erased; he may
still go back and develop the rest of his diagonals, in the hope that one will begin
repeating.

The more difficult of our two cases, that in which we have no probable words
other than the, and, which, that, have, but, etc., can follow exactly the routine out-

Flgure 90
Deciphering with the Probable Word SUPPLIES - Routine of F.R.CARTER

Cryptogrem fragment: easse U 'S 2 H L W D B P B G 6 F 8§ 4upuuusn.

Probable word: 8 C A HP .§/ E L JX J 0 0N A civveeen,
U Y F XN ¢/J H V H M ML Y .ou.... .o
P E S WEHOM A MZRRG QD seeenns,s
P S WEO MAURRGQD .oo.uus .
L AL S QE/Q V V U H civieenna
1 0o v T H ;/7? Y X K sveennens
E Z X L ¢/ B O ciienura,
s o//

(Eoy: COMET)

lined in Fig. go; but in this case there must be two separate work-sheets. Here, it
is usually better to forget words and start at once with the list of normally frequent
trigrams, THE, AND, THA, ENT, ION, TIO, etc. The key-fragments which are
deciphered by these will be very short, and very numerous; a great many of them
will be very good usable sequences, and perhaps the correct key-sequence will not
look quite so inviting as others which are incorrect. It becomes necessary, then,
to have a second work-sheet on which we may take these fragments one by one
and try them as keys. If any one of them is a fragment of the original key, it mus¢
bring out fragments of plaintext, and must bring them out at some regular interval.
If the scheme of Fig. go is the one preferred, the second work-shect may be pre-
pared exactly Iike the first, and used in the same way. The only difference is as
follows: On the first work-sheet, where the figure shows the word SUPPLIES, a
supposed trigram (THE, AND, ctc.) will have been used to bring out supposed key-
fragments; on the second work-sheet, one of these supposed key-fragments will have
been used. These new rows of decipherment may then be examined to find out
whether any of the new diagonals contain apparent plaintext fragments, and, if so
whether these occur at a regular interval. n

For this kind of work, however, Ohaver has offered us another routine which
requires somewhat more preparation than Carter’s but which is well worth the
extra trouble, especially if it be remembered that a trigram-search is never neces-
sary cxcept with the shortest of cryptograms. For the longer cryptograms, we have
easier methods. Ohaver’s plan can be examined in Fig. gr.

The cryptogram, shown at the top of this iigure, contains 26 letters; therefore,
remembering that each letter, except the final two, may begin a cipher-trigram, it
contains 24 trigrams. The preparation of the two work-sheets requires that these
24 cipher-trigrams be written out in full on both sheets. This work should be done
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in ink, or on the typewriter. Then, too, for a reason which will be explained in a
moment, it is well that the first of these work-sheets be preparced with a great deal
of space, say seven or cight lines, between its rows of trigrams. Now, considering
the first work-shect, shown at (a) of the figure: The upper row shows the 24 cipher-
tricrams as originally written out,  We have been working down the trigram list,
using every normally frequent trigram as a trial key, and have failed to find THE,
AND, TIIA, or FNT, which mecans that we have done quite a lot of tedious work.
We have now reached the normally frequent trigramy JON, and this we have ap-

Figurs 91
LNFVE CLNVM RNGQF HHRNH IRVFE B.

{(a) Trial Sheet No. 1

10N
LNF NFV FVE VEO EOL OLN LNV KVM VMR BMRN RNG NGQ
AZS - FRI XAR NQB WAY GXA DI FHZ NYE EDA JZT FSD
GF QFH FHH HHR BHRN RNH NHL HIR IRV RVF VFE FER
YCS IR0 XTU ZTE 2DA JZU FIV 2UE ADI JHS NRR XQO

(b) Trial Sheet No, 2

EDA
TTLNF NFV  FVE VEO EOL OL¥ LNV  NVM VMR MRN RNG NGQ
HEKF JCV BSE RBO ALL KIN HKV JSM RJR ION NRC JDQ

e

GQF QFH FHH HHR HRN BRNH NEI HIR IRV RVF VFE FEB
CNF MCH BEH DER DON NKH JEI DFR EOV NSF RCE BBB

(o) Testi

gz out the FPeriod 5
DA EDA EDA EDA EDA ED
LNFVEOLNVMY¥RNGQFHHERNHUHIRVFESB
IN,.ALL..1ON,,.,BEH.,.DFR. .AX
(TICH1) (FRIDAY?)

plied as a trial key, assuming one by one that cach of the 24 trigrams represents JON.
We have, then, 24 decipherments on the second row, and any one of these 24 de-
ciphered trigrams might be a fragment of the original key. However, it is natural
to assume that a trigram FRJI or IWAY is more likely than one such as XHR or NQB

'\I‘\A r}'\ncn fraomaente whirh lanlr ilba s1cnahla camianrae ha honn indearerarad in the
AL LLIVOV LldpllIviity yrillivll IVUALA unc Usalde aULgULlIvLe uuvc UL UHIULIDWULNW B LI

figure. These are to be tested first. At (b), we have the other work-sheet, the
upper row, as before, showing the 24 possible cipher-trigrams. Here, we have al-
ready failed in our tests for key-fragments FRI, WAY, DZI, NY E, which means
that we have done some more tedious work, and we have now arrived at the pos-
sible key-fragment EDA. If this sequence, £DA, is actually a portion of the orig-
inal key, it must not only bring out fragments of a plaintext message, but must
bring them out at some constant distance apart. The point at which we found this
is the tenth trigram, and here it may be advisable to remind that this begins at the
tenth cryptogram letter; that is, every trigram presents only one new letter, so that
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to find a completely different trigram in either direction, we must count backward
or forward a distance of three trigrams.

Beginning, then, at the tenth trigram, and examining every third trigram in both
directions, we find that our key-fragment has-given us the following decipherments:
HKF, RBO, HKV, ION, CNF, DER, JEI, NSF. These are largely incoherent;
but, in addition, it must not be overlooked that on the continuously-written crypto-
gram, these would be consecutive, giving us a message H K ¥ K B 0. . . Applied
at interval 3, then, our key-fragment £DA, will not decipher us a message; there-
fore, the period of this cryptogram, using this key, cannot be 3.

To examine for the possibility of a period 4, we start again with our tenth
trigram, and exaniine every fourth decipherment in both directions; our series, this
time, is JCV, KIN, ION, MCH, NKII, NSF. Most of these are usable, and the
first one might be due to nulls, initials, and so on; but here again we have the re-
minder that with each trigram representing only one new letter, these are almost
consecutive, starting at the second cryptogram letter, so that our message, with each
fourth letter missing, will be as follows: * J CV* KIN*J O N. ... Unless we
can think of some letters which would fill these gaps and provide plaintext, our
period is not 4.

Trying again, however, beginning at the tenth trigram and examinirg each fifth
decipherment, we find something more satisfactory: ALL, JON, BEH, DFR. If
these are correct, the period is 5. At (c), we have gone back to the continuously-
written cryptogram in order to try these in their places; and since a period 5 would
mean that each of the letters £ D 4 is used regularly to encipher each fifth letter,
we are able to include two shorter decipherments at the two ends of the crypto-
gram. The next step in logical order is to try deciphering T in front of JON, since
the trigram 77O would have been the next one on our trigram list. This brings out
key-letter C, which, if correct, will decipher correctly at each interval s, and which
extends our key-letters to C £ D A. We can see, too, that this is not the beginning
of the word; the sequence we have is D 4 * C E. 1In the given example, it is not
difficult, also, to guess a probable word, FRIDAY. Now, having twice called atten-
tion to the fact that the trigram-search can grow quite tedious, we hasten to point
out that it need not be made more so by deciphering each trigram individually. If
your trial key is THE, set your slide at the 7T-alphabet (or point this out on the
tableau), and decipher cvery first letter on the sheet. Then set the H-alphabet in
position, and decipher every second letter on the sheet. Finally, set the E-alphabet
in position and decipher all of the remaining letters,

The foregoing few paragraphs have illustrated the worst case in almost its worst
form, but will show the principle. Now let us consider this work in a much more
usual case. As mentioned earlier, the first of the two work-sheets will be prepared
with a great deal of space between the rows of trigrams. The full number of
decipherments will be made for the first trigram THE, but ot erased. Just below
these, a second row of decipherments will be made for AND, and these, too, will
be left standing. (THA can be omitted.) A third row of decipherments is made
for ENT, a fourth row for OV, and so on down the list, until there are six or cight
rows of possible key-fragments. These are all examined and compared with one
another, in the hope of finding duplications. Pecrhaps THE and AND have both
brought out a key-fragment £D A, or one has brought out CED and the other EDA,
having ED in common. It is far from unusual, in some of these cases, to find a
whole series of these overlapping key-fragments, for instance, CON, ONS, NST.
This will explain why many persons consider the trigram-search the simplest and
most direct way of attacking a Vigenére cryptogram.

For the benefit of the novice, we end the chapter at this point in order that he
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may ltave some practice. Example 104 comprises a thrilling serial with all the
trigunings, gripping and original title, smashing climax, and a brave hero, John
Miller. ‘The key to the title is STRANGE. Part I repeats a word found in the
titie; part /7 repeats a word of part I; and somewhere are the trigrtams NOT', CON,
VET, ING, TEN, THE. We have heard, too, that an amateur encipherer will oc-
casionally encipher the nulls which he adds in his final group. Example rog is
easily investigated through short common words. As to the remaining examples,
while it is true that they can be attacked by the trigram method, the student will
prohubly prefer to leave them unti] he has seen the methods outlined in Chapters
X7V and XV.

104. By PICCOLA. (For trigram practice. A now key for each fragment).

Titlo of Serials SLEKRN TXWWZ SNVTW TI1raall I1XXXX

Part 1: RI1GZV ZKI1UO0O MHJLB WFPKS RZTRH EJTWI

0OS8%WWIO0 SGQII, Pert It HHTXT NEOLVY RNTUL CLPPX

-

YRXEK UKBUW UOJZE XMHZKH Part I1II: S Y2 YR TNFUR
KCUSI IRQUX WUFEC JNRLQ NFOEKY XHMPUO HNEJAX
JHVOP Part IV: XBVPY SXCJJ YURXO TSPIN YILUP
AVEXN MFCIB STITO OTBRO.

105, By PICCOLA. (For investigation of short words. - Still Vigonbrel)

VY DJGIEJS ¥VRJHJ FJ DB GEKOWUY ARFF W
VOKU XR PG R JUOEKMRB UYSUH QW JLJG CIWHOGTIHW,

106, By FEON. (Any ropeated trigrem is worth watching!)

PQXEJ FVEGY MNXYNY IUFRD SGVRI LPS5G2Z TMESI
RENYI GPERW GRRND LOJNT YIDXO TYCI1P CREVC
ESGOI RLISI»RZQEU CaGLTC I1XHY! XHELE KYJEK
PX1EY RRSLE DLIFY GPRJOG SDICE,

107, By TEE ADMIRAL. (Numbers are always possibla!)

LVPRVY SFPTY JSPHL FRCEU SB0oS2Z PHJFZ NSOAP

ETTVV ZCFRJ XCCTP WWRHK EWYUK WGLNU XCCTP

-
3]
-

SR FRINV ZOWFJ WQZINU KWYOE WMPAI

168, =y w0, (This crywtogrem, circulated in April, 1935, caused groat
constermation emonz solvers. Do you see any reason why?

I"6JC NWNIUJX CSLSK KBNVG WIPSU QIUJA ULJUZ
H3EVJ VMAOH GOGLTP DGLEY SSLAF IMJSW QIUMO
ANFLY HIUIZ DQEVY RTWHI MRFEU XPNOV YTKEF
NVvQ¥o 1.

109. By PICCOLA,

AXSEHR GOl1WW FOUIAL OBEMQW EENBW REIKL SH2ZQ

XLGAH VPZXKL DLGOD WTCMH QDJNW EEHMYVY VABMA



CHAPTER XIII

THE GRONSFELD, PORTA, AND BEAUFORT CIPHERS

Now let us have a brief look at other classic ciphers of the multiple-alphabet
type, and sce to what extent these will differ from the Vigenére. The Gronsfeld
cipher, as may be secn from the specimen encipherment of Fig. g2, uses a number-
key. Its ten alphabets are governcd by the ten digits. To encnpher S, using key-
digit 2, simply begin at § and count forward 2 in the normal alphabet; the substitute
is U. To encipher E with key 8, begin at £ and count forward 8 in the normal
alphabet; the substitute is /. For decipherment, count backward in the alphabet.
A very superficial investigation will show that the Gronsfeld key of the figure, 23105,
and the Vigenére key CIBAF will produce identically the same cryptograms. The
key-digit zero governs the A-aiphabet of the Vigenére, the key-digit 1 governs the
B-alphabet, and so on to the J-alphahet. If it is found convenient to use a tableau
(as it may be for the decipherment), the first ten cipher alphabets of the Vigenére

Figure 92
GRONSFELD Encipherment

Plaintext: S ENDS W©PPLI ES...
Cryptogrem: UM ODX WXQLN G A,.,

tableau can be ruled off from the rest, and the key-digits, in the order o to g, can be
added beside the key-letters 4 to J. Or, if the slide is the preferred method, these
digits can be written beneath the first ten letters of the shiding alphabet; it is then
possible to slide them into position below the index (the stationary 4), in the same
way as the letter-keys. The Gronsfeld cipher, then, is no more than a minor varia-
tion of the Vigenére, and requires no separate discussion other than a simple re-
minder that its possibilities are far more limited than those of the Vigenére proper.
That is, it covers a range of only ten cipher alphabets where the Vigenére covers 26,
and this limitation more than compensates for the fact that its key is not a plaintext
word (presuming, that is, that we know what cipher has been used. Otherwise, the
difficulties are about the same for hoth). To understand how this linitation may
modify the case, let us examine the work-sheet shown in Fig. 93.

Here, we have exactly the routine of Fig. 9o, except that our search must be made
for probable trigrams, and not for a probable word. We have begun with the most
Iiker trigram, THE. But here we do not find it possible to do as we did in Fig. go;

fhnf ic Jeridhor euery Jottoe fivet e 'r han ae H than ae F 0§ the toy n'\rF

+
AL dd, WL PIECT v vLr J’ 14 dd 7] ) d442L WO A Lidvll Ao 44 ) Lil 1l A2 A, 1 LiiWw A

cryptogram-]ctters present, only seven can be deciphered as T; the rest are too far
away from it in the normal alphabet, and would require keys ]arger than 9. Of the
six letters which immediately follow the possible T’s (the seventh is not shown),
only three can be deciphered as H. And of the three letters which immediately
follow a possible TH, only two can be deciphered as £ or as 4. It is often pos-
sible, in these ciphers, to investigate simultai.cously the trigrams THE and THA.
So far as the cryptogram is shown, then, there are only two points at which a trigram
THE can be present, while a Vigenére cryptogram of the same length would have
presented ten possibilities, Thus, we have no real need for a second work-sheet;
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Figure 93
Decrypting a Known Grensfeld

Cr}‘ptosrm Frﬂgmﬁntf x U I I A Q E U U Y J Wo ssavas

Trigrem tried: T 4 1/ 1/ 1 1 s/

o m
[
~
0

The sequences U I I and A Q E are the only points at which the trigrem
T HE eould possivly be present, so that only the key-sequences 1 1 4
and 7 9 0 are tc be tried. The digram '1‘ alone may be present at ¥ . J.

the only possible key-fragments, 114 and 790, can be tested by any hit-or-miss
method which happens to be quickest.

This cipher is often decrypted in much the same way as a “ Caesar ”” simple sub-
stitution (shown in Fig. 61). The cryptogram, or a convenient portion of it, is
copied on a single line of writing; then, with each letter as a point of beginning, a
series of alphabets is extended (written in reverse order), but only for a distance
which includes ten letters. That is, the ten possible decipherments for each
cryptogram-letter are written in the form of a ten-letter column. The decryptor
may then mnspect the ten rows of decipherment to see what he can find. At any
point where it is possible to find T, #, and E in three consecutive columns, the
correctness of this possible THE can be checked by finding out whether or not it
has a series of companion-trigrams standing at some regular interval on exactly the
same three rows.

In Fig. 94, we have the tableau of Giovanni Battista della Porta, adjusted to
sult the modern 206-letter alphabet. Here we have only thirteen cipher alpha-

Firure 94 bets, each of which may be roverned by either
of two key-letters; these pairs of keys may be
The PORTA Tableau seen at the left of their respective alphabets. In
all thirteen of these cipher alphabets, the en-
S |~BCDEFGHEIJELY cipherment is reciprocal. In the AB-alphabet,
NOPIHRSTUVWXYZ for instance, which is the first one on the chart,
A RN = -~ r T [ ) * - .

cp [#BCDEGELJELUL the substitute for A is N, and the substitute for
OPQRSTUVHXYZNE| o The P 1 he oldest k g

TTASCSETGEI JELX .lS'A. e Porta cipher, the oldest nown o

TIPQRSTUVWAXYZNO its kind, employs a key-word, applied as in Vi-

gl b g g g8 F ; Bl VELML genére. If the key-letter in use is either 4 or

i E — . . X I S (;), P | B, the topmost alphabet is the one to be used;
E I Ry i o . & - - -
| IY i RsTovwxyzNopag]| ifthekeyletter is either C or D, the second al-
i s, |~#BCDZrG6h JKL#| phabet must be used; and so on. Where this
Sl YRXYIEOPQR: encipherment is illustrated in Fig. gs, it may be
g Sy P e Ed e B LM o some interest to observe that it is not totally
P {TUNVHYLYZNOPQRAS Yot N g
|op ASSDEFGHEIJELY impossible for two different key-words to pro-
[~ 'vuvwxyznorpqrsT| duce identical cryptograms. As to decipher-
PR = r OO G 1 .

RE 2 ¢ 3 Syas é M g L1 ment, we have already mentioned the fact of
TS T Er a5 reciprocal substitution. Whenever the alpha-
‘lWvxyzKoprpqrsTuv| bets are reciprocal (in any cipher), the de-

R ff{ ; vO i CHTJALM cipherment is identically the same process as
A 3 T U131 encipherment.

ay ~ oo v i .

S Y zNoPQRSTOUVYX ~ The Porta tableau, being smaller than the
vz|ABCDErGCHT JELR]| Vigenre, is not at all inconvenient to prepare
L¥OPQRSTUVYHXY| anduseasitstands. It can be made still more
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compact: The upper half being alike for all thirteen cipher alphabets, this half can
be written once only, at the top of the chart. The lower halves can be written below
this on thirteen parallel lines, with their pairs of keys at the left. A ruler may then
be used, as suggested for Vigencre, to point out any given lower half. But when it is
noticed that these lower halves are identically the same scries of letters, with its

Figuro 95
Porta Encipherment

Keyword: EASTEAST

Plﬂntext: SE NDSUPP.-.

Cipher: DREZDHGG,.
{Compares)

Ksyword: FATSFATS

Plaintext: SEND S L[ P .psaa

Cipher: DREZDUEHG Geue

point of beginning shifted one Ictter at a time, it is promptly seen that a slide is pos-
sible, on which the N-to-Z half of the normal alphabet, if written twice in succession,
could be placed in 13 different positions with reference to the A-to-AM half; and a
slide is more convenient still. The slide shown in Fig, g6 is another of Ohaver’s de-
vices. The only new feature in connection with the Porta slide lies in the handling
of the key-letters, which, in this cipher, are no longer the first letters of their cipher
alphabets. Mr. Ohaver has added them on the sliding portion of the device, each
pair of keys being placed directly below the letter which must stand beneath the
index (A) whencyer one or the other of the pair is the key-letter in use.

The Porta cipher, aside from its purely historical interest, provides a most inter-
esting decryptment study in the formation of its alphabets. Notice that because of
the encipherment scheme itself, it becomes totally impossible that the substitute for
any letter, in any cipher alphabet, can ever be taken from its own half of the normal
alphabet. This limitation is far more visible than that of the Gronsfeld. We have,
say, a cryptogram sequence & E P. Can this represent the trigram THE? No, be-
causc E cannot represent H ; for the same reason, it cannot represent THA. Can it
represent AND? No, because H cannot represent 4. Can it represent ENT? No,
because H cannot represent E£. Can it represent JON? TI0Q? FOR? NDE? HAS?
It is not until we reach STH that we find a normally frequent trigram which could
have the substitutes FEP. But to gather the full significance of this Porta limita-
tion, and also a suggestion concerning the detail work when taking advantage of it,
let us picture the case of a probable word: INFANTRY.

Using digits 1 and 2 to mean, respectively, the first and the second half of the

Figure 96
A Slide for PORTA - Devised by QHAVER

ABCDEFGHIJKLU

NOF A TUVHWXYZNGFQRS VWX Y '
{Koys)

ACEG MOQSUWY

BDFH NPRTVXZ
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normal alphabet, this probable word INFANTRY has the alphabetical pattern
L2711 23222 And, since every substitute must have been taken from the other
nalf of the normal alphabet, it will certainly be represented in any Porta cryptogram
by cight Jetters having the OppOSlte alphabetical pattern: 212 2 11 1 1. Morcover,
a pattern as long as this is not going to be found very often in any one cryptogram.
Tite decryptor, then, may proceed as in Fig. 97. Each cryptogram Ietter is marked
1 or 2, or imagined to be so marked, and this series of digits is examnined in the hope
of finding a sequence 21 22 11 1 1. If it cannot be found, the word is not present;
if it is found, it can be assumed to represent the word INFANTRY. Here, we
meet with a slight difference between the procedure for Vigenére and the procedure
for Porta.

FiGura 97
THS PROBABLE WORD METHOD IN PORTA

Pattara of word INFANTRY:

121122
Pattern of substitute: 21221

o

The cryptogram, with patter:

FJIDTUVSSLFF
111122222111

Detorminiqg the FEYNORD:

v X M S T K E D
] ¥ F A NTR

A

3
A

E
F

o oo
= o el

C EC
T F D
¢ E

In Vigenére, we found it possible to discover the key by simply taking the
probable word and deciphering with it. In Porta, we cannot do this. We must first
pair the two letters, that is, a supposed substitute with its supposed original, and
then find out what kev would cause this. In the figure, for instance, we have a
sequence X M S T, assumed to represent I/ N F A. The first corresponding pair
is X = [. If we are using the tableau of Fig. g4, one of these letters, 7, is never
found anywhere except in the gth column. We find the /-column, and trace down
until we find X ; the key, in this case, must be £ or F. The next corresponding pair
of letters (3 representing V) demands that we find the 3f-column and trace down
to N; key C or D. The third pair (S representing F) demands that we find the

F-column, and trace down to S; key 4 or B. The fourth pair (T’ representing 4)
demmcs that we find the 4 column and trace down to 7' key M or /

Using the slide of Fig. 96: P]ace X and [ together, and note that the key-letters
standing below the index (stationary A4) are EF. Place 3{ and N together, and note
key-letters CD. Place S and F together, and note key-letters AB. Place T and 4
together, and note key-letters AfN. From the recovered pairs of key-letters, we are
to select one each in order to recover the key-word, using somewhat the logic we
might apply in dealing with a key-phrase cryptogram. In the given case, where we
heed the two vowels to form any word at all, it is not difficult to surmise that the
key-word was DANCE. It might not be so easy to decide as between EAST and
FATS; but key-words, as a rule, are seldom so short as those we have been using,
and the longer the word, the fewer the possibilities. Concerning keys, however,
there is one contingency which may have to be considered: The various medernized
versions of this tableau are not always duplicates. The cipher alphabets will be the
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same as those given here; but where we have caused these to shift in the normal
direction, another tableau may show them shifting in reverse. The first alphabet
will be the sanie as here, but the second, still showing key-letters CD, will show its
jower half beginning Z N O P. . . ; the third, still showing key-letters £F, will show
its lower half beginning ¥ ZN¥ O P. . . ; and so on. The recovery of the key-word,
of course, is not vital.

Coming now to the two ciphers which are called Beaufort, we return to a tableau
so closely resembling Vigenére’s tableau that the two can be used interchangeably.
Fig. 98 shows only cnough of the Beaufort tablecau to bring out the difference in
form. Here, we find no separate plaintext alphabet and no separate key-alphabet,
Those which form the square have been lengthened by repeating their first letters;

Figure 98
Upper Portion of the BEAUFORT Tablesu

ABCDEFGHIJKLMNOPQRSTUVWXYZA
BCDEFGHIJEKLNNOPQRSTUVWXYZAB
CDEFGHIJKLMYNOPQRSTUVWXYZABC
DEFGHIJKLYXNOPQRSTUVWXYZABCD
EFGHEI JEKELY.,so (Btos) +...WXYZABCDE

Thers are no external alphabets, The four outer alphabsts of ths

square are exaotly alike, with A in each of the four corners.,

TRUE BEAUFORT Encipherment VARIANT BEAUFCRT Encipherment

Key: COMETCOMXETCO Key: COMETCOYETCO
Plaintext: S ENDSUPPLIES Plaeintext: S ENDSUPPLIES
Cipher: KKZBBlIZXTLYW Cipher: QQBZZ2SsSBDEPCE

and a 27th alphabet, added at the bottom of the tableau, repeats the alphabet shown
at the top. In this way, we have a 27 x 27 alphabet square in which all four of the
outside alphabets are exactly alike. These ciphers, also, make use of a key-word,
applied as in Vigenére and in Porta. As Sir Francis Beaufort himself is said to have
used the tableau, the encipherment of a given plaintext-letter, using a given key-
letter, was accomplished as follows: To encipher plaintext S with key C, find the
letter S in any one of the four outside alphabets, trace into the square along the
S-column (or row) as far as the key-letter C; at that point, turn a right angle, in
either direction, and trace outward along that row (or column), »merging from the
square at the substitute, which, in the given case,is K. Or: To decipher K with key
C, begin with X, and follow identically the encipherment process, emerging this time
at the plaintext letter, S. This process we have called the trxe Beaufort cipher.
Notice that we have reciprocal encipherment; encipherment and decipherment are
identically the same thing.

As to the companion cipher, the student will promptly have guessed this for him-
self: Instead of starting with the plaintext-letter, S, and tracing inward to the key-
letter, it is entirely feasible to begin with key-letter C and trace inward to the plain-
text-letter S, emerging at Q instead of at K. This cipher, ton, is called Beaufort,
since its method of accomplishment is Beaufort’s method. But there is a difference
in the two resulting ciphers; notice here that the encipherment is no longer recipro-
cal; should we start at key-letter C, trace inward to the new cipher-letter, Q, and
then trace outward, we do not emerge from the square at the plaintext letter S, but
at U, an entirely new letter. In order to distinguish the two ciphers, we have re-



132 ELEMENTARY CRYPTANALYSIS

ferred to this second process as the variant Beaufort, or sometimes 7277 briefly, as
“ e variant.” There is some justification, also, for calling it the = ~ wenére-Beau-
fort.” To see why, the student may turn back to his Vigenére tab.==. - ~ud actually

perform the encipherment, using only the two sides of this tableas .= v 1ch the al-

phabets run from A to Z.

In applying the variant encipherment, in which key-letters ar= “ovad first, he
necd find a given key-letter but once, then lay a ruler along the o= ‘or column)
indicated by that key-letter, and encipher at a single writing ali & ~iext letters
which are going to have that particular key. But if, as previously .—1-,*',.".)",uC.ﬂdCd, he
has familiarized himself with the use of the Vigenére tableau, he » @ #%2 mst.lmtly
that the operation which, in the variant Beaufort he is calling enci? ~seont, is iden-
tical, in every particular, with the operation which, in Vigenérs, % would have
called decipherment, and that, in order to decipher the variant, he = - = perform the
operation which, in Vigenére, is called encipherment. Neither of *-~nt operations

Figurs 99

How to find the C-alphabset of each Bsaufort

TRUE BEAUFORT VARIANT :{;)_‘:‘}",-ET
Key: cccececcecc Key: cAsiCcceoc
Plaintext: ' ABCDEFGH.,. Plaintext: Az%22EFGH.,
Cipher ALPHABET: C B AZ Y X W V... Cipher ALPHABET: Y Z 4 3 C DEF...

provides a reciprocal substitution; instead, they are reciprocal to ez-* other. Once
it is seen that this is true, it becomes equally plain that the Sain:~";r slide serves
just as well for the variant as for the Vigenére. To make use of ;* :»» zPplying the
variant encipherment, set key-letters below index-letter A, exac:. 25 if making
ready to encipher in Vigenére, but reverse the functions of the twr. = habets; that
is, find all plaintext letters in the lower one, and take their substitt:=s: from the up-
per ote.

Now, consider the true Beaufort cipher: Here, plaintext letters 7% found first,
and keys are found by tracing into the square, so that encipherrs.«~t is more or
less a letter-by-letter process, and hardly so convenient as in the ¢<nzr two ciphers.
It is true that every ascending diagonal in the tableau is made up ¢ only one key-
letter, so that a ruler, laid diagonally across this tableau, will g« % out a whole
line of C's, or O's, or M’s. But practically every one of these dizzrals is broken
futo two portions, so that in attempting to encipher by onc key-le:-«r at a time, we
find it rather confusing to make the necessary adjustments. Is :w.«r% not, then, a
niore convenient method for applying the Beaufort? Every cipher i this family,
remember, provides ~ certain number of individual simple substitu:, > cipher-alpha-
bets. For every key (whether it is a letter or a number) there ix somc kind of
cipher alphabet showing a substitute for 4, a substitute for B, a +i.:titute for C,
and so on. To isolate one of these cipher alphabets, and find out what it is like, we
have merely to take some one key-letter (or some one key-numkb«r) and discover
what these substitutes are, and what their order is; that is, we need merely encipher
the normal alphabet, using this one key. This is true of every ciphzr of the multiple-
alphabet type. The process can be scen in Fig. g9, where the C-alpt.»het (that is, the
alphabet governed by key-letter C) is being isolated for each of the Eaufort ciphers.

In the Beaufort proper, we find that the C-alphabet will begin with ¢ and come

out in theorder CBA Z ¥V X. . . ., which is merely the normal alj;habet reversed.
Should we investigate the D-alphabet, we should find that this begins at £ and comes
out in the order D C B A4 Z V. ..., again the normal alphabet reveised; or, in-

vestigating the E-alphabet, we should find ED CB A Z. . . . , always the normal
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alphabet written backward, and always beginning with whatever letter is called the
key. This being the case, it becomes quite evident that a slide is possible, and the
formation of this slide is clearly indicated in the left-hand tabulation of the figure:
Its upper alphabet must run in one direction and its lower alphabet in the other;
if one of the two is made of double length, it becomes possible to place any one of
the 26 key-Ietters in juxtaposition with index 4, thus bringing into position any one
of the 26 cipher-alphabets which are governed by these keys. Nor does it make a
particle of difference which of the two A4’s, the upper or the lower, is regarded as
the index-letter; when C is standing below A4, then A is also standing below C. We
saw, in the tableau itself, that the true Beaufort encipherment gives reciprocal sub-
stitution, This, however, was not our first meeting with one of the Beaufort alpha-
bets; in Chapter /X, we met the Z-alphabet. We saw there that whenever a cipher
alphabet is merely the plaintext alphabet written backward, it makes no difference
which of the two is called a cipher alphabet; we may see here that this fact is not

Figure 100
A Palr of COMPLENENTARY Alphabets:

ABCDEFGH KLMNOPQRSTUVWXYZ
AZYXWVUT NMLKJIHGFEDCHEB
By doubling the length of one or the other of thess
two alphebets, we may use them to form a slide which

will encipher and decipher the true BEAUFORT,

altered by shifting one of the alphabets. Since a slide is possible, it follows that a
disk is also possible. This particular cipher disk, on which one alphabet runs for-
ward and the other backward, was used long ago in our own army, and is widely
known in this country as “ The United States Army Cipher Disk.” Most persons,
apparently, prefer the slides, on which the letters are always right-side up, and the
preparation of which does not involve the division of a circle into 26 equal arcs. Of
those who prefer the disks, practically all will make the smaller disk reversible, with
the normal alphabet on one side and the reversed alphabet on the other.

Now, returning to our Fig. gg, and examining its right-hand tabulation: We find
that, in isolating the C-alphabet of the variant Beaufort, we have merely repro-
duced the V-alphabet of the Vigenére. Should we now isolate its ¥-alphabet, we
should find that we have obtained the C-alphabet of the Vigenére. Further investi-
gation will show that the D-alphabet of one is the X-alphabet of the other, that the
E-alphabet of one is the JW-alphabet of the other; and so on. Only their 4-alpha-
bets and their N-alphabets are keyed alike. Thus we seem to have here a case of
‘“reciprocal " key-letters. These particular pairs of corresponding letters, B and
Z,Cand ¥, D and X, and so on, are called complements, one letter of each pair be-
ing complementary to the other. Since the letters 4 and N have no complements
(or serve as their own complements), the normal alphabet will furnish only twelve
such pairs, and these are shown complete in Fig. 100. In this same set-up, it can be
seen that the A-alphabet of the Beaufort cipher is the complement of the normal
alphabet. Thus, having provided ourselves with a Beaufort slide (or disk), we have
always at hand a means for finding out the complements of letters. Once it is clearly
understood that the chief difference between a Vigenére cryptogram and a variant
cryptogram lies in the names of their respective cipher alphabets, it becomes evident
that we might decrypt a variant, believing it to be a Vigenére, and have no trouble
whatever in reading its message, though finding that it has an incoherent key. Vi-
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penére keys, of course, can be incolerent; occasionally they are based in soine way
ot pumbers, following the Gronsfeld scheme,  But usually, this is not true; the in-
cohereney 15 only apparent, and a little investigation will discover what the trouble
is. In the case just nmicntioned, the variant key-word COMET will come out in Vi-
genére as Vo3 O W H, or vice versa; all that is necessary, 1t order to discover the
original key-word, is to set the Beaufort slide at the A-alphabet, and perfonn a bit
of situple substitution, Another cause for the appareutly incoherent key lies in the

Fisure 101
Applyines a PROBABLE WORD to BEAUFORT

(gzxptogrnmL TRUE BEAUFORT: K K Z2 B B 1 2 X T L ¥ W T Q
Probable Wordeieeessses S C C RTTARUPULDOGQOLTI
U E TV V C T RNUPF S QN K
P 0 Q QX 0 ¥ I A NILTIF
P QR . . « M I A N . 1 .
L . E
1 T
E c
s 0

Use the word SUPPLIES as a triasl key, exactly as in Vigendre, but make

uge of the VARIANT method, and not the TRUE BEAUFORT.

EE R
LE X ]
(b)
Cryptogrem, VARIANT BEAUFORT: Q Q B Z 2 8 B D H P ¢ E H K
Probable wWordeesesssnsnses S Y Y J HE HE A J L P X K M P S8
U * HF F Y HJINVIKIDNDQ
P M K KD MM 0S A NP S V
P « + + + 0 S . N . P.
L R
1 T H
E I '{
s M

This was deolphersd as a Vigenére, and showed the repeating of a scrambled
key: TYOWH Had it been deciphered with the BEAUFORT SLIDE, suzgested
in Figure 100, it would have reproduced the plaintext keyword, C O ME T,

use of some other index-letter than the stationary A, Say, for instazce, that the
encipherer has used the key-word COMET, but has placed his key-letters beneath
index D, The key recovered by the decryptoris Z L J B Q; to find the original key-
word, he need merely “ run it down the alphabet.”

Of the ciphers we have seen, then, those three which are complete, that Is,
which employ a full 26 alphabets, are curiously interrelated to one another. In the
matter of substitution (encipherment and decipherment), the Beaufort stands alone,
in that it is reciprocal, while the other two ciphers are reciprocal to each other in
this respect. But in the matter of keys, it is the Vigenére which stands alone, in
that it can be deciphered indifferently by key-letter or message-letter, where this is
not truc of cither Beaufort. In this respect, these two ciphers are reciprocal. To see
this plainly, we may examine our three encipherments, each one showing a different
cryptogram obtained from the plaintext fragment SEND SUPPLIES, using key



THE GRONSFELD, PORTA, AND BEAUFORT CIPHERS 13§

COMET. The Vigenére version was seen in Fig. go. 1If this be detiphered with its
message, SEND SUPPLIES, the result is a repeating key-word COMET COMET
CO. The other two cryptograms were those of IYig. 98. Here, the Beaufort crypto-
gram, beginning & K Z B B, if decipliered with the key COMET, gives the message-
letters S £E N D S. But when we attempt to decipher it using S £ N D § as our key,
we obtain: U O C R. It becomes necessary, in order to find out our key-letters,
that we proceed as we did for Porta: Assuming that the slide is being used, place
message S beside cipher X, and find out what key-letter is standing beside the index
A. Place E and K together, and find the next key, and so on. That is, change the
position of the slide for every decipherment.

In this same figure, the variant cryptogram begins Q Q@ B Z Z. If it be deci-
phered with the correct key-word COMET, we obtain the correct message-letters,
SENDS. Butif we attempt to decipher it with a key S E N D §, we obtain the
same series as in the other case: 7 U O C R. To decipher it as a variant, we must
again proceed Ictter by letter, How, then, are we going to apply a probable word
as we did with the Vigenére in Fig. go? How are we going to decipher a whole
row of letters, first as S, then as U, then as P, and so on? Must we do this letter by
letter, shifting the slide for every letter on every row? And suppose it is a page of
trigrams, where we wish to decipher every trigram on the page as THE? 1Is there
no way in which we can decipher all first-letters as T, all second letters'as &, and
all third letters as £, with only three settings of a slide? The answer is simple.
Switch the slides. We have said (and shown) that in this respect the two Beauforts
are reciprocal. Where the cryptogram is true Beaufort, and you desire to use your
probable word as a trial key, do this with your Saint-Cyr slide (used in reverse, that
Is, as If enciphering in Vigenére). If your cryptogram is variant Beaufort, use the
Beaufort slide (or treat it as a Vigenére, and obtain the key later). Both cases can
be looked at in Fig, 101. The cryptogram at (a) is our same Beaufort cryptogram;
that at (b) Is our same variant. In another chapter, we shall look a little niore
closely into this odd triangle of Vigenére-variant-Beaufort. Meanwhile, the inter-
ested student might like to investigate for himself a few of the curious angles:

Would it be possible to prepare a tableau for the true Beaufort, and use it in
exactly the manner described for Vigenére? Recalling the appearance of the Vi-
genére tableau (Fig, 85): Suppose we should add to this another vertical alphabet,
this time on the right-hand side, causing this new alpliabet to begin at 4 and run
backward, 4 Z ¥ X. ... Could this new alphabet be made to serve any useful
purpose? More than one? What about the reversible cipher-disk? Is there any
way at all in which it would be possible to encipher and decipher Vigenére crypto-
grams with a Beaufort slide, or Beaufort cryptograms with a Vigenére slide? Could
you make a cipher disk for the Porta?

110, By NEON. (Gronsfeld).

JQQYP LRSFQ YJNEU RUVEF VWPEB QFGTE MKUKG
RWETZ IDVIQ QSZIH KWMCE KBFJQg QXTRF VRJKO

ATEEN JUMSN GLPIB SOASR YSAXR UOJGW MNVRUS
VDQQR DPPKP LIC

111, By B. WATURAL. (Gronsfald).

LNPLG SYRUA IRIQX RENDI UUNHD

YNSUU OQNST ITUGL WRERYVY BZDUQ
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CTU QBTFX JFEHJ WNIKU N
PRG XKWMP UKULF NGQPR B
UUW TRXJF NHJYO JUVSP N

QCJ NWKGE BXZRI PUNXB N

10U cF
XTVvVLVY OG

VZFUQ ES

112, Dy B. NATURAL. (Porta).
3 J

YSM QSXHW WDPKM MJESBSP Y
QES LWWQS EUDKW JIAMG W

0XD SELEE PTIOT ULULW W

113, By KRIS KROST. (Boaufort. Probable word: AMERICA).

NDLHT TITE

XPZEX BEK
WeTIL SA
VEHWZY 3BG
PRYI T,

YRK FMFHL C€CSZ2QA HBHTY H

WAOoOR MS A RE QY acRE 3] n
ne X LI O« x e U NS 0

an W

a

f'od
]

2
[ %]
Q
o

e

PDV HAQWE WZMIMK YYQOB F
PWV EHRZV UOONB KXFO

(Variant Beaufort,

RKOoOASY BB
JRYMC UP
JOCZE EN

YHNSR OH

SGP ARYAT FRFDD LWHJA R
STQ WMBYS IWYIF HBAAF I
NRU ASRUI EJNOE PSGCG W

B A H,

115, By PICCOLA. {Short Simple Substitution. - No keyword),

OF TDAF

WIDYF W2

FBERZHWU WFO¥; MFWR JDE

QRKZT,

H

VFP

IB
ovu

s 2

vi

(2]
ot

T

N2

UW
JL

AKX

v

Up
MM

u.

B¢
BT
R1L



CHAPTER X1V

TreE Kasiskr METHoD FOr PrrIODIC CIPHERS

Prior to the 1860’s, the ciphers of the past two chapters had been regarded as
entirely safe. A radical change of opinion took place in 1863, when Major F, W.
Kasiski, a German cryptanalyst, was so indiscreet as to publish certain of his ob-
servations. The student will surely have noticed, among the examples of Chapters
XII and X111, the happening which is suggested in Fig. 102. Some sequence, usu-
ally a digram, is repeated in the plaintext, and happens to be enciphered more than
once by exactly the same few key-letters; the result is a repeated sequence in the
cryptogram. What he may have failed to notice is the periodicity of such repeated
sequences. In order that the same few key-letters be used again, the key-word must
have becn repeated an exact number of times, so that, in these cases of repeated
cryptogram-sequences, the distance from first-letter to first-letter is evenly divisi-
ble by the key-length — or period (in the figure, the distance from ¥ to ¥V is 10,

Figure 102
A common happening in ell PERIODIC oliphers:

Vigenerse key: COMETCONETCOXETCOX
Plaintext: THEREISANOTHERAQUES
REPEATEDSEQUENCE: VVQV....--VVQV-...

which {s twice the key-length, 5). This does not mean that all repeated sequences
found in Vigenére cryptograms are periodic. Often, they are purely accidental:
oftener still, they will be due to the repetition of alphabets in the key itself, espe-
cially if it is such a word as CORCORAN or DESDEMONA. But a distinct ma-
jority of them, according to Kasiski, are caused by periodicity; and if all of the
repeated sequences found in a given cryptogram be examined to find what the sepa-
rating interval is in each case, and if all of these intervals be factored, the factor
which predominates will betray the period of the cryptogram.

In order to have a look at the Kasiski method, we will consider the cryptogram
shown in Fig. 103; and, to approximate a2 more troublesome case, we will assume
that no repeated sequences can be found except those few which have been under-
scored in the figure. With the cryptogram-letters serially numbered, in the manner
shown, the distance apart of any two of them is readily learned by subtraction. The
digram CH is found beginning at the 1st letter and again at the 46th letter; 46
minus 1 equals 45, their distance apart. Thus, if CH is one of the periodic repeti-
tions, the period could be 15, 9, 5, or even 3. The trigram UBF, 8th and 63d letters.
shows an interval 55; here, the period could be 11 or 5. Notice that a period 35 has
been indicated by both,

Now let us look at Fig. 104, where the method of presentation is once more a debt
to M., E. Ohaver, In this figure, the repeated sequences have been listed, and cach
one is accompanied by the two serial numbess of its two first letters, together with
the interval which was cbtained by subtraction., Obaver's process provides a col-
umn for each possible factor, beginning with 2 and carried as far as desired. Oppo-
site each interval, its various possible iactors may then be noted in their correct
cclumus, In the average casc, the correct period will be pointed out by the column
showing the largest number of entries. But in this connection, it must be taken
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Flpure 103

5 10 15 20 25 30
EGSL FAUBF XUPHS JDAGY XMNZU WWJPD
60

45 40 45 60 65
JSUP GCGFXK RNIMF CHEKOA QAVIQG NRKNKUIL

—— ren—— ———

65 70 75 80 8s 90
NSUBF NDVPK AIPLS NMQOE MEUIL BLKQW
TR ————

95 100 105 110 116 120
NDVIY XUIIA QEUDUY JWCOK OQOENMP WWJJJ

125 130 138 140 146 150
QIUOV CMWDO XFCOL FSEXKUL VBWUN RVGTHB

165 160 165 170
BSQKNEL UEPHA QTQXV AKQOE

into consideration that small factors like 2 and 3, and even factors 4 and 5, are
usually present in considerable numbers, partly as accidentals, but also because they
are factors of the period itself; that is, if the period is 6, there will surely be fac-
tors 2 and 3 for every factor 6, and there will usually be a few extra appearances due
to accidental repetition,

Now, counsidering our tabulation, and ignoring the fact that shert periods like
2 and 3 are seldom encountered, we find that factors 3 and 5 are present in equal
numbers, Often, we are faced with exactly this problem. Here are two factors
which have appeared in approximately equal numbers. 'Which one of these actu-
ally represents the pericd? Ohaver’s recommendations include these: Where two
factors seem almost equally prominent, sclect the larger if it is a multiple of the
smaller, If one factor is not a multiple of the other, try to select a period which is
a muitipte of both (as 15 here, i-cludes buth 3 and 5). e points out also that
the factor which is the correct key-length will usually be accompanied, in the tabu-
lation, by quite a number of its own multiples, growing gradually fewer and fewer
as their size increases. In this respect, our factors 3 and § are both disappointing,
If we consider factor 5, we find factors 10 and 15, but not growing fewer; instead
the number increases. We find no factor 20, but we do find a factor 25; another
increase. Or, if we consider factor 3, we find factors 6 and g, but no factor 12, and
then a sudden increase in the number of factors 15. This is a case in which the
decryptor would play safe by selecting the period 15.

The student who cares to examine this matter more closely may do so by pre-

Figure 104
Tabulation for Finding Period M.E.QHAVER
Ropsated Positions -
Sequence T {ntervals POSSIBLE FACTORS of INTERVALS
CH 46 ~ 1 = 45 3 5 9 1%
UBF 63 - 8 = 55 5 11
up 33 - 12 = 21 3 T » 21
g v 62 - 32 = 30 2 3 5 6 10 15
PL 73 « 34 =2 39 3 13
wWWJ 116 - 26 = 90 2 3 5 6 9 10 15 .18
NDv 91 - 66 = 25 3 25

The factors found in ths largest pumber of DIFFERENT intervals sare & end 6§
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paring for himself a less haphazard listing of the cryptogram’s repeated sequences,
Perltaps the most satisfactory way of doing this is to begin by making a general
frequency count. Then, in order to have the more reliable information at once,
start the tabulations by cxamining those letters whose frequency is only 2; follow
this with an examination of those having a frequency of 3, and so on. The theory
is that letters of these frequencies are much more likely to beloug to only one alpha-
bet, while the letters of higher frequency have probably been enciphered in several
different alphabets, so that their repeated sequences are not so sure to be periodic

Figpure 105

Individual Frequency Counts « PERICD 5§

Alphabet 1  Alphabet 2  Alphabet I Alphebet 4 Alphabet 5

A 11 11 1 111
B 11 1 11 1
c 111 1 11

D 111 1 1
E 1111 1
F 11 1 1 111
G 1 111 1

H 11 11 1
1 11 11 1111

J 111 11 1 1
X 1 111 111
L 1 1 11111 11
'] 1 111 11

N 11111 11 11 1 1
0 1 11111 1 11
P 111 111 1
Q 1111 1111 1

R 11

S 1111 1 11
T 1 1

U 1 11 11111 11 111 1
v 1 1 111 11
w 11 111 11 1
X 1111 11

Y 111
Z 1

For other cases in which there may be some doubt, the writet’s advice is to select
large factors in preference to small factors, Or, if the decision must be made be-
tween two factors such as 6 and 7, where a period of 42 would be necessary in order
to include both, simply select the handiest and give it a trial. With the longer
cryptograms, as we shall see in 2 moment, an error in the choice is very speedily dis-
covered; as to the shorter cryptograms, there is one rule which invariably holds
good: If you meet with any resistance at all in dealing with the kind of ciphers
which were shown in the past two chapters, you have probably selected the wrong
period. ‘

Often, however, wherc one clue is missing, there will be another present to take
its place. Repeated ¢rigrams are less likely than repeated digrams to be accidental,
and longer repeated sequences are still less likely to be so. In the present tabula-
tion, we find that three of the repetitions are trigrams; in all three cases the period
5 is suggested, while only one suggests also a period 3. That is, if we use a period of
15, two of these trigrams will have to be considered accidental.

If the period here is 5, then we are dealing with five simple substitution alphadets.
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These five alphahbets have been used over and over again, always in a given rolation;
therefore, if the cryptogram be rewritten into fve columans (it is already conveniently
grouped), the letters in each column will beloig to one same alphabet, and it-becones
possible to take a separute frequency count on ¢acli one of these five alphabets. These
individual frequency counts may be seen in Fig. 105. Originally, we had a length of
7o letters, and, if the student desites to take a frequency count on the complete cryp-
togram, he will find that he has no truly predominant letters which could represent
some of the lettets ET° A O N I' R § 71, Instead, he has a series of frequencies
which are all fairly close to 495 of the text (6 or 7), and which, should he rearrange
them in decreasing order, would have somewhat the following appearance: 10-10-
10-0-0-0-8-8-8-7-7-7-7. . . . . . 3-2-2-1. He will probably find, also, that every let-
ter of the alphabet has been used at Ieast once, sometling which would be very rare
indeed in any normal English text of 170 Ictters. But in these five individual fre-
quency counts, cach helonging to a separate alphabet, matters are different. Here,
the alphabets represented have a length of only 34 letters each, and yet, in the third,
fourth, and fifth a]phabcts there is one predominant letter, which could represent E;
or some other letter which has taken the pmu, of E, wuut: in the first and second
alphabets, there are some few letters distinctly more prominent than others. Also,
cach alphabet has shown some gaps in sequence, where letters of the class J K Q X Z,
and possibly also some letters like B 2 V IV, would surely be missing in a normal
text of only 34 letters.

A frequency count made on columns is not, of course, normal. We saw this in
dealing withy transpositions, when we considered vowel-distribution. Yet, as Iength
increases, we find that the letters present in colurnns begin to approach more and
more the proportions found in normal text; here, with only 34 letters, it would
be possible, in any one of these frequency counts, to assign the letters to groups of
high, moderate, and low frequencies. Whenever our frequency counts do not have
this general aspect, the period cannot be correct. (There are, of course, the very
short cryptograms, in which the actual frequencies arc not apparent.) So far, we r-e
dealing with any cipher whatever of the periodic type, and many of these ciphers
do not make use of simple shifted alphabets, or even of alphabets which are in any
way related to one another.

Now let us consider the one case in which the alphabets are all * Caesars.” In
this case, whether the cipher is Vigenere, Beaufort, or Porta, we have only to iden-
tify one letter in order to identify a whole alphabet. Suppose we examine, first,
alphabet 5, in which the one outstanding letter, L, has appeared 7 times. Does
this letter represent e? If L of alphabet 5 represents e, then, counting backward
(that is, upward), we find that the letter a will have to be represented by H; this
alphabet, then, will be the H-alphabet if the cipher is Vigenére. The letter H
has a frequency of only 1, which, in normal text, is not particularly satisfactory
as the frequency of a, but this frequency count has not been taken from normal
continuous text: s. ppose we examine the rest of the alphabct and find out what

PR T - I b £ o are DBamlmmings n
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order ¢, b, ¢, we find that this fifth alphabet, provided it is the H-alphabet, will
contain: 3 d’s, 7 e's, 2 k', 2 I's, 2 0’s, 3 s, 3 £'s, and 3 ¥’s. That is, cach letter
present which shows a frequency greater than 1 will represent some plaintext
original which, normally, is of some frequency, the only exception being y, which
is a vowel. This is *he best we can expect of any columnar frequency count made
on only 34 letters; but more convincing still, and more reliable, is the fact that out of
the entire group 7 2 ¢ x z we find only x, represented once. Alphabet g, then, is
entirely acceptable as the H-alphabet of the Vigenére cipher.

Let us see what we can find out about alphabet 3. Here, the strongly predomi-
nant letter is ¥, But when we attempt to identify this as ¢, we find that we should
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have to accept an alphabet containing 3 ¢'s, 2 #'s, and 3 2's, all occurring in only
thirty-odd letters of text. We meet with similar trouble wlicn we attempt to iden-
tify U as ¢, as g, as o, and so on. It is not until we try it as s that we have good
luck, finding only a series of blanks to represent the letters b, 7, #, ¢, v, », %, and z.
And if U represents s, this alphabet begins at €. Alphabet 3, then, is entirely ac-
ceptable as the C-alphabet of the Vigenére ciphet, and we have two of the key-
letters: * * C * H.

In alphabet 1, the leading letter, &, is not so strongly predominant, and yet,
when we assume it as the substitute for e, we find that the rest of the count is sat-
isfactory. Alphabet 1, then, is acceptable as the J-alphabet of the Vigenére cipher
and we have three of the key-letters: J * C * I1,

In alphabet 2, we find no one lcading letter, but the two most prominent fre-
quencies are standing opposite E and S, as if this count mighit represent the normal
alphabet itself. The absence of O and the presence of only one T is hardly signifi-
cant in a columnar count; but further examination shows an excess of M’s and W',
and this is more disturbing However, a single K has appeared as the only repre-

SCDIBUVC Ul U.']l: grUUP J .ﬂ. v A L, [Ilt: IOW II'C(.{UCDL)’ lCLLCIb D dﬂ(l V IldVC ﬂppcareﬂ
but once each; and there is an absence of ¥’s to counterbalance those which were
too numerous in one of our other alphabets. So that a detailed examination, and the
failure to identify this as any other alphabet, will lead to its tentative zcceptance
as the A-alphabet of the Vigenére cipher. (We can know definitely when we attempt
to decipher with it.) With alphabet 2 accepted as the A-alphabet, we now have
four of the key-letters: J A C * H. We shall return in a moment to consider the
one which is still missing; but according to those present, it does not look as if our
key is going to develop into a recognizable word.

Alphabets of the kind we saw in No. 2 can be much more satisfactorily identified
by means of a grapk. This graph, when the cipher is Vigenére, is no more than a
picture of the normal frequency table. Ordinarily, it will be a strip of paper on
which the normal alphabet has been written twice in succession, with a straight line
standing at right angles to each letter, this line being long or short according to the
normal frequency of its accompanying letter.

A description of one such graph, suggested by L. H. Patty, will serve to explain
them all: Assuming that the several frequency counts are standing in a vertical
position, as we see them in Fig. 105, and that the work has been done on quadrille
paper, the graph will also be prepared vertically, and the strip of paper will be
quadrille paper with squares of the same size, so that the spacing, vertically, will be
the same for graph and frequency counts. The graph, however, will be twice the
length of the frequency counts, and will carry the normal alphabet written twice in
succession {except that the final Z can be omitted). The basis for frequencies can
be 200, 100, or any other basis desired. If the basis is 200, each small square might
represent a frequency of s, so that a horizontal line placed beside E (frequency 24),
would have a length of ncarly five of the small squares. Or, if the basis is 100, each

cmn” Ef‘rnﬂr:-\ mm-hf ronracont a fra~tianecv nf 2 and the knrvrnni*n] ltnn h":r'nrl }‘\FI:IAP
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E (frequency 12), would have a length of six of the small squares. Or if this same
graph is being made on a typewriter, we might dispense with the horizontal lines
and use a series of diagonals (or I’s, or asterisks), after the manner of tally-marks,
using whatever number of these is the actual frequency of the letter per 200, or per
100; this will give a good clear picture of the normal frequency count. It is under-
stood that the upper -and lower halves of the graph are to he prepared exactly alike,
and that there is to be no skipping of extra spaces between them. Thus the graph,
being twice the length of the frequency counts, and spaced to match them, can be
moved up and down beside each one of these until some point is found at which the
pattern of the given frequency count bears some resemblance to a pattern found
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womewhere on the graph,  If no such pattern can be found, the conclusion is that
1he irequency count was not made on one of the simple shifted alphabets; however,
due allowance must be made, as in the case of our alphabet 2, for the difference in
length and for the fact that frequency counts of this kind have been made on col-
umns. Pattv’s graph, so far, is representing only the shifted normal alphabet; that
is, the cipher alphabets belonging to Vigenére, variant, and Gronsfeld ciphers. If
its horizoutal lines be mude very heavy, and retraced on the opposite side of the
«trip, and if the lctters be written on that side, opposite exactly the same horizon-
tal lines as before, the reverse side of the strip will furnish another graph for iden-
tifying the reverscd alphabets of the Beaufort cipher. Other graphs can be pre-
pared for other kinds of alphabets. For instance, a graph suitable for examining a
series of Porta frequency counts could be made in two halves, each of double length;

Figure 106
Another Tsbulation forr Finding the Period EDWIN LINDQUIST

Bepsated Intsrval Ligt of all PRIME Factors.....
Seguence 2 3 5 7 11....(Ete.)

JCV 24 111 1

cv 13

DDv 36 11 11

DS 12 11 1

5SS 8 111

DT J €0 11 1 1

TJ 48 1111 1

This was based on a cryptogram whose period was 12. The PRIME
FACTCR 2 1s obviously inecluded twice, and the PRIKZ FACTOR 3 cnoe,.

the A-to-3 half would serve for comparison with the N-to-Z halves of the fre-
guency counts, and vice versa.

The Vigenére cipher, and, in particular, the Kasiski method of solution, have
given rise to much research among members of the American Cryptogram Associa-
tion. We doubt that any of this research has ever resulted in any new or valuable
discovery. Yet it is iuteresting in that it shows a body of amateurs arriving at de-
vices which are fully as effective or convenient as those proposed by seasoned crypt-
analysts. Carter’s “ discovery,” for instance, which we saw in Fig. go, was purely
his own device; at that time, he had never heard of the * probable word method ”
proposed by Commandant Bazeries, one of the greatest of modern cryptanalysts. A
great many of the first suggestions were directed at methods for making the trigram-
search less tedious; these were largely duplications of a same idea, involving the
use either of a tableau or of a slide; one example will be shown in the next chapter.
The use of graphs, also. was a sort of simultancous “invention.” As *3 Kasiski
processes, while Ohaver’s tabulation had been published, it had been out of print and
was not available for several years. The only information to be had was the fact
that a period could be discovered by factoring intervals between repetitions, and
Edwin Lindquist, finding this rather vague, devised for his own use the tabulation
which is shown as Fig. ro6. This tabulation was made from a cryptogram in which
the period was 12, Lindquist, instead of preparing columns for all possible factors,
prepared them only for prime jactors, the repeated sequences and their separating
intervals being listed in about the same way as in Ohaver’s tabulation. Now, tak-
ing one of the intervals, as 24: Tally in column 2, and the interval is reduced to 12.
Tally again in column 2, and the interval is reduced to 6. Tally again in column 2,
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and the interval is reduced to 3, which is itself a prime factor. Tally a final time in
column 3, and the interval 24 has been reduced 1o its prime factors. This process is
almost entirely mental, and very rapid. Examining the results: Columns 2 and 3
are very full, indicating that prime factors 2 and 3 are both included in the period.
But in column 3, the tallics are largely single, indicating that tlis factor is included
only once in the period; while, in column 2, the tallies are Largely in pairs. indicating
that this factor is probably included twice in the period; had it been included three
times, it would have sliown up oftencr in three’s.  Conclusion: The period is 2 x 2 x
3, which is r2. This tabulation will be found fully as convenient as Ohaver’s, and
its results fully as accurate.

Mr. Lindquist also developed his own method for identifving alphabets. This

method, which, in theory, is graphic, is not particularly applicable to the kind of
Figure 107 :
The "SHIFT* Method for Identifylng Alphadet 4 EDWIN LINDQUIST

lettars apparently of the high-freguency class: 1 0 P U

Their possible originals.esessvceceesees® T & 0 N I R § H
Amount of SHIFT if I represents.. 4 18 8 20 21 0 17 18 1s

" " " " 9 " .« 10 21 14 0 1~ 6 23 22 7

"o ""p " s 11 22 15 1« 2 7 24 23 8

L " .16 1v20 6 7 12 3 2 13

A SHIFT of 1 (the B-alphabet) makes all four of these lettsrs the
substitutes for high-frequonoy originals. It is almost certainly

the shift which was made.

alphabets we have been considering; that is, it would not be needed when there is
so much material. But for shorter examples, where alphabets contain only ten or
fifteen letters each, it comes close to being that magical thing referred to by Lamb,
a “ mechanical crypt-solver.” This method can be examined in Fig. ro7, where it is
being applied to our so-far unidentified alphabet 4. An examination of this alpha-
bet 4 (of Fig. 105) shows that it has four letters of more prominence than the rest:
1,0, P, U. These letters, or most of them, should represent high-frequency origi-
nals; and our method consists in examining them collectively in order to find out
what amount of * shift ” must have taken place in order that some four of the let-
ters ET A O NI RS H would have resulted in these four particular substitutes.
The word * shift " is best understood by picturing the movement of the lower alpha-
bet on a Saint-Cyr slide. If the two A’s are together, this is the starting position,
and the “ amount of shift ”’ is zero. If the B-alphabet be moved into position, we
have a shift of 1; if the C-alphabet be moved into position, we have a skift of 2;
and so on. These * shift-numbers,” o to 25, can be written below the letters of the
sliding alphabet. )
Now, considering only one of our letters, 7: If this is the substitute for e, the
normal alphabet was shifted 4 positions; if it is the substitute for ¢, the amount of
shift was r5; if it is the substitute for g, the amount of shift was 8; and so on
through the rest of the nine letters belonging to the high-frequency group. Finally,
having considered our letter 7 as the substitute for all nine of these possibilities, we
arrive at a serics of nine shift-numbers: 4-15-8-20-21-0-17-16-1. And unless one of
these is the correct shift, the cryptogrami-letter J does not represent a high-fre-
quency letter at all. In the figure, this examination has been made for all four of
the letters 7, O, P, and U, and opposite each of these we have the resulting series of
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nine shift-numbers. A comparison of the four series of numbers will show that
cach one includes @ shift of 1. A shift of r, then, that is, the Bralplabet, would
have caused all four of vur cryptogrant-letters to becorne substitutes for high-fre-
quency originals. ‘This is almost certainly the shift which was made; but should
the assumptiion prove incorvect, then a shift of 7 has appeared in three of the lines,
and the H-alphabet would be the next choice. Lindquist's method was found so
effective for cases of scant material, that two members of the Association, M. R.

Figure 108
Tableau Showing SHIFTS for Each Letter of the Alphabet - (MORRIS R. COLLINS)
For VIGENERE For BEAUFORT
E T A O NTI RS K E T A ONT1T1U RS EH
22 7 0121318 9 819 A 419 01418 81718 7
23 8 1131419 10 9 20 B $20 11514 91819 8
24 9 2141520111021 c 621 216815101920 ¢
25 10 3 15 15 21 12 11 22 D 7 22 $17 16 11 20 21 10
011 4165 17 22 13 12 28 E 823 41817 12 21 22 11
112 517 18 23 14 13 24 ¥ 9 24 519 18 13 22 23 12
213 618 19 24 15 14 25 G 10 25 6 20 19 14 23 24 13
314 71920251615 O B 11 0 72120 15 24 25 14
415 82021 01716 1 1 12 1 822211625 015
516 92122 118 17 2 J 13 2 6232217 0 116
617102223 21918 3 K 14 310242318 1 2 17
718 11 23 24 3 20 19 4 L 15 411 252419 2 S 18
819 12 2425 42120 5 ¥ 16 512 02520 8 419
9201325 0 52221 6 N 17 613 1 021 4 520
102114 0 1 62322 7 0 18 714 2 122 5 621
112215 1 2 72423 8 P 19 815 § 223 6 7 22
12 2316 2 3 812524 9 Q 20 916 4 324 7 B 23
132417 3 4 9 0 2510 R 211017 5 425 8 9 24
142518 4 310 1 o1l S 221118 6 6 0 910 25
15 019 5 611 2 112 T 231219 7 6 11011 O
16 120 6 712 3 213 U 241320 8 7 21112 1
17 221 7 813 4 3 14 v 251421 9 8 $1213 2
18 322 8 914 5 415 w 0152210 9 41314 3
19 423 91015 6 5 16 X 116231110 5 14 15 4
20 524101116 7 617 Y 217241211 61516 §
21 625111217 8 718 zZ 318251312 71617 6

Collins and Helen S. Pearson, decided, independently of each other, to set it up in
permanent form, so as to avoid fresh computations for each new cryptogram.
Collins’ device took the form of a tableau, as shown in Fig. 108. In this figure,
the vertical alphabet running through the center is a list of possible ¢:yptogram-
letters. On the side marked *“ Vigenére,” the four lines of numbers standing be-
side the letters 7, O, P, and U, are the same as those included in Fig. ro7. It will
be noticed that only the first line of numbers (opposite 4) need be found from the
slide; after that, each column is a series o to 25. The same is true with reference to
the Beaufort shifts. These, incidentally, were computed on the assumption that the
Beaufort keys, 4, B, C, D. . ... .. are passing in their normal alphabetical or-
der bencath the stationary A4 (as most of us prepare the Beaufort slide, this is
backward). Fig. 1o shows a similar tableau prepared for the Porta shifts. The
zero-position here is the AB-alphabet, a shift of 1 is the CD-alphabet, and so on.
Collins, however, did not use the shift-numbers. He increased these by 1, using
numbers 1 to 26, which represent the 26 positions of the slide, or, better, the serial
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positions in the normal alphabet of the 26 key-letters. Others who have since pre-
pared similar tableaux liave dispensed altogether with numbers, and have used the
key-letters themselves. Doing this, the first row of the Vigenére portion will show
the nine key-letters W H A M N S J I T, the sccond row will show key-letters,
XIBNOTKIJU, and so on. If the letters appearing on the slide have been
numbered, one method is fully as convenient as the other, though in dealing with a
plaintext key one would probably prefer the letters. In any case, where some four
letters, suclt as our 7/ O P U of the foregoing alphabet, have béen found more than
once in a given frequency count, it is merely necessary to find these four letters one
by one in the vertical alphabet and copy their accompanying numbers. It is even
possible, having these three tableaux, to decide whether the frequen-y counts taken

Figure 109
Tableau Showing SHIFTS for PORTA

E A 1 H T O W R 8§

4 Q0 5 6 N 6 1 0 4 5 A
10 1 6 7 0 5 ¢ 12 3§ 4 B
11 2 7 8 P 4 12 11 2 % C
12 S 8 9 Q $ 11 10 1 2 D
O 4 9 10 R 2 10 9 0 1 E
1 5 10 11 S 1 9 8 12 0] F
2 6 11 12 T 0O 8 7 1. 12 G
S 7 12 0 T 12 7 6 10 11 H
4 8 0o 1 v 11 6 5 9 10 I
& ¢ 1 2 W 10 5 &4 8 g9 J
6 10 2 3 X 9 4 3 7 8 K
7 11 3 4 Y 8 3 2 8 7 L
8 12 4 5 Z 7 2 1 5 8 M

from a periodic cryptogram represent the alphabets of the Vigenére, the Beaufort,
or the Porta.

Miss Pearson’s device took the form of strips, a set of 26 for each of the three
ciphers. Fig. 110 shows the first five of her Vigenére set as she originally prepared
them, using the * position-numbers,” which are all larger by 1 than those of the
tableau. Aside from this, each strip represents one row from the Vigenére half of
Collins’ tableau. But where Collins had arranged his numbers according to the fre-
quencies of the nine possible originals {so that possibilities found on the left might
have more significance than others found on the right), Miss Pearson arranged bers
in straight numerical order, and spaced them in such a way that No. 1 is always in
the first column, No. 2 is always in the second column, and so on. Had she used
key-letters, all A’s would have been in the first column, all B’s in the second column,
and so on. As to the use of these strips: Presuming that the four leading crypto-
gram-letters are the same as before, simply pick out the four strips which are
headed by the letters 7, 0, P, and U, and set them together. If any of the numbers
are duplicated, you will find them standing tn the same column. These, remember,
are the devices of amateurs, and both will be found very effective. It will be no-
ticed that the basis is the finding of key-letters (or numbers) and not the identifica-
tion of cipher alphabets.

Now compare these devices with 2 method proposed by an expert, in which the
basis is the identification of cipher alphabets, and not their keys: With this method,
a tableau is prepared (which could be arranged like the one of Fig. 85) in which the
only letters shown or any one line are the substitutes for the nine high-frequency
letters. If, for instance, the tableau is intended for the Vigenére cipher, the top
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row will contain only the letters A EH TN O RS T, and the other 1y positions will
be left lank. The second row will contam only the letters BEITJ O P ST U, the
third will coniain only the letters CGJ A P Q T UV, and so on.  Or, if the tableau
is intended for the Beaufort cipher, the top row will contain only the tetters ATV T §
N M 7 1 the second row only the letters BX U 770 N A J I, and so on. Thus,
after having taken a series of frequency counts, we may find out, in each of these
frequency counts, which are its leading letters, then consult the prepared tableau to
find out which of its alphabets will show these same teading letters,  An added sug-
gestion is as follows: Prepare the tableau, as described, using black ink. Then, us-
ing red ink, add to each alphabet the substitutes for J K Q@ X Z {perhaps, also, for

Figure 110

Strips for Destermining SHIFTS HELEN 5. PEARSON

.

SLT FOR VIGENERE
I - - - - 83519”1313 7" " T80 - "8 DT T
B_EC %W Z s C " T 22T Z T DT
CC_Z3I_ - IT - Zwafz T T8 T T Tdle DT
LA U § U 5 LIS 110 LA £ 1% R ]
EY T TS T T T T Thazazyg T TR DT T Teves TT

NOCTE: The numbsers here are POSITION-numbarsg, inatead of SHIFT-numbers, A
shift of zoro is "pousition i" of a siide. This is also the numerical, or
serial, position of A in the normal alphabet. Most members of the American
Cryptogram Association prefer to dispense with numbers, and use ksy-laotters,

B PV V), that is, the substitutes for those letters which ought to be Iargely absent.
This makes it much easier to decide between two alphabets in which the more fre-
quent letters have made it seem that one is as likely as the other., It will be found
that letters of low or moderate frequency are ordinarily as helpful in these ciphers
as those of high-frequency; an instance has been pointed out in which those of the
cryptogram can be more so: Where the question is one of deciding between two
possible periods, a new tabulation can be made using only the sequences found in
connection with those letters which are less frequent in the cryptogram than others,
and thus not so sure to belong to more than one alphabet.

We have seen, then. what can be done in place of the trigram-search in the case
of those longer cryptograms. Having one of only 170 letters, we first found out
its period, and then (presuming that we accepted the B-alphabet in the case of al-
phabet 4), found out all five of its key-letters J 4 C B H, and evenr the type of en-
cipherment (obviously Gronsfeld), without having deciphered a single letter of its
message. We are now in a position to go back and investigate any which are still
unsolved. 1ith Vigenére methods and principles thoroughly understood, the stu-
dent is fully in possession of methods for dealing with any periodic cipher whatever
in which he knows what the cipher alphabets are. All that remains, then, is to pick
up a few loose ends, and observe a few variations from the strictly periodic enci-
pherment, after which we may consider the case of the unknown cipher alphabets.
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116, By KEMO. (A Vigenore? Or & snerc and & delusion?)

WLPCV MXOGKE EIFMU RWWFH VMFFW EYXAY UBIC?Z
0OJMLC HVIYF KSCUS XILMG BQIDB WIFGB 1QZ2GZ
HFJYP MKIGY PTWYK WZEWM ZHWIF APSDN WFHED
SCXAV OEBYY OKCOY UIHUJ LHUDX PPWVY HPFWY
LGFBY EJMAA GBPIE BAVUV QLZNL PWAUJMW

117, By NEON. (U.S.Army Cipher Disk, Surely not an advertizement?)

DJTXJ MHLMK OMFDT FRKEUI GDDNA AUSNS ACFGY
MZYAQ ANMWU WSEBR FJJQS KAYBA NBLTO JERES
NWXAG6 TJLZY STVAR BXLEN RLVDU UFOFA KZLWY TEEW,

18, By TITOGI. (What! Ancther Vipendre? Some collusion here!)

DWPWZ ITCGHH ZBBVW FBHIF WQBLL JDZRG UMMES
WBDWL JEXIF YZDGEK YIOQI

)

DWPMF HCMSF QGCEL
JITEW ANIWL JZIWS WKVWE, .

119. By TEE ADMIRAL. (Vigenerse).

NSRBRVK DKsSIW JWYCE CEGEC EBDKN QY¥YsSsJU LXZOL
XPsuy UTFBS OINPC

=
o
[

2] ONUDFK HEKZDD O0JPQ2

CKJIE NAFJD WBUSJ CL

(-]
=
<«

JCEPC OXTVF AFPYX
GKEKYZ VW,

120, By THE ADMIPAL, (Beaufort),

ZHNJLN YHCZD AUDDZI INHR ZYZEH GBPEC LMLWY

C
ROI1JQ DTLQO ZHgsN DVESE PEJOY LSZO0J UPGTK
JFECU WNSHG WFDTM GEKDW EHLZR NSBGV ESRAU
KKUMJ ZMTKN KF@LG ECUPZ USDLW DEZUB DYFPOD

121. By DOR. (Another "Aristccret.” - Not hard. No keyword),

ABCDEFGC liGI1JA EKGFDJFBLM EDMMIMGEBA NFLC
LOGJPNF DRFCLHK. OGPINM SDAN TDLIFU FCBGC

NBPJ BEGJFCLEF, ECGAIED VBF,



CHAPTER XV

MISCELLANEOUS PHASES OF VIGENERE DECRYPTMENT

When a Vigenére cryptogram is very short, its alphabets are no longer readily
identified by their graphic appearance. But its period, in the majority of cases, can
still be determined, and it still remains true that the identification of one letter iden-
tifics a whole alphabet. The example of Fig. 111 contains only 30 letters. With
this cryptogram in the form shown at (a), we are still dependent upon the search
for trigrams and short words, but the case is modified by the presence of a repeated
trigram. Unless this repetition, Z/L, 1s acaidental, it indicates a maximum period
of 12, and the cryptogram is long enough to provide another interval 12, with an-
other trigram, EUK, upon which any key-fragment brought out at Z/L can be
*ested in order to see whether or not it will bring out another good sequence. When
it finally does, the intermediate trigrams (those at intervals 6 or 4) can be tried,
in the hope of finding a shorter peniod.

Figure 111
(a) (b)

ZILTP RUIYT JRZIL 12 3456
x x x Z 1 L T F R
g1 YT J R

KEKAROI EAOQOAERE UXLY¥K. 2 I L X A R

x 0 1 E A O A

E U XK L W K

But assuming a case in which we have no repeated sequences at all, we almost
never meet with a Vigenére cryptogram in which there are no repeated single letters
belonging to a same cipher alphabet. These repeated single letters can be tabu-
lated with their separating intervals, and these intervals factored in exactly the same
way as intervals between repeated sequences. The evidence, perhaps, will be less
clear, and less reliable, than that obtained through repeated sequences; as with se-
quences, the less frequent letters will usually be more informative than those which
arc leaders. To illustrate, with our given example, the single letter 7 has shown the
interval 6 three times, the single letter R has shown it twice, and the single letters
L and Z have shown its multiple. In the average case, the period will not be so
clearly evident as here; however, the example was not in any way manipulated in
order to produce this evidence.

Once the cryptogram of (a) can be rearranged as at (b), we no longer have before
us the plecemncal decipherments and piecemeal tests which are necessary where a pe-
riod is likely to be anything at all. Whatever key-fragments can be brought out at
ZIL, or on another trigram, need be tested only on the three columns which contain
the trigram. Even presuming that the evidence has been inconclusive between two
or more periods, the cryptogram, necessarily a short one, can be written into each
of these probable periods, 2and the two or more resulting blocks, standing side by
side, can be considered more or less simultaneously. Here, with our period deter-
mined as 6, the columns of (b) are very short, and the number of trials and erasures
should not be many.

For this kind of case, however, many solvers have a preference for the purely
mechanical method which is detailed in Fig. 112. Sheet z of this figure has been
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prepared from the first column of our cryptogram, which included the letters Z U 7
O E. Sheet 2 has been prepared fromn the second column, which included the letters
11 :1U;and sheet 3 has been prepared from the third column, which included the
letters L ¥ L E K. Incach case, the column of cryptogram letters, as it first stands,
is also the A-decipherment. With each letter used as a point of begirning, a se-
ries of normal alphabets may be laid out, as in the figure, and the resulting 25 new
columns on every sheet will show the other 25 possible decipherments. But if these
decipherments have been caused to progress in the normal alphabetical direction,

Figure 112
Sheet No. 1 (For Column 1 of b, preceding figure)

KEYS: asyxwyvutsrgponmlkidlhpgfedecd
ZKBCDEFGHIJKLHNOPQRSTUVWXY
CVWXYZABCDEFGHIJKLMNOPQRST
ZASCDEFGHIJKLMNOPQRSTUVWXY
OPQRSTUVWXYZABCDEFGHIJKLMN
EFGHIJKLMNOPQRSTUVWXYZABCD

Sheet No, 2 (For Column 2 of b, preceding figure)

KEYS: a:tyxwvutsrgpounmlkjihgfeded
TJKLMNOPQRSTUVWEXYZABCDEFGH
IJELMNOPQRSTUVWXYZABCDEFGH
IJELMNOPQRSTUVWXYZABCDEFGH
IJELMNOPQRSTUVWXYZABCDEFGH
UVWXYZABCDEFGHIJKLMNOPQRST

Sheet No. 3 (For Column 3 of b, preceding figure)

EYS: asyxwyutsrgponmlikjibhgfoeded
LMNOFQRSTUVWXYZABCDEFGHETIJK
YZABCDEFGHIJEKLMNOPQRSTUVWX
LMNOPQRSTUVWXYZABCDEFGHEIUJEK
EFGHIJKLMNOPQRSTUVWXYZABCD
ELMNOPQRSTUVWXYZABCDEFGHIJ

and if the cipher is Vigenére, the key-letters which produce these deciphered col-
umns will have to run backward in the alphabet. These can be added at the tops or
bottoms of their columns, and can, if desired, be written in red ink, or otherwise
distinguished.

Fig. 113 shows what modifications would be necessary if the sheets were being
prepared for one of the Beauforts. For the variant Beaufort, the only difference lies
in the fact that key-letters must progress in the same alphabetical direction as their
decipherments. With the true Beaufort, however, the making of an A-decipherment
does not mean a simple copying of cryptogram letters, as in the other two ciphers;
this A-decipherment must first be made; after that, the serics of normal alphabets
can be extended as before, and the key-letters will progress in the same alphabetical
direction as their deciphered cnlumns.

Now, assuming that these sheets have actually been prepared, say on quadrille
paper, the various columns of decipherment may be examined, and a check-mark
placed heside each column in whicli the series of letters appears to represent a
“good " decipherment. With longer columns, those may be checked which contain
the largest percentages of letters E T A O N I R S H, without too many of the letters
I K Q X Z, with shorter columns, perhaps those are “ best " in which any repeated



letters ure chiefly vowels, it being rememie-.- it when the cryptogram contains
repeitted sequences, as well as repeated S E s [iw ossible identity of these
repeated diagrams or trigrams must also o« - N boss '
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the apparently good columns checked for 1. . 0 consideration. With all of

: - tfeet 1 may be creased vertically
as to place any desired colum oy v )
S0 s to Pl y Umn on the £r oo ooy and this column may then

be laid directly against any desired colum:, ¢

: . ©ife2f 2 for an observation of the re-
sulting digrams. If these appear to be - - i observat

I

. eticallv. and tl . 7, then sheet 2 may also be
creased vertically, and the series of appar:: - ;i< digrams may be laid directly
against any desired column of skeet 3 for z-, - _.‘,,.‘...EO';] of the resulting trigrams

- . . bR X9 [t .
And so on, if desired, to a possible sheet 4 0 o ., 5, though, as a rule, the first
three sheets will be found sufficient.  While ¢, . mod as indicated. is intended to

mechanical, that is, largely viswal it we . - ., .. o SR .

be m o , Jargely visual, it we. ., i#:3ible, where uncertainty exists
between two given combinations, to copy :

}-”_‘f’ e 1 1

L ! 2.4 subject them to a digram test.
5 n nec g g - . H

But this should not be necessary in a cavw vy, key-letters, as well as their de-
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If GO].U.mI‘l«z U Z O F wore VARIANT b 84 ""'l‘iﬁm 2 U 2 0 E were BRAUFORT:
EKEYS: ﬂbOdOfs_oooo.
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EYWEYs AL I SCDEFGH s
ZABCDETF +.uss U-GHIJELM sears
OPQRSTU.... Z-BCDEFGH was
EFGHIJK ) O-UNOPQRS seves
B-FWXY2ABC seras

ciphered columns, are expected to set up geqd eombinations in order to form a
plaintext key-word.

An interesting version of this metbod, a3 41,4 by Admiral Elliott Snow, in-
cluded the following variations: To begin with in e{rtendin the alphabets , the
decryptor omits altogether the letters J £ ¢ x '/ and erhags one‘or two o’thers
of extremely low frequency, simply leaviry 1, h;:mk spaccspwhich indicate their
alphabetical positions. This makes the wurk 1, Fanid pand i addition the pres-
ence of these blank spaces in any column of :f,.,,fj}lgimént a,dlvertises at once that
the column is probably not a very good onc. s, Adrniral Snow’s columns were not
columns; they were rows, A given serics of ey py g 7 U Z O E of our foregoing
shee{ 1, is laid out hos'izontally, and it dL'Lij;lmn,-,;..,:,; are ext’ended vertically. The
spacing on e(‘i(fh row 'is ar'ranged to corresqsng Wi[hat_he period: that is 'the letters
Z U Z O E, instead of being continuous, arc fpaeed six colurns apart if the period
15 6, and their decipherments, of course, are saneed in the same I;;ay The sheets
may now be creased horizontally between oV, nad ope sheett laced q,g;ainst another
in such a way thut the resulting digrams are 4 tandin OE dia c;nak but bave
appeared at exactly their cryptogram distay, ;,I,;‘l-ri T}% tud r?t sh(;l’lld experi-
ment with both arrar zements and decide whicl, o vo 1 o SHeE

lena

It has been pOinted out by C. A. Castle e l”” O¢ 1iKES,
. ) L C.A s it e s fore-
going method will find its chief applicatio, v of our members, that the

A ;
apglied to a case which, so far, we have not c:e..,-ﬁi,],.r{::; ;1 j:)r;gnlsctcig};p;oﬁgag,e ts):;tt,sff.
tution ciphers: On(? in which the decryptor 1.4 In his oésessidn five or six crypto-
grams, all very brief, but all enciphered wiry, 4),,. q,u?] kev., Here. we have the
common‘practlcal case, to be handled in somrwly, [‘1‘1(, famc/,:v :s {he last of our
transposnion 'examples; the cryptograms 1y, },,. writfén Oie g:low another, thus
forming a series of columns in which every (4l has been enciphered with the
same cipher alphabet, If this case happeny () inyolve also a com aratively short
period, it is possible to take intervals betwe, repeated chuzncel; found in two
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different cryptograms, using the intervals indicated by the number of columns be-
tween the first letter of one sequence and the first letter of its repetition, Castle’s
example, however, was not based on a short key, but upon an extremely long one,
and his five or six messages were merely fragments, each one of which was known
to be the beginning of an English sentence. In the English language, about half of
all initial letters used are found in the group T 4 O § H I and more than another
one-fourth are found in the group W C B P F D M. Thus, having a series of be-
ginnings in which the first column will include only initial letters, the number of
truly acceptable decipherinents on any sheet r will usually be quite limited. In ad-
dition, with vowels known to have a fondness for second and third positions in
words, there should be little difficulty in selecting decipherments from skeets 2 and 3.

While we have described this device as having been written out on sheets of
paper, there are many persons who prefer to have at hand a series of cardboard
strips which will set up the “ sheets” mechanically. If each of the strips carries

Figure 114
One Form of "DECRYPTING SLIDEY C. STANLEY LAMB

For VIGENERE, the "Decrypting Alphabet" runs backward:

Ia tyxwvutsrqgqpenmlkiihgfede 31
{ ABCDEFGHI JKL¥Y¥LEKOPQRSTUVWXYZASCDETFGH,.
"{ ABCDEFGHI JFLMNOPQHRSTUVHXYZABCDE.
( ABCDEFGHIJEKLMNOPQRSTUVWXYZABCDEFGHTI,
J2dxmanasasbdouuayx{fydjepoaq a_r

As this 15 shown, it has been set for the decipherment of a trigram H D G, end
every possible decipherment can be read from the slide without changing its
present adjustment, The entire list of frequent trigrams cen be used as trial keys:

Trial Keys: THE AND THA ENT 10N TI10 FoOR (Ete.)
HDG
Fragment of True Fey: OWC HQD OWG DQN ZPT O0VS CPP (Ete,)

the normal alphabet written twice in succession, it is possible to adjust five of the
strips so as to place the letters Z U Z O E one below another in the form of a
column and automatically set up the other 25 columns. The strips can be loose,
or may form part of a slide. Slides, in fact, may be used for many purposes, and
are well worth preparing for any kind of cipher which the decryptor expects to
encounter a great many times. The members of the American Cryptogram As-
sociation, who solve a great many Vigenéres, Beauforts, and so on, as a matter of
recreation, have practically all “ invented ” slides (or tableaux) which will, to some

extent rln away with the irkeome tacl of carrvine out a frnarom c.’-\qrr\'\ ThPCP
LV L ] L, s Yy uj YyiLil Likde M1l DOWVILILIIL LAdSh Wi LELL L ' F‘ (23 lblu 41T Jw s Aanad

are prepared in various ways, and variously used, though the principle for all is
about the same as that indicated in Fig. 114. They are usually referred to as de-
crypling slides, and the single stationary alphabet, sometimes a list of key-letters
and sometimes not, will be called ““ the decrypting alphabet.” C. Stanley Lamb,
who is by no means the only “ inventor " of the device illustrated, has this in several
different forms, according to the purpose for which he intends to use it. Notice
that the card, as we have placed it, shows the stationary single alphabet running
contrary to the others, for use on the Vigenére cipher, and that this card need
merely be reversed in order to have a single stationary alphabet running parallel to
the others, for use on the two Beauforts. As to the sliding double alphabets, there
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may be as many of these as the operator feels like sctting up; if the device is being
nsed to assist in the trigram search, three will be needed.

To explain its use: The decryptor here is dealing with a sheet of trigrams.
Each one of these trigrams is to be deciphered as THE, AND, TiI4, and so on,
following the list of normally frequent trigrams, and the resulting key-fragments
are to be written down for comparison with one another, in the hope that some two
or more will be duplicates, or will contain overlapping letters. The first of these
cipher trigrams is /DG, These three cipher-letters, found on the three slides, are
placed, in order, below A. Now, on the first of the slides, every possible decipher-
ment for ¥ is standing opposite its key-letter, found in the *‘ decrypting alphabet ;
on the sccond slide, every possible decipherment for D is standing opposite the
the proper key-letter; and on the third slide, every possible decipherment for G.
To know, then, what key-letters will be deciphered by THE, find T on the first slide
and note key-letter O, find i on the second slide and note key-letter W; find E an
the third slide and note key-letter C; the complete key-fragment is OWC. This
may be written down, Then, without changing the adjustment of the device: For
AN D, key-fragment 5/QD, and so on down the list.

Where the cipher is Vigenére, the text-letters may be found in the * decrypting
aiphabet ”” and their keys on the slides, without changing results. But with either
of the Beauforts, a key is specifically a key and not a text-letter. Thus, when the
card is reversed, and the same process applied for one of the Beauforts, the student
must be careful as to where lie finds his letters 7 H E in each of the two ciphers.
This peculiar relationship of Vigenére-variant-Beaufort is not hard to untangle if
all three of the encipherments are considered to be purely mathematical opera-
tions of addition and subtraction. If we must add two numbers, as § and 10, it
makes no difference whether we call it the sum of 5 plus 10 or the sum of 10 plus .
But where we must perform a subtraction, there are two separate cases.

In straight Vigenére encipherment, the process is addition, in which text-letters
may be considered to have the values 1 to 26 (their serial positions in the normal
alphabet), while kev-letters may be considered to have the values o to 25 (the
amount of alphabetical shift represented by each one). Thus, the encipherment of
J by P (10 plus 15) will not result differently from the encipherment of P by J
(16 plus 9); in both cases, we obtain ¥, alphabetical value 23.

In variant Beaufort, we have one of the subtractions: Message minus key, with
the occasional necessity for “ borrowing * 26 in order to make a subtraction possibte.
Thus, J enciphered by P (1o minus 15) does not give the same result as P enciphered
by J (16 minus g). In the first case (after “borrowing ”’ 26), we obtain U, or 21,
while in the other case we obtain G, or .

In the true Beaufort, we have the other subtraction: Key minus message. This
time, we value the key-letters 1 to 26, and the text-letters o to 25. Thus, J en-
cipliered by P (9 taken from 16) results in G, or 7, while P enciphered by J (16
taken from 9) results in U, or 21. Qur results, then, are exactly the reverse of those
obtained in the other suotraction.

If these mathematical comparisons be understood, or simply kept in mind, it
will always be possible, whenever a decryptment process has been explained in
connection with only one of the encipherments, to examine its “ mathematical ”
details and learn from these in just what respects it would have to be modified in
order that it may be applied with equal success to the other two encipherments.
There is another interesting possibility which may have escaped the student’s notice.
If he will turn back to Fig. g8, in which the same message, using the same key, was
enciphered in both of the Beauforts, one encipherment coming out as X K Z B
BIZ ....andtheotherasQQBZZSB..... , he will notice that these two
cryptograms are complementary from beginning to end. If we saw any reason for
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doing so, we might convert either one of the Beaufort cryptograms to the other
form, and apply its probable word with its own slide.

Now, having seen the great vulnerability of the famous * indecipherable cipher,"
suppose we glance at some of the devices which have been used for doing away with
its perlodmty One such device, that of auto-encipherment (autokey, autoclave),
has been given its own separate chapter (the one 1mmed:ate]y following), not be-
cause of its value as a cipher, but because of the very interesting decryptment
problem it presents. A second device, the details of which may be examined in
Fig. 115, consists in the use of a very long nonrepeating key, the popular name for
which is “ running key.”” The value of such a key, for practical purposes, we have
already seen; it was a key of this kind which Castle had used on his five or six
cryptogram-beginnings. In single examples, however, it gives more trouble. Unless
there is a probable word, its message and key must be dug out bit by bit, and if the
encipherment is Vigenére, any recovered fragments can belong equally well to the

Figure 115

Vigentre with a "Running Key"

Key-letters: MYCOUNTRYTIS...
Plaintext letters: S ENDSUPPLIES...
Cryptogrem: ECPRMHEIGJBMK...

message or to the key. However, with its key known to be purely plaintext, no
fragments need be considered except those which are usable combinations, and
since the “ running key cipher  makes a fascinating puzzle, a specimen has been
included among the practice cryptograms. The original of this, apparently, was the
Hermann cipher, This employed a slide which was identical with the Saint-Cyr
slide except that the stationary alphabet carried an extra cell (position) marked
“index " to be used instead of the Saint-Cyr index A. As the writer saw this, the
index-cell was standing just ahead of A, so that the resulting encipherment would
have been that of a Saint-Cyr slide on which the letter Z was serving as index-letter.

Of other devices aimed at destroying periodicity, quite a few have been based in
some way on key-interruption. A key-word is selected, as INDEPENDENCE, but
the encipherer breaks off br.ore completely using his rotation, so that the com-
pleted cryptogram will be enciphered very irregularly by such a key as INDEP
INDEPEND I IN INDEPENDENC IND INDEPEN. . .. .. Sometimes this is
found as a word-spacing device, the key beginning over with each new word, though
naturally not swith word-separations showing in the cryptograms. But in the average
case, the key-interruption takes place at the discretion of the encipherer; some-
times the agreement with his correspondent allows him to break off as he pleases
without any sort of signal, leaving the decipherer to discover the interruptions

through the fact that he can no longer decipher: anmn he mav uce an 1nrh("1fnr as
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J. In the latter case, he must encipher any J's wh;ch may happen to occur in h1s
message by using the /-substitute; then, whenever he decides to break the key, he

st enciphers a J. Thus, whenever the decipherer brings out the letter J, he knows
that his key is to begin over with the encipherment of the next letter. It will be
noticed that in all ¢! these cases, the decipherer will have to do his work one letter
al a time.

There is another of these devices which apparently destroys periodicity and is
aimed at throwing all of this onerous work upon the shonlders of the decryptor
without at the same time punishing the legitimate decipherer. This consists in
shortening the two alphabets of the key, so as to leave some extra letter, which will



144 ELEMENTARY CRYPTANALYSIS

never be used in any eryptogram,  Lncipherment, in this case, is accomplislied in
the revulat way, producing a periodic cryptogram.  The extra letter may then be
inserted at points throughout the cryptogriuin wlierever it can do the niost harm.
The decipherer, knowing that this one letter is always null, need merely ecrase it.
Rut if this device is to be really useful, the omitted letter must not be always the
same, and this trouble can be overcome as follows: In the shortening of the plaintext
alpshabet, we omit always the unwanted letter, as J. But in shortening the cipher
alphabet, we omit first one letter and then another, according to agreement, and
in.crt J in its place. The decipherer, knowing what letter is null, erases it; but the
decryptor, granting that he knows what the process is, will still have to experiment
with various letters before he learns which one (or more)} of the 26 is the nul] of
the moment.

Shortened alphabets are not uncommon in ordinary use. We meet with 25-letter
alpliabets in European examples, the letter IV having been omitted for telegraphic
reasons. This case can usually be distinguished from the one which precedes by
the fact that the letter IV is never found in a frequency count, and it presents only
the minor trouble that the ordinary 26-letter slide will not make the decipherments,
<0 that it becomes necessary to prepare another on which the letter IV is not present,
This case can, of course, be simulated by making use of a 24-letter alphabet.

These devices, taken as a whole, have added little, if at all, to the security of
the straight-alphabet ciphers, though, for the most part, they have succeeded ad-
mirably in rendering their ciphers totally unfit for general purposes. Considered
as single examples, they can, of course, prove troublesome, We trust that this will
not be the case with some one or two of the appended practice cryptograms, but if
s0, we rccommend that the student postpone them for a later investigation, Con-
cerning example No. 122, he may find that some of the material presented in Chap-
ter XVI applies also to the * running key ” encipherment; with others, a trigram-
search may assist in developing the interrupted key-word; and in one case, a clever
decryptor should find a2 way for applying his Kasiski method.
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122. By SABIO, (Viganbro with Running Key. SERT, AGENT, STOP, IMPREGNATED),

ARUNN INGKE YSOQM AVQXEK LUERS ZSSRF AHAIVY
XWETN KZIQKEV RAGWV ETFWN LEATA IBSZU HEPEIXU

BWWALS PNFFC {These pre g tyif]e tedicus, bu} np} ighupen).

323, By MEOM. (Porta, with key-interruption, Plenty of trigrams?)

APVEW TPEPV YGQPG AKJZINW JNIXJ UQOUK PVWFU
RFXNK CEPREKE QEWFU RGJOV ZOEKEGX JVQSW TFEXDL
LYQLX ZEFLY UJVZIC XGQLJ MTXWK EKEPVTVY BYKXP
FJZIQRX BVCOV VHXZIK JZIUY.

124, By WHOSIT. (Beaufort, with key-interruption. THEY, WHEN, IR, ON, UP, eto).

MXYFU HPHJIJB CXOCE ALQED BQAEP RBZLG LWMUJB
ZZCSA ALAOE EKECWL LJBEPH UWBLF QOERBZ LACEM
ALOKF PVHYU YHYJL XOLX2Z.

125, By B. NATURAL. (Gronsfeld, with key-interruption).

SOWHZ GHOCY VWLFF FXOFH HBXQSI HSOYP PHETQ
HZFYJ QGQHO BXVXO0O FLRJL FWEAE FHOGG VOFET
YMUXO0O FTHSN FBUAO BWHVC VVHVA OFQMKA GVEES
SCFUX OFVHE LOAOJ OECVYV EYFAV SNIPFPL EOCUPW

TAGPQ KET.

126. By TRYIT. (Gronsfeld, with interrupteors. MY, TO, THE, OF, IS, EE, WHICH),

RHXGA PASRE CZTRT WZAJZ S5G6GQAZ MTPEA UXGEY
ZFWZS GQYOE YFCTP WBGX0O DPWED XZAWF OWHTZ
BMOHK QPKVK SQNDJ 2SLZX LCRTT NHSHHW

127. By B. NATURAL. (Vipenbre. One letter regsrved as interruptcr. Llock out!)

PRBYC ANDVN PNFYZ GVNWE JNSIT TTZBL NOSLY
XRNIL ZRNHMX DXDXB ZNBIK WZHEND JNBMD TNOIK
NEIIE TWQMXF ATNPQ UNTJW DCXNG ICXPZ BLNOS

LNOIJ NOSLG NHEHSCEKE TQDNX WHNRII ILMJT BRBENUMD T



CHAPTER XVI

AUTo-ENCIPHERMENT

The term autokey (autoclave; * the autokey cipher ”’), as commonly used, refers
to the kind of encipherment shown in Fig. 116, in which a message becomes its own
key for applying some one of the multiple-alphabet ciphers — usually the Vigenére,
It will be noticed from the figure that the auto-encipherment must be “ primed ”
with a conventional key; and whenever the words key-length, period, and so on, are
used in connection with auto-enciphered cryptograms, their actual reference is to
the short initial key. A more accurate term would sceny to be group-length. But
that a tenn is needed for referring to something akin to the period of the ordinary
Vigenére cryptogram can be seen when we consider the mechanics of decipherment:

Qur present nitial key, COMET, key-length 5, serves to decipher only one
group of that length. The five key-letters obtained from this first decipherment
will serve to decipher only one more group; from this, another five key-letters are
obtained, and will de/ipher a third group, and so on. But our group-length, some-

Figure 116
Vigen%reﬁutokey: COMETSENDSUPPLIE&?_OMORLEYS
Plaintext: SEHDSUPPLIE_S_TOMORLEYS§_TATI
CRYPTOGRAM: ESZHLMTCOAYHIZUS_QESKGg_EERA

times referred to as * period,” includes five individual series of letters, any one of
which can be enciphered and deciphered independently of the rest. That is, be-
zinning with C, or O, or M, or E, or T, and taking each fifth letter, it is possible to
procced straight through to the end, enciphering or deciphering only this one series,
or “ column.” It will be noticed from the foregoing that the decipherer gets the
short end of the bargain. The encipherer knows in advance what the key is, and, to
some extent, can apply one cipher alphabet at a time; the decipheret knows only
the key to the first group; the rest he must ferret out for himself.

There is, however, a second form of autokey encipherment in which the respec-
tive difficulties of encipherer and decipherer would be reversed. This form of auto-
encipherment, which can be scen in Fig. 117, makes use of a preliminary key, as in
the regular form, but follows this with the enciphered text instead of with the plain-
text. Such an encipherment results, occasionally, from the mechanical construction
of a cipher machine, and in this case, where the 26 cipher alphabets are in mixed
order, and unknown to the decryptor, may present an interesting decryptment prob-
lem. PRut where the cip™er is Vigenére (or any other in which the decryptor pos-
sesses the full set of cipher alphabets), it can hardly be argued that there is any
great problem about a cryptogram which carries its key in full view. We will con-
fine ourselves, then, to the usual form of autokey, as first explained, beginning our
studies with a brief glance at the two common practical cases, that of accumulated
cryptograms, and that of probable words. Procedure, in the former case, is self-
evident. Possessing several cryptograms all initiated with the :.me preliminary
key, we may write their beginnings one below another to form c..umns, and the
first few of these columns will constitute an ordinary case of Vigenére in which every
message is known to be the beginning of a sentence. With beginnings discovered,
a little industry accomplishes the rest.



AUTO-ENCIPHERMENT 14y

The case of probable words, on the other hand, presents some interesting pos-
sibilities inherent in the auto-encipherment itself, When the probable word is
short (or if a scarch is to be made for normally frequent trigrams), the task of
bringing out and testing the possible key-fragments is made much less onerous by
the fact of the purely plaintext key. Being sure of an abundance of excellent se-
quences, we need consider none but the very best of the deciphered fragments; and
for any one considered, the trials need be made only within a very short range of
the spot at which it was found. All of this work may be done directly on the
cryptogram. A correct sequence, correctly applied, can be followed out in both
directions, and will yield, in full, several of the * columns,” and several consecutive
letters of the initial key. But if it so happens that the probable word is longer
than the initial key, its first few letters must become the keys for enciphering its
last few. Consider, for instance, the word SIMPLICITY, which has a length of
ten letters. If the preliminary key contains only five letters, then, beginning at
ICITY, the keys SIMPL- will begin to encipher, causing a certain long cryptogram-
sequence which, for Vigenére, will always be A K U I J, If the preliminary key has

Figure 117

Note that the cryptogram itself 1s the key, except that ths
first five lstters are missing. To decrypt, with any kmown
alphabet, wo need merely [ind whers to begin using it]

six letters, the same word causes a sequence ¥ Q F N when the cipher is Vigenaére;
if it has seven letters, the cryptogram-sequence will be 4 B K, and even an eight-
letter key brings out one certain digram, L G. Thus, knowing what the cipher is,
and having at our disposal any comparatively long probable words, we may write
out these sequences #n advance and be ready to look for them in the cryptograms.
In addition to whatever words we consider probable, it is obvious that any other
long word may encipher itself in the same way, and, if it is one important to the
subject matter, is likely to be repeated, causing the cryptogram to show a long re-
peated sequence. Thus, if we find a long repeated sequence in a cryptogram, we
are able to try this as a common suffix, TION, MENT, ENCE, ABLE, etc.. in the
expectation of bringing out some common prefix, CON, PRE, etc.

More fascinating, by far, than its practical aspects, however. are the possibilities
presented by the autokeyed cryptogram for analytical attack. The devices im-
mediately to follow are described by General Givierge in his Cours de cryptograplie,
and are credited by him to Commandant Bassiéres.

First, it is possible to discover the length of the short preliminary key, or, at any
rate, to confine this to certain definite probabilities. This key. as we have seen,
governs a definite group-length, or “ period.” If this group-length, say, is s, then,
harring the first and final groups, every plaintext letter will be enciphered by the
letter standing five positions to its left, and will, in its own turn, serve to encipher
the one standing five positions to its right. Since all plaintexts are filled with re-
peated letters, roughly half of them separated by even intervals, it stands to reason
that there will be many occasions on which the letter standing five poritions to the
left and the one standing five positions to the right will be the same letter. That is,
we must often find the encipherment pattern of Fig. 118. Some one letter, as S,
is tepeated at an interval of exactly twice the group-length, with some other letter,
as R, standing at exactly the group-length interval from both of the §'s. The first
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N e iphers B, and K enciphers the-scmml S. Or,if Pre repeated I‘ctter is 1’ and the
Crepeediite one s L, then T Cn(-le}IBI'S L,and L at't{-rwnrd enciphers T, Where
e cphen 18 Vigendre, thc_ result, in the cry[_Jtogra‘m. wx g repeated letter standing at
oy the e R,—p;;;‘;.lcng{h interval, 1f the cipher is o=z of the Beauforts, the same
bt produces @ pair of complementary lctters secoraied by exactly the group-

fr'rw.’}i lﬂ.‘(‘ft'ﬂt-

Flgurs 118
S.hllR T...IL
S o« ¢ » R.+ s+ s 8 T « Lo s o oT
J e v J Ee«ao'F

Now in order to consider the value of this obs.zrvation, let us examine the
crvptogram of Fig, 119, an autokeyed Vzgcnerc', W th, fcir convenience, is pre-
centedd in groups of the correct length, 7. According t: Bassiéres, should we inspect
(hes ervptogram for repeated single Iettt-:rs, noting, *= each case, ic intcrval.of
s paration, the correct group-length, 7, will be presen: zmong those mtervals which
are noted oftenest, and, in many cases, will be the ¢== which predominates. For
making sich an examination, perliaps the simplest pla= would be that of listing the
poscible group-leugths at the tops of a series of co..mns, beginning with group-
leroth 1 and carrying them as far as desired. The coonts could then be made by
phac a tolly mark in the proper column for each +ime that a given interval is
noted. Phe results of this exaniination, as compared =-th the Kasicki examination
jor o perind, may be studied in Fig, rzo At (a), whez= the leading intervals of our
creptoeram have been listed with their frequencies, it is noticeable that the correct
wioup-lengtl, 7, is not represented by the predominzti=g interval or even by the
one which is second in frequency; it is merely present —mong the five leaders. But
wre il other cryptograms, not necessarily of great lens~=, in which some one letter,
a1, will be repeated five or six times in succession zt exactly the group-length
interval, and its evidence amply confirmed in other r=retitions. Then, as at (b),

Figure 119
L.CHDNEE LCNOYGT BGXVYNDG 5

[H]]
4]

WAWJ QEVLEHOW

Y1JWLEX APVECLB HDQEEKUW W

ni
!

HXJF BDYPIPK

is]
l

QUWARGU WRLGNIQ SLVLESP H TXBC NDHVXDC

CURESJTF JHNUQNQL AAILMZU X

1}

WOBY IWEHPDQ

we oy find some fairly good clue, leading us to give =z first trial to the correct
proay length; and again we are left, clueless, to try oo~ five or six diffe.- nt group-
frogith before striking the correct one.  Results, thex  zre variable, and the only
certnnty, at any rate 1n a short cryptogram, is tha: :{ heing able to limit the
krouplenuth to a given few. With the group-lengz:- determined, or with one

selected for trial, we may take our choice of two procssses.

' Process + (Bassicres).  With group-length 7, as w2 >ave seen, our cryptogram
includes seven independent series, or “ columns,” of iz::2rs. By beginning at the
Intirtter, and taking the 1st, 8th, 1sth, 22d, etc., lette=: we may decipher series 1
idependently of the others; or, by beginning at the - = letter, and taking the 2d,
'\'”‘- tth, etc., letters, we may decipher serfes 27 and =: with tle other five series.
Alasv persons, before doing this, will rewrite this cryy: ~zram into seven columns,
which permits that the decipherment of a series be do= = straight down its column,
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and for that reason the word * column” is sometimes used to describe what we

have called here a “ series.”” In order to understand the first of the Bassiéres
processes, we need consider only serzes 1, it being understood that whatever applies
to any one of the scven series applies equally well to the other six.

Figure 120
(2) (v)
Intsrvel B8, found 8 timee Powsibls Rsason for LC N
" 16, L} 8"
" i, " & " TEEorsn/GETHt L.,
" 5, " g " CETtingTHE b sa..
" 7, " & " ZLY....2ZLY,.

Now, considering Fig. 121: If the unknown first key-letter was 4, then the first
plaintext letter, found by deciphering with key 4, was L, and this became the key
for enciphering the eighth letter. If the key which enciphered the eighth letter was
L, then the cighth letter, found by deciphering with key L, was 4, and this became
the key for enciphering the fifteenth letter. Following out this decipherment to the
end of series 1, we find that the plaintext letters must have been L A B R Z Z B,
etc., as given in full in the figure. A glance at the complete series will show that
this decipherment is not a particularly good one. If another decipherment be car-
ried out, on the hypothesis that the original first key-letter was B, we obtain the
series K BA S Y A A, etc., which starts out fairly well, but which, when completed,
will contain two K’s, one Z, two B’s, and one P. If a third decipherment be car-
ried out, on the hypothesis that the original first key-letter was C, we obtain the
series J C Z T X B Z, ctc., which is a poor decipherment from the beginning. A
trial and error method might consist in making these decipherments one at a time
directly on the cryptogram, erasing one when it is obviously poor, and trying to
add the next series whenever one proves acceptable.

Figure lel
Keys: ﬁ L A B
LCNDMEEK LCNOYGT BGXVYNDG SSHWAWJ ...uss
Plaintext: L A B R

Ssriss 1, (Ksz A!: LABRZZBGQLFRBGHECYZJ.

The Bassiéres process, however, consists in setting up the entire 26 possible
decipherments as thesc are shown in Fig. r22. In this figure, the original crypto-
gram-letters of series r are standing in a column at the extreme left. The 26 pos-
sible decipherments are also standing in the form of columns, each decipherment
headed by the key with which it was initiated. If the group-length 7 is correct,
then one of these 26 columns shows the original plaintext letters.

Now let us examine, not the columns, but the rows, of this tableau, and find out
just how troublesome it is going to be to prepare tableaux of the same kind for
series 2, series 3, and possibly others. The key-letters, across the top, constitute a
normal alphabet, and below this each row contains the 26 deciphennents for some
one letter of series 1. On the odd-numbered rows, the decipherments for the odd-
numbered letters are alphabetically arranged, but progressing in a direction contrary
to that of their keys, as if these odd letters represented Vigenére encipherment. On
the even-numbered rows, the decipherments for the even-numbered letters are also
alphabetically arranged, but are progressing pazallel to their keys, as if these even-
numbered letters might represent variant Beaufort encipherment. Evidently, then,
e A-decipherment is the only one which must actually be carried out; afterward,
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the preparation of the tableau is a matter of extending alphabets.  With similar
tableaux prepared for the remaining six series, we have seven sheets, and on each
one of these theve is one column showing the corvect decipherment of the series,
headed by the covrect key-letter.  Thus, our solution is to be the mechanical one
of the precedine chapter.  On cach one of the tableaux, the apparently “ good”
decipheiments may be checked for attention; the sheets may be creased between
columns, and the “ good ” decipherments of one tableau may be placed directly in
contact with these of another.

Figure 122
SERIES ¥o. 1, Prepared as a Tableau. (Corresponds to SHEET No. 1 of Figuro 112).

THE
CIDHER The 26 Declpherments, with Xeys
TETTRERS
- ABCDEFGHIJKLMNOPQRSTUVWXYZ (Keys)
L LXJIHGFEDCBAZYXWYUTSRQPONM €—
L ABCDEFGHIJKLMNOPQRSTUVWXYZ —
B DAZYXWVUTSRQPONMLKJIHGFEDC <
S ESTUVWXYZABCDEFGHI JEKELUYUNOPAQ —F
Q ZYXWVYVUTSRQPONMLKJIHGFEDCEBA
Y ZABCDEFGHIJKLMNOPQRSTUVWXY
A AAZYXWNVUTSRQPOKMLEKJIHGFEDC
H GHIJELYUNOPQRSTUVWXYZABCDETF
W QPOEMLKJIHGFEDCBAZYXWVUTSR
B LYKOPQRSTUVWXYZABCDEFGHRI JEK
Q FEDCBAZYXWYVUTSRQPONMLEKJIHG
W RSTUVWXYZABCDEFGHI JELM¥NOPGQ
5 BAZYXWVUTSRQPONMLKXJIHGFEDC
H CGHIJKELYMYNOPQRSTUVWXYZABCDETF
N HGCFEDCBAZYXWVUTSRQPONMLEJI
0 EIJKELMNOPQRSTUVWXYZABCDETFG
J CBAZYXWVUTSRQPONMLEKJIHGPFED
A YZABCDEFGH.LJKLYNOPQRSTUVEHX
X ZYXWVUTSRQPONMLKJIHEGFEDCEA
1 JKELYXNOPQRSTUVWXYZABCDEPFGHTI

Process 2 (Bassieres). Fig. 123 shows the second of the Bassiéres processes.
With 7 decided upon as the group-length, we make up a #rial key having the right
number of A’s and decipher the cryptogram. The new cryptogram, produced in
this way, is periodic, and its period, for Vigenére, will be twice the group-length, in
the present case 14. In Fig. 124, where this new cryptogram has been repeated,
written into its period, it is possible to check its periodicity: It has two repeated
sequences, C J B and W (@, at suitable intervals, and while these are very few, their
evidence is amply supported by the fact of repeated single letters in ¢- ery column.
\When the periodicity is not confirmed in this way, it can be assumed that the chosen
group-length was not correct.

The make-up of this new cryptogram is not hard to understand if it is noticed
that what we have done is to carry out simultaneously the seven A-deciplicrments
of seven tableaux like that of Fig. r22. We saw there that the odd-numbered letters
of a series react as Vigenére encipherment and the even-numbered letters as variant
Beaufort. With seven A-decipherments made at once, the same will apply to odd-
numbered and even-numbered groups. Thus, our new cryptogram has seven columns
enciphered in Vigenére and another seven enciphered in variant Beaufort. The
original seven-letter initial key-word will decipher both sets of columns; for the first
seven, it must be applied in the Vigenére manner, and, for the other seven, in the
variant Beaufort manner,
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Figure 123
R e rRA8a4ER LCNDMEEK AAALMCUY BGXEBBX RMEMZVYM
TECNDMERK LCNOYGT BGXVNDG SSEWAWJ QEVLHOW
LCNDMEK AAALMCY BGXKBBX RMEMZIVM 2ZSLZITEK
2sSLZ1TXK ZQYXDLN BZXHZAOQO GETXLUI QCYKXKNMPX
YIJWLEX APVECLEB EDQEKUW WGRHXUJTF BDYPI1PX
ZQYXDLNYX BZXHZAQ GETXLUI QCYEKEMPX LBATFWAN
LBEAFWAN FCWVVGH RPPLSCJ BWG AMQG GIOTLLI1
QDWARGU WRLGNIGQ SLYLESTP HEUTXBO NDHYVXDC
FCWVVGH RPPLSCJ BWGAMQG GIOTLLY BVTCHMSU
HVTCHSYV HZEQXBL COEKEAQPA YHYLWEKTU LHGLSTLE
QUDSJTF JNUQNQL AAILMZU XIEWOBY IWE HPDQ
HZXqXBL COKAQPA YMYLWEKUY ZHGLSPRE JAYWX MM

New Cryptogram: LC NDMEEKAAALMCJI =BGXKBB Xessnenn...(Eto.)

As to why this encipherment reduces to alternate Vigenére and variant Beaufort
groups, this is best understood by resorting once more to the * mathematical ” as-
pects of the Vigenére cipher. In a previous discussion, we have said that Vigenére
encipherment consists in the ‘‘ addition ” of key to message, and that variant Beau-
fort encipherment (which, in Vigenére, would be decipherment), consists in the
“subtraction ” of key from message. In the beginning, our plaintext is a series of
groups, as 4, B, C, D, E, etc. and the first encipherment operation consists in the
addition of a key, as X, but only to the first group, 4. To encipher group B, we
add A; to encipher group C, we add B, and so on, so that when the auto-encipher-
ment is complete, we have a cryptogram in which the groups are made up as follows:

1st: 2d: 3d: qth: sth:
A plus X B plus A C pius B D plus C E plus D. .. ... (etc.)
- Figure 124

The New Cryptogram from Figure 123

LCNDMEEAAALMCJ
BGXKBBXRMKMZIVHY
2SLZITEKZQYXDLN
BZXHZAOGETXLUI
QCYKMPXLBAFWAN
FCWVVGERPPLSCJ
BNGAMQGGIOTLLI
HVTCMSUHZXKQXBL
COKAQPAYMYLWEKTU
ZWGLSREJAYWXMY
1234567 1234567

(Vigendre) (Variant Beaufort)

Now, remern:hering what the mathematical values were for key-letters, the trial
key, made up entirely of 4’s, is made up entirely of zeros. When we subtract zero
from the first group, we leave it unchanged, that is, the first cryptogram group is
still 4 plus X (plaintext plus key, or Vigenére). When we subtract 4 plus X from
the second group, this cancels the 4 of both, and leaves B ménus X (plaii:_ext minus
key, or variant). When we subtract this from the third group, we cancel the two B’s,



152 ELEMENTARY CRYPTANALYSIS

leaving € plus X, again Vigenére. When we subtract this from the fourth group,
we caneel the two C's, leaving £ minus X, again variant Beaufort. And so to the
end. Always we conie out with the original plaintext group plus or minns X, the
key. Those groups whicli are plus X ave Vigendre, and those which are minus X
ave variant. And X, in all, is the same: the original preliniinary key. A comparison

Fifuro 128

Tubles of High-Frequency Co-Efficients PHILLIP D. HURST

VIGENERE (Ciprer Lettars)
ABCDE?YPGHIJELMYOPQRSTUVWIXYZ
T al | [ Tat ] In[t n o riajt
|T hii nlo risit B 8
E s [a e hit nlo ris|t
sJO nle r:ait a | ® hli
y& N |Injo risjt a & hii
s‘lI e i al ) nld n[o r
s i nie risit A ] h
kH t iat. 1 | te hii njo ris
\R ] 1n:01 | irlslt a a hil
641~4444423432321442264224%
BEAUFORT . (Cipher Lettors)
True Beaufort: ABCDEFGHIJKLMNOPQRSTUVWIXYZ
ees YARIANT. .. AZYXWVUTSRQPONMLEKJIHGFEDCEB
e a tialr oin ilh
T t|sir oln ilh ] a
E A [a t,s'r oln ith )
e 0 o n ii1h e a tis|r
y SN {n ith o a t]s|r o
B]I ith ] a tislr ojn
S [sir| i loin iih el I | |= t
H ih ;) 8 t|s|r o|n i
R [r oln ilh [} a tin
941243332%3334333382335332114
PORTA (Cipher Lotters)
ABCDEFGHIJKLYNOPQRSTUVWXYZ
(= ris|t nfo & hli
T nio rjalt o hli] a
K A [ne risit a hii
e jjO JI | inio rialt] [hil a )
y RN [t no ris/h[{ a e
e NI irpait | { nlo “la e hil
5 | "ol rigjt e hii a
H ris't nlo a e hii
R | nfo rislt hii & s
333244323465342344-2333332¢2

of the same kind applied to the two Beauforts (or a few trials made on actual
groups, if the student is not mathematically disposed) will show whether or not the
auto-enciphered Beauforts can also be reduced to periodic form, and, if so, what
their period is likely to be. In the case of the true Beaufort, it may be necessary
to straighten out a quirk as to the application of the trial key.

While the foregoing methods are intensely interesting as an example of what
can be learned by analyzing the structure of a cipher, most members cf the Ameri-
can Cryptogram Association, in practical work, prefer methods of their own which
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are quicker in giving results. These methods, for the most part, have subordinated
other considerations to certain original vbservations concerning the use of the burely
plaintext key. Where message and key. as in the case of the autokey and * running
key ” encipherment, are each made up of normal text, with both members including
the normal 705 of high-frequency letiers, it hecomes inevitable that high-frequency
letters in the key and high-frequency letters in the message will he paired again and
again as the co-cfficients of cryptogram-letters, so that cryptograms enciphered with
this kind of key must contain a great many letters caused by this kind of co-inci-
dence. For convenience in inaking use of this fact, each member has his own ideas.
Phillip D. Hurst, for instance, prepared a set of tables of about the kind shown in
Fig. 125, one table for each multiple-alphabet cipher with which he expected to

Fipure 128
Where ths FEY is a Serment of Ordircary PLAINTEXT:

Estimated Rank of the Cryptogram letters and Their Frequenoies Per 10,000

Fipured by C. Stanley Lamb From Table of Ohsver.

VIGENERE

vV A I S  ERL WHB JGM FO2 E N T P U J Y C QD

344 314 304 296 (Intermediate ) 150 112 B4 B4 B4 72 72 64 49 --
BEAUFORT
& VARLANT
A N E W 0 M 2 BQK JRT HVF GUDX P L 8§ 1 Y ¢
480 262 245 246 196 196 191 (Intermediate) 121 121 104 104 57 57
FORTA

K ¥ L E RMF THP UYQ XGC AVI BJSZ D H O 5
329 300 282 275 {Irnternediate) 132 113 97 -~

deal. As these are shown, the alphabet across the top of any table is a list of pos-
sible cryptogram-letters, each cryptogram-letter heading its own column; and each
column contains only those letters which are themselves members of the high-
frequency group £ T 4 O ¥ I R S H, and which, if enciphered by another letter
from the same group, would result in the cryptogram-letter standing at the top of
the column. The key, in cach case, can be found at the left. Hurst says that he
always attacks a cryptogram at the second letter, on the theory that this particular
letter is likely to have been a frequent one in both the message and the key. He
then attempts to follow out series 2, or, if the group-length has not previously been
determined, to find this series. To explain, without going into too much detail, the
second letter in our foregoing autokeved Vigenére was C. A glance at the table for
Vigenére shows that this letter can result from only one pair of high-frequency
co-efficients, O enciphered by 0. Hurst will make his first trial on series 2, begin-
ning with initial key-letter 0, and come out with the correct decipherment at his
very first attempt! With other letters, as V or 4, it might be necessary to make
as many as six trials, but, as we have seen, it is hardly ever necessary to carry a
trial very far in order to sce that the decipherment is zoing to be a poor one. The
second letter, of course, will not neccssarily give results; but the cryptogram, re-
member, is filled with these vulnerable letters, and a decipherment may be started
with any letter whatever and carried out in both directions.

Another method, originated by C. Stanley Lamb, differs from Hurst's chiefly in
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that his observations were made from digrams and not from single letters, Origi-
nally, Lamb had been collaborating with Admiral Snow in establishing frequency
counts for various kinds of ciphers, so that when the system was unkuown, it would
be possible to tell one from another. Fig. 126, for instance, gives a rough estimate
as to what the rauk and frequency should be for each letter in the kiud of cipher
we have under consideration,  IMindimg a reasonably long cryptogram in which the

Figure 127

Prﬁfﬁration Of th@ milad alP_!labet..-.'ot..It.
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(b) ENCIPEERYENT - Auxiliary EKey X, or 8:

S ENDSUPGPILTIET STSOMOR
21 17 11 10 21 5§ 1313 9 22 17 21 23 15 7 15 24
52117111021 51313 92217212315 715

29-38-28-21-31-26-15-26-22-381-39-38-44-38-22-22-39~

Plaintaxt;
FIRST Substitution:
AUTOREY (Addition):

CRYPTOGRANM,,

LEYTOMOPU ROWSTOFP
g 17 122315 7 15242415 421 2315 13
24 917 12 2515 7 1524 2415 421 2315

33-26—29-55;33-22-22~39—48-39-19m25-44-35-28.

KAXXXXXXX XX XXXXX
(¢) Detail of DECIPIEMALENT:
Cryptogram Numbers: 23 I8 28 21 31 26 18 26 ..
AUTOKEY {Subtraction): 8 21 17 11 '10 21 5 13 ...
PRIMARY CRYPTOGRAM,.v.ss 21 17 11 10 21 5 13 13 ,..
Re‘substitutionn..ooooo- S E N D S U P P LR N ]
(d) Vigenere Autokey - What Happens to REPEATED SEQUENCES with a ONE-LETTER KEY:
Keyeoo X/T H E M O N T H E X T
Texteo. T H E M 0 N T H E X T E
AL AL

letters D and Q have ranked among the last, with letters V, 4, /, and .§ ranking
among the fivst. we have a fairly good reason for suspecting that the encipherment
was accomplist.d with a very long Vigenére plaintext key.

But for short cryptograms, Lamb did not find these characteristic frequency

L ] 212y 2ecilll LAt LAASLALLRIall LS R

counts half so convincing as thc presence in a cryptogram of certain digrams, which
appeared to be characteristic for each cipher, since he was always able to find from
7 to 1o of them in each roo letters. By making use of the high-frequency digrams
(¢h, ke, er, in, an, and so on), he then established lists of cipler digrams which were
very characteristic indeed for each type of encipherment. Thus, in attacking an
autokey, it is possible to make a good heginning with such a digram as VV (er-re)
or XK (th-ed), if the cipher is Vigenére, and work in both directions.
“Key-Length 1” — Many writers are inclined to make a special case of the
autokey in which the ‘ priming ” is done with a single letter, not that this actually
constitutes a different cipher, but because of the decryptment curiosities which can
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be brought to light in cornection with it. For instance: Having a cryptogram
fragment . . . .. .. WSVQLAHTGB..... known to be Vigenére autokey,
initiated with a single letter, can you tind instantly the trigrams S4V and HAT?
Would you have any reason for trying the word 457 Of the many interesting
observations which have come the wrter’s way with reference to the one-letter
initial key, only one has seemed to preseut the germ of an additional decryptment
method. This observation was one made by Ohaver in connection with a cipher in
which the substitutes were nunbers, The cipher itsclf can be examined in Fig, 127.

The first step, (a), consists in the preparation of a simple substitution key in
which the plaintext alphabet is in mixed order and the cipher alphabet is made up
of the numbers 1 to 26, The encipherment, shown at (b), involves two steps.
First, there must be a simple substitution, using the key of (a), and this results in
a primary cryptogram. Afterward, this primary cryptogram, preceded by an in-

A TRIAL-Decipherment (M, E. OHAVER)

The Cryptograms 29 38 286 21 31 26 18 26 22 31 39 38 44 28 22 22 39
92013101120 612 14 B 231522 22 156 6 1§

s et i e iy ettt s e s M. mre m— oo

20 181011 20 612 14 B 23 16 22 22 15 6 16 23

gt
,

3% 26 23 35 38 22 22 39 48 39 19 25 44 38 23
25 10 16 13 22 16 6 16 23 2514 5 20 24 14

A S S — —m —— — o S iy am— a—— — —ar

10 16 13 22 16 6 15 23 25 14 5 20 24 14 14

itial key-number, is added to itself. In the discussion to follow, our objective will
be that of recovering the primary cryptogram (and not the plaintext, which would
have to be found later by simple substitution methods). Decipherment, indicated
at (c), consists in reversing the two steps of the encipherment: A series of subtrac-
tions restores the primary cryptogram, and is followed by the resubstitution of
letters. At (d) we have a Vigeneére fragment for comparison, The essential fact
to be noticed in (d) is the bihavior of repeated sequences when the group-length
is 1. Any repeated sequence in the plaintext continues to show a repetition in the
cryptogram which is shorter by one letter than the original. Even the repeated
digrams will give repeated single letters.

Now, putting aside the fact of the mixed plaintext alphabet (since we do not
intend to recover the letters) we have here a cipher which, to all intents and pur-
poses, is the Vigenére autokey initiated with a single letter. In place of the letters
A to Z we have numbers 1 to 26, and the encipherment is a series of additions. In
the corresponding Vigenére case, the group-length 1 will usually show up plainly
in the number of doubied letters — ““ letters repeated at interval 1. And with the
group-length determined as 1, it is possible to begin with some given initial key, as
A, and either reproduce the plaintext or convert the autokeved cryptogram to a
periodic one in which the period is 2 (twice the group-length). Considering the
analogy between the two cases, it should be possible to do¢ the same thing here.
That is, it should be possible to take the autokeyed cryptogram of (b), initiate its
decipherment with some number chosen between 1 and 26, and either reproduce the
primary cryptogram or convert the autokeyed cryptogram to a periodic one in which
the alternate numhers will belong to two cipher alphabets. Where this reduction
has been carried out in Fig. 128, the initial decipherment was made with key g n
order to avoid a discussion of negative numbers. Also, the fact of numbers will
usually limit the range of the trial keys: here, the first number, 29, was not en-
ciphered by adding any number smaller than 3.
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Now, looking at I'ig. 129, let us compare the new cryptogram of Iig. 128 with
the pritnary cryptogram of Fig. r27(h). and see whether or not it has the expected
formation.  Between the two eryptograms (the supposedly periodic one obtained
from the trial decipherment and the one we hope to recover), there is a constant
numerical difference in the pairs of corresponding substitutes, and this difference,
throughout, is alternately plus and minus.  Further comparisons can be made, if
the student so desires, by inittating other partial decipherments with trial-keys 1o,
11, 12, ete.  Always, the constant numerical difference persists, aud always it is
alternately plus and minus. Mloreover, for every time that the initial key-number
increases in size, there is a corregponding decrcase n all numbers occupying the
odd serial positions and a corresponding increase in all numbers occupying the even
positions.

Flgure 129
Corparison of TRIAL DECIPHSRMENT wilth TRUE DECIPHERMFNT

frus desipheruent - (Bes Figure 127): 21 17 11 10 2! S5 13 13 9 22,,.
Trial desiphorzent of Figure 128! 20 18 10 11 20 _6 12 14 8 23...
CONSTANT DIFFERENCE) 1 -1 1 <1 1 -1 1 -1 1 =1

We have. then, a periodic cryptogram whose period is 2, and two cipher alpha-
bets, consisting of numbers, in which the only difference is one of size. But these
substitutes, unlike those of the Vigenére, will not be placed in normal alphabetical
order; to complete the solution by one of the general methods, it may become
necessary to take a number of frequency counts. For instance, considering the first
of the two Bassitres processes, it would be possible to set up the same tableau (Fig.
122), causing numbers to run alternately backward and forward (and beginning
again at 1 whenever the number 26 is reached). In this way, one of the columns
would contain the primary cryptogram, and a frequency count taken on the numbers
of that column should resemble a s.mple substitution frequency count.

Cousidering the second of the Bassicres processes, the autokeyed cryptogram is
already reduced to a period of 2; the subsequent solution of the periodic cryptogram
belongs to the general case of the next chapter; that is, a case in which the cipher
alphabets arc in mixed order but parallel. But we have, here, a special method,
and a short-cut. The only difference between our two cipher alphabets is a matter
of size in all corresponding substitutes. If we can find out what this numerical
difierence is, we have only to increase or decrease the size of the numbers in one of
the cipher alphabets and bring it to the level of the other. Qur short-cut, as pointed
out by Ohaver, lies in repcated sequences (or even repeated single letters) in the
autokeyed cryptogram. A glance back at the plaintext of the foregoing example
will show that two repetitions were pointed out: ST0 and TOMOR, and that these
were still present in the primary cryptovram as 21-23-15 and 23-15-7-15-24. In

) nl
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44-3S and 38-22-22-39.

Had we initiated our trial decipherment with the correct number, 8, these two
repetitions would, of course, have worked back to their original length. But where
‘this trial decipherment was made with a different initial key-number (Fig. 128) we
find that only one of the sequences, TOMOR, has done this; the other, STO, has
disappeared.  The explanation for this has been summed up in Fig. 130. One se-
quence was repeated at interval 8, which is even. When the autokeyed crypto-
gram is converted to one having penod 2, any interval which is divisible by 2 will
contain a certain number of periods; thus, any repeated sequence at interval 8,
will appear in the periodic cryptogram as one of the ordirary periodic repetitions.



AUTO-ENCIPHERMENT 15}

The other scquence, ST, was repeated at interval 17, which is odd, and thus can-
not show up as a repetition in any cryptogram whose period is 2. .

It is this repeated sequence found at the odd interval which is to give us our
short-cut.  We have only two cipher alphabets. each one Laving a substitute for §,
a substitute for T, and a substitute for O. When the repetition occurs at the odd
interval, we obtain botkh substitutes for S, both substitutes for T, and botk substi-
tutes for @. By subtracting one sequence from the other, we may learn the nu-
merical difference between the two cipher alphabets. Notice that the difierence is
constant, is alternately plus and minus, and is divisible by 2. (One alphabet is larger
than the original, and the other is smaller by the same amount.) Our special

Figure 130
Fespackive Bshavior of the Cryptogram's Two Repested Sequsncsa

Sequence 58-22-22-39 Sequonse 44-38
Espeeted at intorvel 8 Repeated at interval 17

Triel Decipherments:

let cteurranse: 22-1%- 6-16-25 lat ocourronce: 22-22-16
24 occwrence: 22-16- 6-18.23 24 _occurrenmcs: 20-24-14

2 -2 2
{This interval was EVEN) (This intarval wes ODD)

method, then, for a cryptogram known to have been enciphered in this way, is as
follows: First, underscore all repeated sequences which occur at odd intervals, or,
in their absence, the repeated single letters. Those which are long will almost
surely represent repetitions in the plaintext. Then, selecting a suitable number.
make a trial decipherment and examine the resulting sequences. If, by any chance,
those repetitions found at the odd intervals have worked back to longer repeated
sequences, then the trial key and the original initial key must have been the same.
If not, try subtracting one result from the other, If both have represented the
same plaintext sequence, the result of the subtraction will be a constant difference,
alternately plus and minus, and divisible by 2. To restore the primary crypto-
grani, split this uniform difference, adding half of it to the numbers of one alphabet.
and subtracting half of it from the numbers of the other alphabet. This, as nien-
tioned in the beginning, will leave a simple substitution cryptogram still to be in-
vestigated.

Our explanation, perhaps, has been a little rapid, but the student who has read
carefully will be able to discover the “ germ ” originally referred to. and to make
his own laboratory tests. Also, there may be an interesting answer to the follow-
ing question: When the cipher is one of the Beauforts (using letters). and the auto-
encipherment is initiated with a single letter, does a trial decipherment, initiated
with some other single letter, result in a period of 22
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By BLIA, JRe _ (Variant, Autokeyed),

il

’
e

ouJv JMKNC BUQLP FULAS AZFTG MPBVA YVSQU

c
LFAWS PCHAE IUNRS MXNFVWS SOO0CHM EBEAMNM

-~
e ]

AAX
REKZR JQAO AVMEI BTOPD JGPRJ NFRXT 1IGXF

J
XKDHXA FTHJQ HLARK TGDL
S

P SBMVY EEVAO ACSXU
voewcyv CTSK MWLON PAOOH MWWPY POHIL GAZQHB
QUzZBQ PKMBO VEWJH PJAGD CHXGW QBKOG YAKSTI
WNWEX QNUSG CVOEY HYJJC BTBVJ QMNSP ARVPX
OAGTA VLVCZ BDIXN FMWUE ZLNNN WBMOX GTCEPEK

129, by ELIA, JR.  (Beaufort, Autokeyed},

OANGCQ ROQNY ZGKPL VGPA ABVHU OLZFA CPFPMAVY

ZJHTI LLXVB CZMMT OWZIW CQVPH MQDLQ KOHEKP

GOBTL RAUXY TYSFN OCYG PMUUHE THEWP QOSRG

GLPHT EFUFB RXMUZ VLDB KNsYA QBIVM OHPYVL

GZYFC CWCOM CAWHNA AAEYV

I
A
R

RZ2SL YGKIA NEKEMMT OWZIWA CQVAB EUXWT CTJIO
P
A WMPEB QXO0DO VPXAT
A

EMAJA TPMJE AZZMD SBEBIN AAFGL IDNXA MKEKP
pDBBPQ Y.

130, By ELIA, JR.  (St. Cyr, Autokeyed),

TBFrNQ XEFDG FWEAF X8SQU

=

IGAHE UNBBJ LOBQP

HFAKA SNXGB PEEJW WLZJ

(o]

MLLAP RVYTN MXHYV
0C83ESQ VOAQM OGVPA JKPYI UZFQG YJYTL DFELQ
ZLWYY UYZNE PPFWB RWMEE FBWXJ WEPRV YBUMP
22M4T85 BUKEKB ALKZI LQALZ EKEKEFSX ZUSTG JTHAR

GSBXI WVLZB ZMPIK YIURH RVWCY AUFVL WFQZIU
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CHAPTER XVII

SoME PEeRr1opIc NUMBER-CIPHERS

The use of numbers in a periodic cipher does not, in itself, create a problem es-
sentially different from that of the letter-ciphers. Numbers may, in themselves,
cause weakness; we saw such a case in the tast of our autokey ecxamples. where a
complete disarrangement in their order did nothing to conceal their size. But of-
tener than not, the weakness lies in the construction of the cipher or in the manner
of its application, and while this is fully as true of letter ciphers, the numbers, for
some reason, appear to be more inviting for certain kinds of misuse,

In order to observe a weakness which need not have existed, let us consider the
slide partially shown in Fig. 131. The use of two-digit rumbers will furnish a hun-
dred substitutes; but a strip of that length is awkward to handle, and the con-
structor of the present slide has confined its length to forty numbers. Then, since

Figure 131
A 81ide Carrving & NUMBER-Alphabet{and Keys)

{ Pleintext Alphabet - Stationary

E A B C DEVFG HTI J EKE L H...04
10 20 30 40 50 60 70 60 30 00 11 21 21 41 51 61 71 waues
§11ding Ciphor-Alphabet:
Key-Jotters may be added: A B C D E F 6 H I J K L W F 0)
{ «+ P QR * S TU s VWX Y 2 &)

The addition of key-lstters mmkos it possible to exploy e keyword, For the n-zsont
forty-number slide, 1t was neocescary to doudle Yhon up as in Porta., A slids Laving
fifty-ove numbers would havo aoocmmodated all twenir-ciz of %he key-lcttera,

he has only fiftecen different cipher alphabets, and wishes to make use of word-
keys, he has adjusted his 26 key-letters to fit the number of alphahets. Now if
the alphabet of the slide (that is, the cipher alphabet, or series of numbers) is writ-
ten in straight 1-2-3 order, and if it is considered that letiers may have two or
more values, so that 4 has the values 1, 27, 53, etc., B the values 2, 28, etc., C the
values 3, 29, and so on, a slide of this kind is exactly the equivalent of the Saint-
Cyr slide, since any cryptogram accomplished with it could be promptly converted
to a Vigenére cryptogram by substituting letters for numbers., The keys. of course,
might differ. The constructor of the slide has desired gomecthing more difficult.
But instead of carrying his forty numbers through a transposition block, and really
mixing them, he has been content to group themn, in regular order, by their tens.
We shall sce in a moment what happens to his cryptograms. But he neglects also
an opportunity: Presuming that his circumstances are such as to make the use of
numbers practical at all, wiy waste the opportunity to use the full one hundred
substitutes? Tle rewraining sixty numbers might have been placed on the next two
rows, and thus, {n every position of the slide, he could have had two or three op-

tional substitutes for every letter —a much more difficult case than the simple
periodic.
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Pha ooy ptocram of I'ig. 132 was enciphered with the slide of the preceding fig-
Gt e 1o key-word CABLO (equivalent to the numerical key 3o-10-20-21-51),
aadd it prned, € can be determiined in the nsual way, However, we have already

el e loasiski method; suppose, here, we look at another, ovigmated by Ohaver;
il e Olaver himself, explining his method in connection with a number-ciplier
of o h the kined we have here, iilustrated with single numbers instead of with se-
G B stems fitting that it be illustrated again in the same way.

An peinted out more thgn cnce, those characters h;l_ving the highest frequencies
in periodic cryptograms will nearly always have derived these high frequencies
Lecause of their occurrence in more than one of the cipher alphabets; while

Figure 132
Cryptorram Encivhered with the Slide of Figure 133

sz 41 31 61 33 12 32 60 91 91 30 81 70 92 92 51 52 61 23 43 71 01 90 61 71
41 41 12 92 51 01 52 12 91 91 80'50 30 92 53 30 81 62 72 62 30 41 00 02 43
71 20 €0 41 51 O 81 00 61 81 71 12 12 31 93 61 50 00 32 33 70 41 00 52 33
22 5O 20 51 92 B0 31 61 92 23 11 91 01 13 92 81 51 12 91 91 01 30 90 21 82
90 50 01 21 23 70 20 60 01 82 90 31 20 51 91 22 51 12 91 32 12 50 51 51 33
71 10 01 13 92 40 50 91 61 51 50 52 42 91 91 51 01 90 51 43 11 31 60 41 92
51 50 01 02 92 81 21 60 21 33 70 21 60 13 72 70 80 €0 21 23 Ol 90 80 91 43
20 32 20 63 32 €0 O1 90 61 23 70 90 01 21 82 72 51 30 12 91 50 Ol 00 62 82
20 £0 40 21 53 12 50 12 91 32 12 9~ Ol 81 92 11 41 80 13 92 22 10 21 61 43
11 31 €0 21 52 €0 32 60 51 92 61 Ol 42 21 82 22 10 51 63 22 11 Ol 40 91 51

22 01 90 61 62 30 91 12 42 32 61 12 12 Gl 3.

those having the lower frequencies will more often represent repetitions in some
one cipher alphabet, Thus, when we find, in the present cryptogram, that the
numbers 02, §3, and 63, have cach a frequency of 2, it seems reasonable to sup-
pose, for each number, that its two occurrences were in a singte cipher alphabet;
that is, that each one is a periodic repetition. Now, considering Fig. 133, and con-
nning our observations, for the moment, to the number o2, we find that this number,
in the cryptogram. occupies serial positions 49 and 153. Having first laid out a se-
ries of columns headed by the various possible periods. 2, 3, 4. 5. . . . . , We use

each possible period in turn as a divisor, first applying them all to the serial num-
ber 4, and then Qppl}_'ino them all to the serial number 134, each time aning down,

234 LAALIU L UL 0 LRV 0¥ Cellas Laidil SULSaRl

Y313

in the proper column, the remainder from the division. This remainder tells us,
each time, into what cipher alphabet the numher o2 would fall, should the crypto-
gram be rewritten into the period indicated at the top of a given column, Still
confining cur observations to the number o2: It is seen, under possible period 2.
t}}at if this were the period. then the two occurrences of the number 02 would be in
different alphabets, The same can be seen under possible periods 4, 6, 8, 9, 10.
.Bu.t if the period were 3. both occurrences of our number would falt into alphabet 1;
if it were 5. both occurrences would fall into alphabet 4: if it were 7. both occur-
rences would fall into alphabet 7 (remainder zero indicates the final alphabet of
the given period). Here, then, it would appear that possible periods 3, 5, and 7,
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are more likely than the rest, as far as the tabulation goes. When exactly the same
observations are made for the number 53, it appears that the most likely periods are
3 and §. And when these observations are made again for the number 63, onty the
period § is indicated as a likely one.  Since the period § has been indicated oftener
than any other, this is probably the correct period, as we happen to know that it is.

When the same mcthod is applied to repeated sequences, the serial numbers can
be those of the repeated first number. And it may, of course, be applied to letters,
just as the Kasiski method might have been applied here. As to why Ohaver might
have preferred this method in dealing with numbers, let us examine, in the figure,
the entire column under possible period 5. The Ohaver method, unlike the Kasiski,
not only indicates the period, but, in addition, shows the exact alphabet of that pe-
riod into which a repeated number will fall, The number o2 is shown as belong-
ing to alphabet 4; the number 53 as belonging to alphabet 5; and the number 63 as

Figure 133
An OHAVER Methcd for Finding Period

POSSIBLE PERIODS

Subgtitute Serial Position 2 5 4 5 6 7 B 910...
02 49 1 11 4 10 1 4 9.,.
54 0 1 2 4 &4 0 2 1 4...
53 40 0 1 0 0 4 5 0 4 0 ...
2058 1 1 1 01 2 5 T 5 4ea
63 179 1 2 3 4 5 4 3% 8 9 ..,
. 244 0 1 0 4 4 6 4 1 4...
X
X

belonging to alphabet 4. It is thus possible to see that the very small number o2
and the very large number 63 belong to a same cipher alphabet: and since a range
of over sixty numbers cannot correspond to only twenty-six letters, we may con-
clude at once that the numbers on the slide were not in consecutive order. Often,
our information is exactly the opposite. .

Returning, now, to our cryptogram: In the beginning, we probably made a
general frequency count; if not, we now have the five individual counts to be taken.
And, as previously mentioned, a frequency count made on numbers is much more
conveniently accomplished on a 1o x 10 chart than by sorting and listing the pum-
bers. The moment our five frequency counts are made, in the present case. two
facts become evident : Each count includes only fifteen or twenty different numbers,
with about the frequency-distribution of simple substitution; and, while the tens-
digits have included a full series, the units have never run bevond 3. The cipher,
then, is a simple periodic: had multiple substitutes been used. the frequency counts
would have included more different numbers, and with frequencies more uniformly
distributed. As to the series of numbers. two probabilities are sugzested. and these,
in cifect, are the same thing: The numbers may have run in straight order into the
thirties, and with each number reversed; or: the numbers may have been grouped
by tens. It is further possible that the whole series runs backward, or that the tens
do, or the units, or scctions of 2 certain length; and some uncertainty* may arise as
to the rank, in the series. of the digit zero: this digit is ordinarily last. but occa-
stonally is ranked first. It is, of course, possible that the series of numbers is well
mixed, but the chances are that it is merely methodized: the person who uses num-
bers in a simple periodic cipher is not usually one who knows the dangers of regu-
larity in a cipher alphabet.
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We may try, them, to restore his original arrangement (or an equivalent one),
olociage heside it the five frequency counts in their five columns, as shown in Fig,
4. The probable arrangements are very few, and the placing of tally-marks op-
pbsitc their tumbers is very rapid, since this, at each trial, is a mere matter of

Figuro 134
A ueries of PARALLEL Froquenoy Countas Whiech Can Be LINED UP By PATTERN

e i

10 . -~ 111 — -

20 o« =" 11 B3N . .

30 11111 1 11 . .

40 11 . 11 \ L] L]

50 1 11111 1111 . \ * ’

ity 11 . 11111 1111 . N

T0 11111 . 1 \ . .

80 111 1l 1 \ » .

50 11 111 11111 Yoo, .

00 . . 11111 A .

11 11111 . . Yo .

1 . 11 1 11111 111,

31 . 1111 1 1 e

41 . 11111 11 \e

51 11 111 11 1111 1111

61 1111 " 11 11111 1111 .

71 11111 . . . 1

81 11 111 . 1 1l

91 . 11 1 11111 111 11111 1

0l 1111 11111 11 11111 1 1 .

12 1111 il 11111 111 1 .

22 1il111 . N . 1

32 1 111 . 1 1111

42 . v 11 1 .

52 . o1 . 1 .

52 » - - ) -~ — . 1 1 11

72 1 - . L3S 1 1l

82 - . e\ . 11111 1

g2 ’ . s 0 1111 11111 1111

02 . . . . 11 .

13 . . . N 1111 .

23 - . . A 1 1111

33 . . . N 11111 1
. ‘13 L] L] . AN L] 11111

53 [ . . A 11

63 . . . ‘1 .

73 . » . . -~ ~ »

82 . . . . ~< .

93 . . . . T~

03 . . . . .

copying them from their charts, Once the correct rearrangement is reached, no-
tice. in the figure, the appearance of the five frequency counts. Insofar as is ever
likely to happen with columnar counts, all five have followed the same graph. This,
of course, is the simplest case; the finding of the encipherer’s original order, so that
every frequency count has followed the graph of the normatl alphabet. Any sub-
stitute can be identified, as in Vigentre, by its serial position in its own alphabet;
and where numbers are used, there is setdom any doubt as to what number comes
first in its alphabet, The shortest road to sotution would be as follows: Prepare a
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temporary slide exactly like the one which was used (except that we have no way
of knowing what the key-letters were), mark the points at which the five alphabets
begin, and decipher with the shide.

There are many other cases, hardly more difficult, in which our rearrangement
of numbers results, not in the original order, but in an equivalent order. We could,
for instance, arrive at a rearrangement in which we have taken cach third number,
or each fifth number, of the original cipher alphabet, so that our rearranged num-

Figure 135

The LINING UP of the Frequency Counts of Flpgure 136

1st 2d_ 3d Ath  Sth, TOTALS
30/11111 10{111 201111 21111111111 | s51]111} 28 »
40011 20111 30|11 311 61 7
50(1 3011 40[11 41111 711 7
60111 40 50 5111111 811 7
70[11111 50{111111111| 60(111111111| 61|:11211111[ 91[1111ll 38 »
801111 €0 70]1 71 o1 4
90111 10 80{11 8111 12 b
00 80|1 90[11111 91111111111 | 22i1 15 «
11]11111) $0i111 00| 11111 011 3211111 18 »
21 00 11 1211 42 s ]
31 11 2111 22 52 ar ]
410 21:111 311 3211 62{11 6
51(11 31,1111 41 421 72(1 8
6111111 41111111 51111 5211 821111111 18 =
71111111 511111 861|111 62 (1 92111111111 20 »
81111 31 71 72]1 02 3
91 71 81 82 13 s+ 0
011111 Blj111 911 921111 23|1111 16 »
1211111 9111 01111111 0211 33£111111 20 »
22/11111 01)1111111 12[11111111 | 13}1111 45|11111 29 »
3211 i2{11 22 2311 83111 6
a2l 22 32 33 63 (v) o
52 32)111 42111 43 73 5
2 42 52 53 83 *s 0
72|1 52111 62)1 6311 93|1 8
82§ 62 72 73 | 03] *_0
265
bers are following plaintext letters in thcorder A DG J. . . .or AFKP. ... ;

thus, all of our frequency counts would be following one same graph, though not
the graph of the normal alphabet. The problem here is to make sure that their
graphs are all the same graph, and then subject them to the process called “ lining
up.”

To show the handling of all such cases (which would include our final autokey
example), let us assume that the five frequency counts of our figure, though still
following a common graph, are not following that of the normal alphabet. In this
case, granting that all fifty-letter frequency counts will vary considerably from the
normal, it is not quite so obvious that their pattern is the same; we shall have to
cut them apart (preferably having copied numbers beside their frequencies) and
place them side by side for a comparison of their graphs. Wprore this has been
done, in Fig. 133, their similarity is plain in spite of some discrepancies, and the
moving up or down of any one or more of the counts (which could be done so as
to include another position, since the range of the numbers is only 25 per alphabet)
doc: not result in greater similarity. If the alignment of this figure is correct, then
all numbers found on any one row are substituting for one same original; thus, the
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added frequencies on any one row will be the total frequency of suome one letter
ina 263-detter text, and all of these totals, collectively, should reseinble a frequency
count taken on a simple substitution cryptogram of that leugth, To just what ex-
tent this is true may be seen at the right side of the figure. The nme leading let-
ters have totalled 749, where we normally expect 709%; but any single example
can provide its surprises, and the excess 456 1s not on the wrong side of the ledger.
‘The other end of the count, as would De ¢xpected of the group J K Q X Z, is com-
paratively blank.

Our substitutes, remember, are assumed to be in mixed order. We do not
knuosw what letter is represented by the fiive numnbers of the top row, or by the five
nwubers of any other row.  To proceed with solution, we shall have to assign ar-

Figure 136
The NSIHILIST Number-Substitution

The "Cheskerboard” Alphabet:

123465
1 ABCPDE 123 ¢
2 FGHIRK 4 20
3 LMNOP 32 M
4 QRSTEU 15 = B
5 VWIY1l 44 = T

Enoiphsracnt, with Xeyvord COMET:

S B ¥ D S5 U P P L I E § T 0 .uus
Text,,. 43 15 33 14 43 45 35 S5 51 24 15 43 44 34 eees
Royo... 13 34 32 15 44 13 34 32 15 44 13 34 32 15 ...

§6 49 o5 29 B7 58 69 &7 46 €8 2B 77 76 49 vree

This cryptogram is usually seen without grcuping: G56-19-€5-29-87-58...44

bitrary values, calling the top row A (or o1), the second row B (or o2), the third
row C (or 03), and so on; and when all of these substitutions have been made on
the cryptogram, the case has been reduced to one of simple substitution. The me-
chanics by which the substitutions are made can be exactly those of the other case:
Prepare a temporary slide, on which the numbers run in the order decided upon,
and slide this against the normal alphabet (or any other); the result is a simple
substitution cryptogram which can be solved by simple substitution methods. This
case, first in one form and then in another, is encountered again and again; and
Lowever it may geem that its cause, in some one example, is a different one, yet the
fault in all such examples is the same: The basic cipher alphabet (the nrimary ore
from which others are derived), either by its actual construction or by the method
of its application, was not truly a mixed alphabet.

In some of the periodic ciphers, the basic cipher alphabet is a “ checkerboard ” of
the kind we saw in Chapter X/, the substitutes being two-digit numbers which will
po}nt out the columns and rows of their originals. This primary alphabet, how-
ever, seldom appears unchanged in the cryptograms, as “ position 1" often does
when a slide is used, or as the A-alphabet often does in the Vigenére cipher. In-
stearl, we find a series of sccondary cipher alphabets all of which have been derived
frori the primary one according to a mathematical process.

In view of the fact that any cipher which will necessarily double the lengths of
messages is of doubtful value, it seems inadvisable here to do more than mention
the infinite multiplicity of processes which would be possible; but with checker-
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boards, it is difficult to imagine any usable process which would not result in parallel
frequency counts; that is, counts which all follow the same graph and thus are capa- -
ble of being “lined up.” With most of these, in fact, the difference between any
two of the (secondary) cipher alphabets will be a difference in size which is uniform
from 4 to Z. (Often, the same result is produced with slides.) Here, then, we
may content ourselves with a glance at one such cipher which is interesting rather
than important. In Fig. 136, we have another of the Nihilist ciphers, Its primary
alphabet is that most famous of checkerboards, the Polybius square, said to have
been the invention of the ancient Greek historian, and certainly well known in lis
era as the basis for a signalling system — a capacity, incidentally, in which it still
serves. We are showing it here in what seems to be the favorite version: The al-
phabet of the square is the normal one, normally arranged, with J the missing let-
ter; and the order of reading for the two digits is row-column. It should be under-
stood, however, that these details, in practice, are quite variable.

For the Nihilist encipherment, the message is first subjected to a simple substi-
tution, using the checkerboard key. A key-word, treated in the same way, is re-
peated often enough to pair one key-number with each message-number, and the
final cryptogram is formed hy adding these pairs of numbers. Decipherment, of
course, will be the subtraction of key-numbers from the finished cryptogram and
the resubstitution of letters. We have, then, another periodic cipher, not essen-
tially different from those alrcady seen. Any number in the checkerboard can be-
come a key, to be applied periodically at some given interval, and thus may govern
one of the 25 possible cipher alphabets. It would be possible to lay out any one
of these cipher alphabets, simply by adding a given amount to each number of the
primary one; if all of them were written one below another, and if the primary
alphabet were written across the top and along one side, we should have a tableau
which could be used in identically the manner described for the use of the Vigenére
tableau.

Decryptment, too, can paralle]l that of the Vigenére: The period of a crypto-
gram can be found through repeated sequences, or, in their absence, through re-
peated single numbers, and individual frequency counts can be taken on the sev-
eral alphabets of the period. If the arrangement of letters in the checkerboard is
that of the figure, or any other strictly alphabetical one to which the order of the
numbers can be adjusted, these frequency counts will all follow the graph of the
normal alphabet, with allowance made for the missing letter. Or, if the arrange-
ment of letters in the checkerboard is not strictly alphabetical, then the several fre-
quency counts, no matter how badly mixed, will still be parallel; they will all follow
one graph, and thus can be “ lined up.” Very often, however, given the opportu-
nity to examine and analyze a cipher, it becomes possible to formulate for it a spe-
cial method which is much more rapid than the general one; Ohaver, who first pub-

lished a special method for the Nihilist, has compared this cipher to a leaky boat
inn the open ocean.

.
Notice that ite nrimary alnha c
ANULILC Udat s priingry aipiia 5 I=2-3=4"5. i1g IIidJ

t
mum difference among these is 4; and the addition of any same number to all of
them does not change this fact; the maximum difference between any two of the
sums would still be 4. But the number which is added during encipherment is also
a numher containing no digit other than 1-2-3-4-5; thus any number found in a
cryptogram can be considered as carrying two separate additions, one for tens and
one for units. Even when two §'s are added together, the result is an all-revealing
zero; the “ carried ” digit 1 can be mentally * borrowed ” back, cauring the zero to
become 10, and decreasing by 1 the size of the digit which precedes the zero. Spe-
cifically: Finding in a cryptogram the number 40, we may regard this as having only
3 tens, with 10 units; or finding the number 110, we may regard it as having 10

1-2-2.4-=. The maxi-
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tens and 1o units. Thus there is never a titwe when it is impossible to see the tens
and units as having Deen separately added; it we fad, in a Nilnlist cryptogram, the
two mbers 29 and 87, with a diflerence greater than g in their respective tens-
digits, we may say promptly that they were not encipherved with the same key: no
di.;:,it whatever added to any two digits of the origivad square ¢an produce a differ-
cnice greater than . But if the two cryptogram numbers are 30 and 77, where the
Jdifierence in the tens-digits appears, at first glance, to be only 4, the presence of
e zero must be taken into account; thus, the ntmber 30 has only 2 tens, and the
diierence between 2 and 718 greater than 4 therefore, the numbers 30 and 77 could
ot have been enciphered with the same key. 1t is interesting, also, to note that the

Fl{ure 1467

Cryptopram by EDUIN LINDQUIST: Finsl Inveatigation of
ouprosed Foriod 4

24-66-85-77-37-77-59-59-55-45-55-08-28-66-44-
24 fR 35 77

BE-3T-67-33-50-50-£5-45-66-67-58-44-55-34-79= 37 77 55 &9
55 43 55 88
44-59-55-45-32-87-28-75-43-73-45-86-26-67-24~ 28 66 45 g8
37 67 I3 59
B5-26-67-28-76-26-78-46-65-65-85-36-49-54-67 - 586 65 45 €6
67 53 4 55
28-65-42-88-36-49-44-89-57-58-54-66-47-67-28, 34 79 44 59
55 45 42 87
dizit 2, found in a cryptogram, can have been produced in 28 76 43 178

ouly one way: the addition of 1 and 1; and that the digit 46 86 26 67
o, found in a cryptogram, can only have been produced g; 3‘2 22 S;
by the addition of 5 and 5. Either one of these digits 46 65 €5 88
gives away its key, but, further than this, the cipher 36 49 5% 67

provides four “ give-away ” numbers, 22, 30, 1oz, and gg 2‘3 ‘;i gg
110, the prescnce of any one of which in a cryptogram 57 58 5S4 66
will give away the key to a whole cipher alphabet. 47 &7 26

Now, to look at Ohaver’s special method, let us con-
sider the cryptogram of Fig. 137, prepared by another (Acceptablo throughout)
“inventor " of exactly the same method. It can be noted,
first, that this cryptogram has not resulted from the addition of a single number
throughout, since it contains pairs of numbers like 24-88, 42-87, and so on, which
have a greater difference than 4 in either their tens or their units. Now, using a
bit of scratch-paper, we may, if we like, scribble down a series of possible periods,
2, 3, 4. 5, 6, and so on, te be crossed off as fast as we eliminate them. Considering
these, one by one:

Period 2: With a thumbnail on the first number, 24, and another on the third
number, 33, we tmay run quickly through the crypiogram comparing numbers found
at interval 2; that is, the first and third numbers, the second and fourth, the third

A Thnca Aifforanca
ll’ld ﬁﬂn "HH'I SO On untﬂ S{Gppﬁd bv thb Lo numbcrs 33 anda Su, Wilgs5¢g \uupr\.u\.u,

in the units, is greater than 4, showing that their key was not the same. Period 2,
then, is chmlnated

Period 3: Here we are stopped short at the very first comparison. The num-
bers 24 and 77, found at the first interval 3, have a difference greater than 4 in their
tens, and thus cannot have becn enciphered with the same key. Period 3 is also
eliminated.

Period 4 Starting again, and comparing numbers taken at interval 4, we are
able to go all the way to the end of the cryptogram without finding any two numbers
whose diifcrence, either in tens or in units, is greater than 4. The numbers com-

pared, however, included only those which would have been adjacent in their col-
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umns. To make sure that period 4 is possible, we must see numbers collectively in
each of the four columns, and this is best done by recopying the cryptogram inte
its apparently possible period 4. Further examination, made individually on each
column, still shows no two humbers in any one column whose difference, eitlier in
tens or in units, is greater than 4. It is possible, then, that each of the four col-
umns was enciphered with a single key; and while this is not absolute proof that
the period 4 is correct, those cases are extremely rare in which a period found in
this manner is not the correct one. With period 4 accepted, and given as much
material as we have, perhaps we can also discover just what key-number was added
to primary numbers in order to produce cach of the four alphabets. Considering
alphabets onc at a time, and examining separately the tens and the units:

Alphabet 1: The tens-half of the first column contains a digit 2; and since this
can only have beer produced by the addition of 1 and 1, the only possible key-digit
here is t. (We have already ascertained that all digits in this column could have had
a same key.) Tbe units-half has a range of 4-5-6-7-8, the maximum range possible.
The smallcst digit which can result in 8 is 3, and the largest which can result in 4
is 3; that is, the only digit which can result in all of the digits 4-5-6-7-8 is 3, so that
the only possrb]e key-digit here is 3. Conclusion: The key which produced the first
cipher alphabet must have been 13, since it cannot possibly be anything else.

Alphabet 2: The tens-half of the second column ranges over the full five digits
4-5-6-7-8 (key 3), and the units-half ranges over the digits 5-6-7-8-9 (key 4). The
key which produced the second cipher alphabet is 34.

Alphabet 3: The tens-half of the third column contains the “ giveaway " digit 2,
and the units-half contains this digit also. The key which produced the third «i-
pher alphabet is r11.

Alphabet 4: The tens-half of the fourth column ranges only over the digits 5-6-
7-8, with nothing to indicate whether the missing one is 4 or g. Thus, the key to
the tens might have been either 3 or 4, though it could not have been anything else.
The units bave the full range of digits, 5-6-7-8-g, key 4. In the fourth cipher alpha-
bet, then, we cannot tell immediately whether the key is 34 or 44. Granting, how-
ever, that the arrangement of letters in Lindquist’s key-square was the same as
that of Fig. 136, the substitution of letters for numbers may suggest which of the
two numbers, 34 or 44, is the correct key. With one of these we obtain letters
C 0 A 0, and, with the other, C O A T, a word (The student might find it of inter-
est to decipher this cryptogram and learn what the minister had to say).

Any sufficiently long cryptogram, then, will reveal both its period and its key, and
this regardless of how the letters were arranged in the encipherer’s checkerboard.
It may then be decipbered with its own key, and the case, at “-orst, becomes one of
simple substitution, With shorter cryptograms, we often find, as here, that some
one or more of the cipher alphabets could have had two or more possible keys. This
happening, presuming that the alphabetical arrangement of the square is a known

Arva anall . ad mesonedn (g *e I 1344Ta apracima

Ull\., or Ui CdDIIy lCLUllbLlULLCU plCDLHLD l.lU lCd.l PIUU].CI.]J a IILLIC C'LPCI.iI.lJCIILdtIUH
on the cryptogram will show which keys bring out a message. When the alphabet
of the square is an unknown mixed one, the problem may vary according to length,
and the number of key-combinations which are found to be possible. If, for in-
stance, the case resembles that of our preceding cryptogram, where only one alpha-
bet out of four was in doubt, then, remembering that the Nihilist cipher alphabets
are of a kind whose frequency counts can be “lined up,” we might take frequency
counts on the several alphabets, and supply the missing numbers of th: doubtful one
by making its pattern match that of the rest. With several alphabets in doubt,
which could only happen when frequency counts are too scant to betray their graph,
it might become necessary to decipher the periodic cryptogram with each possible
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i kev-nmumbers, eacls tine obtaining a new cryptogram, and accept,
Cew onvptegrams, the one whose general frequency count scenmis most
. yhat of @ sinple substitution. The correct eryptopram, ty this case,
o ‘.,'mz.n'n come fresh repetitions; that is, repetitions which were not pres-
edte ene. As to the three examples which follow, there should be lit-
.1 deciding whether er not the Nihilist cipher is represented,

BooONATREAL.

\ . e

.. 4 4tes D45 78 24 59 35 67 50 75 38 53 53 60 65 26 54 46 63 §5 38 67 42
oty 70 G4 30 S5 32 90 44 46 45 S6 79 54 30 86 22 T8 27 26 44 43 73 75
. 547 27 45 40 B9 44 49 BB 42 S9 56 49 42 G 5O 52 26 55 42 60 47 36 22

. 1o 7¢ 36 78 23 $3 26 S0 63 54 60 75 25 B7 28 29 55 €8 59 73 59 97 54 69
o 4q 73 £5 48 76 15 57 47 29 65 79 77 §5 30 ST 35 BY 45 49 53 46 ¢6 75 &7
capo 47 L2 G5 66,

T S O (Suyword, CRYPT, Fifth glghabet containa Q. But: Can you

resrrange the numbers on the strip bofore tekins frequencles?

. :11503 1526122625 03 30 40 14 20 09 20 25 11 16 17 25 16 02 29
2. ;. 7118035 11 16 27 30 26 10 02 21 17 01 06 25 13 01 25 O3 %0 25 25 23
Crose 1211 20 12 22 16 18 03 25 20 19 01 19 17 19 12 12 20 02 11 14 18 19
1o 23001123 19 Cl 19 01 27 30 16 21 01 23 17 24 22 25 03 19 26 21 11 28
L 37 162103 13 20 28 05 20 06 26 13 11 26 11 16 27 26 16 02 26 1B 05 25
LA 02 16 03 C3 30 26 16 27 28 10 02 16 02 29 06 26 27 11 24 15 20 23 13 15

11 r5 1305 84 23 20 40 27 19 19 30 27 1919 13 C2 23 21 &8 11 20 14 23 03

1, &v_?lfCO{A. {If you recarnize this pgem of literature, you are beyond the

draft age, It got arcund the censor in 1187,

VT4 17 fu 1S 05 01 C5 08 25 £4 11 £5 05 10 26 13 22 05 01 18 19 05 03 16 24 13
04 03 07 19 12 1E 24 11.17 09 07 27 25622 01 1521 21 10 03 06 22 03 1B C4 22

fE 0T On 12 19 1C 15 10 30 10 19 16 24 15 16 04 08 23 €1 10 10 23 10 092 05 08
Cria? (21821 2110030606 21 2012 22 21 03 18 19 23 05 02 01 11 34 19 27
1L 02 00 1810 22 03 03 02 11 12 19 10 11 19 27 13 12 18 24 )¢ 13 24 15 07 16 16
1904 270405 11 29 2¢ 20 03 10 19 10 23 11 16 19 13 16 04 08 25 17 05 24 20 20
Pl 020 25 02 05 07 16 25 20 04 05 11,

4. Yy ois SUEK.  (Should you be worried at finding this in Daughter's boudoir?)
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CHAPTER XVIII

Pertonpic CipurErs wITH MIXED ALPIHABETS

Periodic cryptograms in which the cipher alphabets are mixed are nearly always
produced by means of sltides. Before discussing these ciphers, it may be well to
clarify a few terms which otherwise could leave room for uncertainty. We have,
for instance, two, and sometimes three, key-words. There is a primary one (some-
times two) used in the preparation of the slide, and a secondary one, often called
the “ specific ” key, which is used, as in Vigencre, for the encipherment of crypto-
grams. Since we shall have practically no occasion to mention the primary key-
word (or words), any references which are made here to a key-word, unless clearly
seen to refer to the prcpqration of a mixed alphabet, can be understood as meaning

the SCCOﬁduLy one, that is, the specific key which selzcts the cipher alphabets. Per-

haps it is also adwsable to call attention once more to the existence of a primary
cipher alphabet (the basic one which is written twice in succession on the slide)
and of the 26 sccondary cipher alphabets which can be derived from it by placing
it in its 26 possible positions. These are usually referred to simply as “ the alpha-
bets,” while the basic one is more commonly called “ the sliding alphabet.” All,
of course, are the same alphabet except for their points of beginning.

To see clearly whidt is meant by an “ equivalent slide,” the student may make
an experiment: First, form a temporary slide, using any two 26-letter alphabets,
and usc the slide to encipher a short message. Now form another temporary slide
on which the two alphabets of the preceding slide (both treated by exactly the same
plan) have been rearranged so that their letters are taken at every interval 3 (or at
every interval 5, or 7, or g — any interval whatever that is not divisible by 2 or 13),
and with care taken always to maintain this constant interval even when the 26th
letter is reached and the rst reappears. Then, using this new slide in the same way
as before, encipher the same message with the same key, and compare this new cryp-
togram with the first. Finally, an alphobeticol interval (or distance) between two
letters will mean their distance apart in the normal alphabet, while a lineal interval
(or distance) will mean their distance apart in any alphabet whatever. That is,
the alphabetical distance from 4 to B is invariably r (position), while their lineal
distance apart on a slide, or in the rows or columns of a tableau, could be anything
from 1 to 25. Where these intervals must be mentioned often, the distance from
A to B wilt be referred to more briefly as * the distance AB.”

Now let us consider the four slides of Fig. 138, which are being designated (ar-
bitrarily) as belonging to Types I, 11, 111, and 7V, in what would seem to be the

d £ th ¢ [P e -
order of their pGLCﬂuu} resistance to uCCi\pLi‘uCﬂt Their actual u_-uatc'iuu_ how-

ever, might depend largely upon the manner of their use, and we are assuming
throughout the chapter that the encipherment process is identically that described
for the Saint-Cyr cipher: The upper alphabet, in all cases, is to be the plaintext one;
the index-letter is always the initial one of this plaintext alphabet; and, for the en-
cipherment of cryptograms, the letters of the chosen key-word are to he found ir the
lower alphabet and brought one by one to stand below the index-letter in order to
set up their cipher alphabets. Also, for our immediate purposes, we are neglecting
certain precautions the advisability of which will be seen later: First, the mixed
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Figure 138
SLIDE - TYFE I.
Plniutext: CULPERZYXWVTSQONMEJIHGFDBA
TITi¥R:s . A BCDEFGHIJELMNOPQRSTUVWNXYZADC 4.
abcdefghijklmnt!p.uuu
KOyA! LYAXEWVUTSRCQPOD.I.II.I
KO)’BS AZBYFXWVUTSDRQPE...-...
Koy C: BACZGYXWVUTESRQF svvnnne
SLIDE « TYPE II.
Plaintext: ABCDEFOHIJKLMNOPQESTUVWXYZ
CIPER: CULPERZYXWVTSQONMKJIHGEDBACU Li...,
abcdefghijklmnop....u.
Key At ACULPERZYXWVTSQ0 tevenes
KeyB: BACULPERZYXWVTSQ.‘OIQ!!
Koy C: CULPERZYXWVTSQON ..u.uee
SLILE ~ TYFE III,
Plaintext: CULPERZYXWVISQONMERKJIHGFDBA
CIPHER: COULPERZYXWVTSQONUKJIHGEDBACTUL.i.as
abcde T g hi JKIDNUOD srvrvee
Fey Ar BDAFPGHNIJEMUNOQL cevvsss
Key b, DFBGLHIJEMNCOQS U savines
Koy C: ABCDEFGHIJKLMNOP . .iivsee
SLIDE - TYPE 1V,
Pleintoxt: DAMSCUBEFGHIJKLNOPQRTVWXYZ
CIPHER: CULPERZYXWVTSQONMEKJIHGFDBACTU Livsus
Bbod6 T EhRL JELDDOPD sestene
Feyh: CRPAZYXWVTSQUONYU. .iovss
Fey B: AELBRZYXWVTSCQON.ecosss
E'P_YC: UZECYX"‘TVTSQOLNMK-Q-!.I.

alphabets have all been left undisturbed with their primary key-words (CUL-
PEPER, DAMASCUS) and their alphabetical sequences in plain view; in practice,
such alphabets ought to be carried through a transpesition block, or otherwise made
to appear incoherent. Second, the index-letter should never be 4 (or any other fre-
quent letter) unless the details of encipherment are varied. (We might, for instance,
consider that the index-letter is in the sliding alphabet and that keys are in the
upper.)

In the Type I slide, the cipher alphabet {s in normal order, and * slides against
a mixed plaintext alphabet. In Type I, we find a mixed cipher alphabet “ sliding
against ” the normal one; in Type 111, we find this mixed cipher alphabet * sliding
against ” itself; and in Type IV, we find it * sliding against * another, and different,
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Fipure 139
b 10 15 20 25 30
YVNGEK YEGDP ZEAYX HSuDQ XEWSJ IQCIO
EI TE A v o 1o 88 ¥
35 40 45 80 B6 60
KCFXQ JPMLB JXGKC 2DBON GQBDQ MEOKK
I Te X ITH THEP EoE o E
65 70 75 80 85 80
XTYAD DDGJR XRXFW ODAYT QSGGC GPBYO
H HI EBA I1PH BE B ¥
95 100 106 110 115 120
CLWEKEC BICFE 2DGJW XUFVXC¢ BUIZY BEKEKC
TH A THI Io TH Ao E Ag TE
125 130 1356 140 148 150
GKETAO QCBYQ UUFZO G2YFMN FMJVZI BLQJU
Es HY E e o B & xr 4
155 160 166 170 175 150
VMMJT AEFVS MENKQ JE!ZY ALQYR XRXFR
hd WE ¥ E To E E W
185 160 195 200 205 210
OUFVS VVVVP KTBKC GOMIX BQVZN BINAO
e ¥ LA I ETH E ¥ AogcE A Ev
215 220 226 230 235 240
CEVVJ FVUZS BEKKKC OPMDT KKYAD DDYZC
Ecv E AcvyTH E v 1e¢ E E EEH
245 250 255 260 265 - 270
BTEVS GQWIT ZDAXP GWBlo NDGRC HPBEU
A Uy Eo THAT E B v HI H E
275 280 285 290 295 300
GETQH GUVZY YXMLHY FSMDQ KKWZQ UDAMT
Eeo Ecck A4 r ¢ g EBEo HRA
305 310 3156 320 525 330
ZDBJO PEULR YUOXU 2EUSJ 2DBOD RESIO
TEE ¥ E s IT TE THE E ¥
335 340 345
RLABL JRSZQ YQVFL
AL Es s»

mixed alphabet. Every slide, used in any manner, has an equivalent tableau and

while tableaux are seldom used, it is very muportant that we carry in mind a clear
picture of their appearance; otherwise we shafl nnd it difticult to understand how
slides can be restored with only partial informitian. The imaginary tableau which
is to serve this purpose, using any one of the faur dides in the manner specified, is

formed as follows: The plaintext alphabet, with detters i1 exactly the order of the
slide, appears at the top. The 26 cipher alyhabets) standing below and parallel to
the plaintext one, are all scen in ¢xactly the order of the slide, and are shifted, one
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Tetter ot a time, exactly as the normal alphabet is shifted in the Vigendre tableaun.
Thus, exactly as In Vigenére, the columns of this imaginary tablean are duplicates of
the rows. Keys, if considercd, woukd repeat the first column of such a tableau.
This tableau, as mentioned, is imaginary, Shonbd the encipherer ov the decipherer
actunlly desire to make use of @ tableau in prefercuce to the slide, he would prob.-
ably prefer one in which both his plaintext alphabet and his key alphabet are run-
ning in normal order, so that letters are easier to find. To form this tableau, he
would begin by laving out, in normal order, lis plaintext alphabet and his key-
alphabet, and then lay out his 26 cipher alpbabets in the manncer explained in con-
nection with the Beaufort alphabets, Eachl of the four slides of the figure is ac-
companied by a partial tableau of this kind, and it will be noticed there that we have
only one case i which the (secondary) cipher alphabets bear any resemblance to
the primary one. This tableau, too, should be well understood, since the cipher al-
phabets recovered from cryptograms will be like those of the figure.

Of our four slides, only the T'ype I is rachcally different from the rest. Since
its basic cipher alphabet is not a mixed one, it makes little difference what has been
done to its plaintext alphabet. Notice, in the partial tableau which accompantes it,
that the difference between one cipher alphabet and another 15 purely a matter of
alohabetical shift (or of “size,” if we wish to replace all of these letters with num-
bers). Properly speaking, this cipher belongs to the case of the preceding chapter;
it is presented here largely as a warning of what could happen through misuse of
the T'ype 17 slide. In the remaining three cases, the sliding alphabet is a mixed one;
a series of frequency counts taken fromn cryptograms cannot be “ lined up ” unless
letters can be placed in the nght order before these frequency counts are taken.
The ¢ right ” order may be the original one of the cipher alphabet, or an equivalent
order in which the original letters are taken at a constant intcrval. In these cases,
as with any other periodic cipher, the period s found in the usual way. Individual
frequency counts are then taken on the several cipher alphabets, and these are ex-
amined in the hope of finding a known alphabetical graph; that is, the graph of some
mixed alphabet recovered from previous decryptments — (but notice also the C-
alphabet under the Type 117 slide!). It can also be ascertained whether or not the
frequency counts have followed one common graph, whether any two or more have
followed one graph, and so on. But when 1t is found that the frequency counts are
those of unknown mixed alphabets, then each alphabet is to be treated by simple sub-
stitution methods. Here, the principles will still be those of Chapter 1X, and we will
examine, as briefly as possible, the mechanical pliases of their application.

Our cryptogram, shown in Fig. 139, is already written into its correct period, s,
with a few substitutions already made, and a few lctters noted as vowels or con-
sonants (v-¢). With the period determined as 5, and alphabets found to be in an
unknown mixed order, our next step is the preparation of a contac’ sheet (contact
chart, contact count) for each one of the five alphabets, the usual form being that
shown in Iig. 140. The necessary number of shects is prepared in advance by
writing the normal alphabet through the center, and each is numbered to show
what alphabet it represents. It may also carry the numbers of the two contacting
alphabets (those in parentheses in the hgure). Then, if the cryptogram is prop-
erly grouped, so that all first letters of groups belong to alphabet 1, all second let-
ters to alphabet 2, and so on, the putting down of contact letters is very rapid.

INustrating with alphabet 2@ Start with its first letter, V; find V in the prepared
alphabet numbered 2; place on its left side the ¥ of alphabet 1; place on its right
side the ¥ of alphabet 3. Pass on to the next letter, £! contacts are ¥V-G. Pass
on to the third letter, another E: contacts are Z-A. And so on to the end of alpha-
bet 2. Each contact chart, of course, will serve also as a frequency count and as a
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Figure 140
(s) 1 (2) Q) 2 (3)
YT A EL A
CSHKZYCC B IUKLQIKT B
00 ¢ LE QK ¢ FB
DD D DD ZZUNZDZGDZ D BGAGYAGABB
E RZPCJMAMZY E GAOFNIVUUS
HIN F MvS F
HUPSCCGCCWN G QDPXZOPQWKU G
CK H SP - H
J I Q BB I CXN
1QBQ J PXER J
QTPHNOQ K XCUTEX KGKBGBK K WETMYTW
L RABC L WQQA
SQ M EE VF M O
O N D ) f
R 00U G 0 ¥
0o P E HGGJ P MBMB
0T Q. SC YCBGI Q VBVWV
oD R EL JiX R XXs
8 FQH S MGM
T BEX T YBK
Q U D YGOUBK U FIFFVG
SU OV oMy FV¥ V NV
w G W B
RRK X TRR Yo X OM
QRNK*+ Y VEXUQ Y
JUTTECP Z EDDDDED G 2 Y
(2) 3 (4 (3) ¢ (5) (4) & (1)
LDDDE A YYKMB YNTY A DOOD A
DDPWITCPQD B GDYYKIEJO A B L L B J
1 ¢ F ¢ RZKKKKKGK € ZGBBGGGBH
D WEBMG D PQQTQ OAA D DDR
K E K; E F E 2
VEUUC F X%2 VXYCX F WENRL F
UDDSDXE G DEJGJRK GBN ¢ KNC Z G G
H B HOU 1@ H GF
EU 1 2z SEWMV I OXT00 1
M JV BMQGG J RWUTO svs J IFZ
T K V GAMBMEFWGF K QCCCCQCCPU INYG K YBXB
L UMM L BHR FB L J»
SXPKOMPS M DLJIEDLD A M T ]
IEV N GEA 0 8 K 2ZFG N GFBY
E 0N B 0D IJIAAYI O KCQCNPR
P P KD P 2ZKG
LL q JY T Q H ZZDKYDXD Q KJMUJKUY
R G R C LFYJ R XXOY
RE s 1IZ oW § JJ VZVW S XVBG
KK T AQ T MIDJY T QAKZZ
FEV U ZLs U KN U VG2
QUEQVQ V IVZVZF KVVFFJ VvV ZSSPJS v
EQLK W SKIz w J' W GK
RR X FF X X
DKZT Y AFAZ QBBAA Y KTOQR 2Z Y BA
2 SWVYUVIFI Z YGYNSCNQQ vV 2 B

graph. The five graphs should now be compared with one another in the hope that
some two or more may represent the same alphabet. Such a key-word as DENSE,
for instance, makes use twice of the E-alphabet, thus doubling the amount of ma-
terial in one of the alphabets. In our present case, it is found that the five alpha-
bets are all different. Now, just as in simple substitution, we wish to determine,
tor each of the five alphabets, what letters are apparently representing vowels, and
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what letters are more likely to be consonants.  For this purpose, some of our ** point-
ers " ave still available, and are just as valid as in Chapter I1X.

In Fig. 141 we tay see some data and probable conclusions concerning alpha-
bet 1. By frequency alone, the four letters B, G, K, Z, of this alphabet might all
be vowels. When variety of contact is considered in conjunction with frequency,
it is noted that Z shows no variety on its right. And when contacts with low-fre-

Figure 141
Conslderation of Alvhabet No, 1

letter: Frequency: LOR-FREQUENCY CCUTACTS VARIETY OF CONTACT

Laft Ripht Totals Left Right Totel *
B (v) 7 2 3 ) 6 8 12
G (v)(= E?) 11 6 3 8 8 8 18
K (v) 6 2 1 3 6 4 9
Z (c) 7 4 - 4 8 2 8

{*) These observations are mot absolute, as in simple subatitution,

quency letlers arc also considered (from information present on sheets § and 2; in
the figure, frequencies of 1, 2, or 3 were considered to be low), it is found that in
this respect, too, the letter Z stands apart from the others. These observations,
usually, are mental, and conclusions for any one alphabet must often be modified
by what is seen in other alphabets. It may be found satisfactory to begin by se-
lecting only the most obvivus vowel, or vowels, in cach alphabet, and to circle these,
or otherwise indicate them, not only on their own sheets, but also on the two adja-
cent sheets where they are found again as contact letters. When this has been done,
the less obvious vowels may be considered again with an additional “ pointer,”
whether or not they show too much contact with the more obvious vowels. Fig.

Flgurs 142
Conclusicns for the Five Alphabets
Alvhabet No, Vowels Consonents
1 BG K~ A
2 E DEQU
3 BGM~» v
4 vz K
5 0 CcQ

{*] VWnen B and G eppear es vowels in two different alphabets,
tho graphic sppearance of these two alphatets (1 and 3) should
be given anc-her inspection. It haprens they are not the same.

142 shows, for each alphabet. the nrobable conclus
each probaDbic concl
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ter examining the contact sheets of Fig, 110, and bmore any c0nﬁrmati0n is at-
tempted. The next step in order is that of indicating them on the cryptogran: itself,
and the examination of long segments in which no vowels have becn marked. At
this stage. too. the total number of spotted vowels may be computed to find out how
much of the expected 40¢% is still missing, Up to this point we have nothing new,
and nothirg particulariv difficult. Whether or not the suhsequent work is tu become
difficuit depends chiefly upon the amount of material per alphabet, though grant-
ing that the presence of probable words materially alters the case of the shorter
Cryptogram.

If the most frequent of the spotted vowels in cach alphabet can be safely as-
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sumed as e, the establishment of other vowel-identities can follow the rules of Chap-
ter IX: The high-frc_quency vowel which practically never touches e is o, and the
one which follows it is a; vowels of lower frequency may precede or follow ¢, but
no vowel should touch it very often. And if, i additwn, the most frequent of the
spotted consonants in a given alphabet can hie safely asopmed as t, then I of the next
alphabet will seldom be out of reach. A very W aterial aid here is found in those
repeated digrams (and trigrams) whose letters are already labeled as vowels or con-
sonants. We find, for instance, ZD, alphatiers 1.2, accurring five times, and with
both letters already spotted as consonants. Thig iy very hkely to represent 2k, es-
pecially when further examination shows it contimied as a r("pc:ltcd ZDB, with B
already quite likely to represent the e of alphabet 1. Tlen the contacts of D, alpha-
bet 2, supposed to represent ki, have alsy pointed ot a probable new vowel, 4, in
a]phabet 3. Again, we find KC, El]phn])cts 4-8, oocarrnhe six times, and with both
letters alrcady spotted as consonants — another protable th — followed three times
by G, alphabet 1, already likely to represent o, and twice by B, which could thus
represent ¢ (the famous English tke, the). And stmilarly we might continue with

a long demonstration.

Returning, now, to our mechanical operations: Dealing, as we are, with five
different alphabets, it becomes imperative that we keep track of substitutes; other-
wise, with all of our numerous trials and erawuzes, 1t 1« almost impossible to know
what substitutes have been identified and whiit <uhstitutes are still available for
identification. Also, totally apart fram this miutter of convenience, we shall prob-
ably want these five lists of substitutes for n.e on future cryptograms. This ap.
plies to any series of cipher alphabets, whether or not they are in any way related
to one another. But it is very seldom indecd that a sertes of cipher alphabets used
in the same cryptogram will be unrelated alphibets  Nearly abways, they will have
resulted from the use of a slide, and when this is toue, the recovery of alphabets
and parts of alphabets enables us to reconstritet the shide. The usual plan for re-
cording substitutes is to lay out a plaintext alphitet 1n A B C order and then, di-
rectly below it, to rule off several rows of ¢ellv, vre row for each cipher alphabet.
Thus, any substitute, identified in any alphabet, sy he written directly below its
presumed original and on the row which corresponds 10 it particular cipher alpha-
bet. We somctimes speak of such a set-up as a " kev-frame ” or * key-skeleton,”
though a better name, probably, wouid be * partnil tableau” (Every row, if com-
pleted, will show one cipher alphabet of the hid we waw in the partial tableaux of
Fig. 138.) Such a " key-frame ” for our present cryptogram can be seen in Fig,
143. At (a) of this figure we have the tirst tentatise plentilications.  The most fre-
quent vowel in cach of the first four cipher alilittsets has been assumed as e (in
practice, the O of alphabet § would also be awsunwit ax ), The ZD of alphabets 1-2
and the X C of alphabets 4-5 have both heen asuumed as th, and after each ¢k, we
are trying one letter as a. The five rows of thiv set.up we may now speak of as
‘“alphabets.” At (b) we are beginning to speculate as to what kind of slide has
been used,

Suppose that the cryptogram has been enciyhered with a Type 11 slide. If so,
our plaintext atphabet, in the key-frame. is aiterdy arranged like the one on the
slide; and when this is true, as may be seen v ghinoing back at Fig. 138, the recov-
ered cipher alphabets will also build up with th e letvers in exactly the same order
as that of the slide, and, in the end, if [ully coplered, will show a picture of the
original stiding alphabet taking five of its posubie postions,

Examining the first cipher alphabet of {(a}, we rnte that the lineal distance from
B to G is 4 positions. If our hypothesis 1 intiest then the lineal distance BG
will have to be 4 positions in all of the otlier alphabets. The third alphabet con-
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tains a B; measuring 4 positions to the vight of this letter, we find that G of the
third atphabet would fall below 7, and thus would be the substitute for  in the
third alphabet. To sce whether or nat this is Iikely, we return to the contact sheet,
where we tind that (¢ has already been spotted as a vowel (see the list in Fig, 142).
So far, su good. Then, the first cipher alphabet of (a) shows the lineal distance BZ
as 1g positions,  Returning to the third alphabet, and measuring 19 positions to
the richt of B, we find that Z, in this alphabet, would fall below x. Examination
of the coniact chart shows that Z has not heen used in the third alphabet, making
it satisfactory as the substitute for x, Still good. Again, the third alphabet shows
the distance A8 as ¢ positions. Still pursuing our hypothesis, the first alphabet
must nlso contain an A standing 4 positions to the left of B, 1If so, it will fall be-
low 2, and the frequency of A, in the tirst alphabet 1s found to be 2, which is sat-

Ficore 143

(a)
abedefzhiJklmnopgqrstuvwxys
I - B G Z
2 - E D
3 - L B
4 - Z X
5 - c
(b)
abodefeghijklmnopgrstuvwxysz:
1l - B { K Z A
2 - B D
3 - A B G X 4
4 - Z A 3 ¢ K
5 - C

isfactory as that of w. With G and Z added to alphabet 3, and with 4 added to
alphabet 1, we may now turn our attention to alphabet 4, which contains a Z, and,
by making similar observations there, we may add to the 4th cipher alphabet the
letters Al B G, and, to the 1st and 3d alphabets, the Ictter K. Thus we arrive at (b)
through what is ordinarily referred to as the *“ symmetry of position ™ existing among
the several cipher atphabets,

But the second and fifth alphabets cannot yet be combined with the other three,
since neither of these contains any letter in common with them, and thus we have
no point from which to measure lneal distances. We know, however, that if our
hypothesis is correct. the letters A B G X Z, in these alphabets also, will be found
at exactly the same lineal distances as before. It would be possible to prepare a
sort of slide on whick rhese letters, written twice in succession, are spaced as in the
other three alphabets, and use this in experimenting with alphabets 2 and .

The cryptogram, as we first saw it, showed all substitutions which nce possible
from (b) of Fig. 143, together with a few v-¢ notations which were listed in Fig.
142 but not further investigated. In case the student cares to complete solution,
he might refer to certain preczutions mentioned at the beginning of the chapter.
Notice. in the last ficure. the lineal distance from G to X+ what letters would you
feel inclined to trv in the three intervening positions? Or notice the distance BG.
What letter is very likelv to have been taken here for use in the key-word, and where
is it likely to stand in that word? If the index-letter was A, does it seem possible
that the a-substitutes could all be selected in advance directlv from the contact
sheets? Would this be possible if the encipherment process were varied so that an
index, selected in the sliding alpliabet, were brought to stand below keys in the
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stationary one? The cryptogram is known to contain the word SUPPOSE, and the
period is 5. Is there any room here for pattern methods?

Our Type II slide, then, unlike the remaining three, builds up automatically in
the key-frame, owing to the simple fact that we are able to set down the plaintext
alphabet in the encipherer's original order. The method of solution, so far as we
know, was first published (1883) by Auguste Kerckhoffs, who scems to have origi-
nated the term ““ symmetry of position.”” The invention of the cipher is credited to
« g member of the (French) Commission on Military Telegraphy.”

If these parallel cipher alphabets are to be avoided in the key-frame, but still
using a Type I1 slide, General Sacco has suggested that the encipherment process
be altered as follows: Let the index-letter and the key-letter both be found in the
upper alphabet. Slide the plaintext letter to stand below the index-letter, and use
the substitute which will then be standing below the key-letter. This, of course,
would have to be letter-by-letter encipherment, and represents one of those rare
cases in which a slide is less convenient and rapid than its equivalent tableau, If
this tableau be laid out in full, as explained for Beaufort alphabets, it shows, on its
26 rows, 26 cipher alphabets not one of which appears to be at all related to the
others. One of these (the one in which index-letter and key-letter are the same)
will be the normal alphabet, We may find the original sliding alphabet, however,
by looking at columns. Such a tableau is exactly equivalent to the Delastelle tab-
leau if the Z-alphabet be made the normal one. Delastelle’s tableau was described
as follows: Using the mixed alphabet, fill in the tableau by colummns, beginning each
column with whatever letter, in the mixed alphabet, follows the plaintext letter
shown above the column. This causes the final aiphabet to come out in 4 B C order.
The Dclastelle tableau is not nearly so easy to reconstruct as that of the ordi-
nary Type Il slide; the method, however, will be plain enough when we have un-
derstood the reconstruction of Types IIl and IV.

The Type I slide, as pointed cut in the beginning, is somewhat out of place in
the present chapter; every frequency count will follow the graph of the mixed plain-
text alphabet, so that all can be “ lined up ™ by their common pattern  Having let-
ters, and not numbers, the “top” of a frequency count may be anywhere; it is
usually best to prepare at least one of the frequency counts of double length in
order to effect the alignment. Granting, however, that for some reason the com-
mon pattern of the frequency counts has not been recognized, then the method of
decryptment would be exactly the same as for any other case of mixed alphabets.

Fig. 144 shows the development of the key-frame in this case. At (a), some
substitutes have been correctly identified in each of four cipher alphabets, But
long before reaching this stage, the most careless of decryptors must have noticed
that the difference between any two cipher alphabets is purely a matter of alpha-
betical shift, This is particularly visible as between alphabets 3 and 4, where the
alphabetical interval is only 1; examination of alphabets r and 2 shows that wher-
ever both substitutes are present, their alphabetical difference is 14; and further
cxamination shows that the alphabetical distance from alpl: .»et 2 to alphabet 3 is
17. The use, here, of a Saint-Cyr slide cnables us to arrive v, quickly at (b). The
alphabets of (b) are, of course, secondary cipher alphabets, and the primary one
obviously runs in normal order (or, at worst, in a strictly methodized order which is
easily obtainable from the normal one). What we still lack, in order to recon-
struct the slide, is the mixed plaintext alphabet, and this can be recovered as at
(c). Write out the normal alphabet (known to be the ariginal cipher alphabet),
then, using any one of the secondary alphabets, place originals above their substi-
tutes wherever these are known. In the given example, all missing letters can be
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filled in Dby alphabetical sequencey and even though the index-letter was one of low
frequency, and thus was not used in the message, the student should have no trou-
ble whatever in discovering the key-word which governs the four cipher alphabets,

In considering the reconstriretion of the remaining two slides, we shall have to
keep clearly in mind the imaginary tebleau on which the plaintext alplabet has ex-
actly the order of the one on the slide, so that cipher alphabets, also, have exactly
the order of the one on the slide, aud are shilted one letter at a time, as in the Vi-
genére tableau. For one thing, we are going to call some of these alpliabets by num-
bers, or refer to them as odd-uumbered and even-numbered alphabets. Thus, with

Figure 144
The Alphabets from a TYPE I Slide:
()
abcdefghi jJklmnopqrstuvwxys
1" L..JQ.BGF....BA-.RYK..-...
2"‘ z...E...T.icQ.o...ClB....O
3— QPoovNalloliOGFUOODC'BAOYO
4" R--PW..MLoJoooGoo.oD-ooooo
{v)
abodefghiJklmnopgqrstuvwxys
1" LK-JQIHGF.DOCBAF..RYXNWV-T.
2 - ZY.XEWVUT.RCQPOD,FMLBXJ.H,
3 - QP.OVNMLK,ITHGFU, WDCSBA,., Y,
4 - RQ. PWONYL,JUIHGV,XEDTCB, 2,
{0) Alnhadet No, 1:
Plaintext: onmk.ihgrdba,ulper.y.,wvts.
CIPE=R (Rearranged): ABCDEFGHIJKLMNOPQRSTUVWXYZ

the alphabet we have been using, the first alphabet in the imaginary tableau is po-
sition 10f theslide: CULPERZY X W VT......, the second alphabet is
position 2 of the slide: U LPE R Z. . ... .., the third alphabet is position 3

of theslide: LPERZVY..... , and so on to the 26t/ alphabet, which is the
final position of the slide: A CU L. .. .. But over and above this, it must be re-

membered that the columns of this imaginary tablcan are duplicates of the rows,
just as they are in the Vigenére tableau. We do not, of course, recover any of
these alphabets in the order mentioned, since our plaintext alphab.-. of the key-
frame must necessarily be arranged in its a-b-c order. For instance, the fourth al-
phabet, which, in the imaginary tableau, begins with its key-letter, P, and runs in

RAM vy YYAsallad, 11K LAIL dliidd Fyhimuil J ranaca ALt 2

theotder PERZY XWVT. .... , comes out in one of our examples (Type
HIslide)asLUPCYABD. . ... , and in the other (Type IV slide) as EW ¥
PVTS. ...

The Type 1 slide is. in many respects. the most interesting member of its fam-
ily. With every alphabet taking exactly the same order (that is, the plaintext al-
phabet, the key-alphabet, and all cipher alphabets in the imaginary tableau), it
parallels the Vigenére in every particular except the order of the 26 letters. It has
a corresponding Beaufort form, and a corresponding variant in which comple-
mentary keys are based on the order of the mixed alphabet. Its 14th alphabet, Iike



PERIODIC CIPHERS WITH MIXED ALPHABETS 179

the N-alphabet of the Vigenére, is reciprocal throughout. And its first alphabet,
like the A-alphabet of the Vigentre, is a duplicate of the plaintext alphabet. This
was pointed out in connection with the slide of Fig. 138, where key-letter and index-
Jetter were both C. There are two ciphers, then (the Type 111 slide and the Dela-
stelle tableau), in which we are sometimes able to find, among a number of mixed

Figure 145
The Alghgbets from & TYFPE III Slide:

Bghavior of an EVEN-NUMEERED Alphabet

1st Alphabet (Always normal})s ABCDEFGHIJKLMNOPQRSTUVWXYZ
4th Alphsbet: LUPCYABDFGHRIJEKEZMXKOEQSTVW

ALRXTOKHDCPZWSNJGBUEYVQMIF

LRXTOKHDCPZWSNJG EYVQMIFaA
(1)-‘¢.ao-|na-= = =
(2)-----....-..---.-:: b — ] _= L =

To find the OKIGINAL SLIDE from the EQUIVALENT one:

{1) Either teke letters constantly at interval 9, which is the interwval V-W-X:

RZYXWVTSQONUKJIHGFDBACULPE(R)
XWVTSQONMKJIHGFDBACULPERZY(X)

(2) Or: Spresd the letters apart so that the alphabetical sequences K(JI)}H, 2(YX)W,
etc, are standing at the right interval, always naintaining the alphabet-lsnpgth,
26, snd intertwine, Both mlphabets are the sere in this slide:

A.-L..R-.I..T..O..K..H‘oD.
g:zi::;:vﬁg eCueoP.oZ..%eoS,sNs.Jd.o0Gu.B
3. 5’ 7' etc—'—)‘ . ;U.gE. nY- .V. -Qo uM- ;_I_o nF.o

Behavior of an ODD-NUM/EERED Alphabet

1st Alphabet: ABCDEFGHIJKLMNOPQRSTUVWXYZ
3d Alphabet: UCLAZBDFGHIEJKMRNYOQPSTVWX

ist HALP-CHAIN 2d HALF-CHAIN:
AUPRYWTQYNEKIGD({A) BCLEZXVSOMJIEHF(B)

Spread the letters of each half, trying interval 2, interval 4, interval 6, end so
on, treating both halves alike, until the intertwining of the two will sst up some
alphabetical sequences:

+A. U, P, R.Y. W, T.Q.N., K, I.G.D
BOG.LOE-Z.X.VCSOOIMOJIH'F.

A— vt = S—— ————

irh £allawy

MIANI Ay cNlr inrla Ana by e narfartly tha oranh of tha Virenére A-
L Al R L WAL -D, o Dlllb L UL YrilliLll AVIIVYY O HLL lb\-l..l.j Lil 6!611.}1! Wl oLl yi Wi aa
alphabet. Concerning the 14th alphabet, however, we are dealing altogether, here,

with a 26-letter alphabet: and some of what follows is being explained on the the-
ory that the number 26 contains no factors other than 2z and 13. If the student
will give his careful attention to reasons, as well as to methods, he will be able to
adjust these methods to alphabets of other lengths, as, for instance, the very com-
mon 25-lctter alphabet met with in foreiyn texts. The first alphabet, of course,
duplicates the plaintext alphabet regardless ¢f what alpbabet-lengtli is being con-
sidered, and thus, whenever a Type I11 slide has been used, we are always in full
possession of one of the cipher alphabets.

Now, granting that we have completed the decryptment of a message, we have
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before us a key-frame in which several cipher alphabets are at least partially ve-
covered. With one alphabet fully known in advance, the recovery of another full
alphabet usially enables us very quickly to restore the original slide, or an equiva-
lent stile. The ideal case is that in whichh we recover one of the even-numbered
alphabets (except No. 14). Tlie recovery of an odd-uumbered alphabet will, at
titnes, leave us witlt thirteen possibilities; while the recovery of the 14th alphabet
could be useless, provided we have no other information. The inethod of recon-
struction ¢an be followed in IFig. 145.

First, we have the perfect case, one in whicl an even-numbered alphabet (the
4th) has been recovered in full. We begin by writing this recovered cipher alpha-
bet letter for Ietter below (or above) the one which is always knowt to us; thus the
two substitntes for « are in a same colunn, the two substitutes for & are in a same
¢culumn, the two substitutes for ¢ are in a same column, and so on. The columns
themselves are not in their original order, but the two alphabets, throughout, are
running parallel, just as they would in the imaginary tableau, and thus the colum-
nar distance is uniform which separates each pair of substitutes; that is, the vertical
distances AL, BU, CP, DC, EY, etc., are all equal in the imaginary tableau. If
these be rearranged in such a way that the last letter of each pair is the beginning
letter of the next, we have a chain AL-LR-RX-XT-TO-OK. . . .. made up en-
tircly of equal vertical intervals, from which the repeated Ietters may be dropped:
ALRXT. ..., , leaving us a scries of 26 letters known to be equally spaced in
the columns of the tableau. Then, remembering that the columns of this tableau
are duplicates of its rows, we have also a series of 26 letters known to be equally
spaced on the rows. That this series of letters, 4 L R X T. . . ., shding against
itself, produces exactly the results of the original series, the student may ascertain
for Iimself: also that a number of other equivalent slides can be formed by taking
letters of this series at any constant interval which is not divisible by 2 or 13. The
total number possible is eleven, of which oie was the original, An equivalent slide,
of course, is all that we actually need for enciphering and deciphering cryptograms.
But where alphabetical sequences ea-sted in the original alphabet, two methods are
shown for obtaining it witliout writing out the entire eleven possibilities: (1) Find,
at some constant interval, the letters of an alphabetical, or nearly alphabetical, se-
guence, as the (reversed) V W X of the figure, standing at interval g; the taking
of all letters at this interval brings back the original order, (2) Find pairs of con-
secutive letters, as the (reversed) HK, WZ, GJ, which, if all spread apart to the
same extent (some odd interval, as 3 of the figure), would then be standing at their
normal alphabetical intervals, or nearly so. Lay out the 26 positions, and spread
the entire alphabet, maintaining the common interval even after the 26th position
is reached. The figure shows this on several rows; in practice, there is only one,

If the recovered alphabet is an odd-numbered one, the same plan is followed,
but results in a chain of only 13 letters; it is necessary to begin with some other
letter, not included ameng the first 13, and form another 13-letter chain, Having
absolutely no additional information, we cannot combine these two halves with
certainty unicss the original alphabet contained some alphabetical, or nearly alpha-
betical sequences. Presuming that it did, the method ordinarily described for com-
bining the two halves is that of the figure. Spread the letters of the two halves
(plan 2 of the preceding case), treating both halves exactly alike, until a point is
found at which the two halves can be intercombined to show alphabetical se-
quences,

For this case, however, George C. Lamb, the author of Chapter X, suggests an-
other plan which would seem to be more direct and less troublesome than the stand-
ard one. Lamb, incidentally, is to be congratulated here for his entirely new ob-
servation: If the two half-chains can be properly adjusted with reference to each
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other, cach pair of letters, regardless of the order, will be a digram belonging to the
original mixed alphabet. The reason for this division into halves, of the odd-num-
bered alphabets, is probably self-evident: One half contains only odd letters (1-3-5-

Qv e ) and the otlier contains only even letters (2-4-6-8-10. . . . . . . ).
1f both halves were recovered in this order, and if one half were written directly
below the other with letters 1-2 standing together, then the other pairs would also
be standing together: 3-4, 5-6, 7-8, and so on. We seldom recover them in straight
order; but whatever rearrangement has taken place in one of the halves has taken
place, also, in the other half; should onc be recovered with letters in the order 1-7-

13-19-25-5-11. . . . (each third letter in a series 1-3-5-7. . . . . ), then the other
will be recovered with letters in the order 2-8-14-20. . . . . . (each third letter in a
Fizurc 146

Another Method for Combdining the two Half-Chaing of an Odd-Numbered Alphabet

(Originated by GEORGE C. LANB)

with a Type III slide, based on the key-word EXCCRIATE, the Tth alphabet, as
recovered from a cryptogram would come out as shown: H KB L AN Y Piseves.s

ABCDEFGHRIJK
HKBLAMNPGQSU

< B2

NOPQRSTUVWXY?Z
WDYZFEJXCOTRI
The second half-chaln, started with D, must be re-adjusted so as to place in
sorrespondence the alphadetical sequences P3, YZ, FG, 11U, ete.

1lst HALP-CHAIN: AHPYRFMVCBEKSE
2d BALF-CUAIN: (d 1 ux) TJQZIGNWODLUX

Each corresponding pair of letters was a digram in the original eipher alphabet.
Teking some two lettors, as FG, which form an alphabetical sequence, look for
snother pair, such as HJ, which may be its continuation. RJ having been found
at the interval 9, try taking pairs at the interval 9:

FG HJ KL MV PQ SU W YZ EX CO RI AT BD (FG)

series 2-4-6. . . ... ), though neither half necessarily begins with the first letter of
its series. If, then, we are able to place together letters 1-2, the other pairs will
also be adjusted, perhaps in the order 1-2, 7-3, 13-14, 1g-20, and so on. These
pairs may then be taken at some regular interval and will bring back the original
order 1-2, 3-4, 5-6, and so on,

Lamb’s method, applied to an actual cipher alphabet, can be seen in Fig. 146.
The first half-chain, if started at 4, will include the letters B and C, so that the sec-
ond half-chain would probably have been started at D, But 4D will not be a cor-
rectly adjusted digram. It is necessary to look for one which forms an alphabetical
sequence, as F(; and when the two halves are adjusted so that F and ¢ are together,

nfhnr alnlinhatical Ar nanrely alnhahatical eamuinnras ara alena fannd ta ha adinctad
MLAMLL sdpiiabsblival, Ul Lbdlly Qalplldivilivdl, oUHULLILEDS dll dlou 1UULIU LY UL ald JUolid,

as MN, VIV, BD, KL, making it likely that we have found some digrams belong-
ing to the original mixed alphabet. With this adjustment reached, it is found that
pairs can be taken at the constant interval g, AT-BD-FG-HI. . . . . , thus bring-
ing back the original cipher alphabet.

Presuming that the original alphabet did not contain these alphabetical sequences,
then there are thirteen possible adjustments for the two half-chiains, and any one
of these could be the original alphabet (or its equivalent). But it must not be for-
gotten that in an actual case our key-frame always contains portions of other cipher
alnhabets; and if the foregoing principle has been well understood, it may be readily
seen how we could make use of these in order to determine which of the thirteen



182 ELEMENTARY CRYPTANALYSIS

possible adjustments is correct, Even the recovery of the 14th cipher alphabct
(which results in thirteen 2-letter chains), would not be useless with this other in-
formation present always in every key-franie. The Type T11 slide, in fact, can often
be reconstructed without possessing any fully recovered cipher ; 'nhabet. 'l'his cipher
is very popular witly members of the American Cryptogram Association, and is usu-
ally knowu, for no very good reason, as ** the Quagmires cipher.”

Iu the case of the Type IV slide, we do not begin reconstruction with one complete
cipher alphabet atready in our possession, 1t becomes necessary that we recover
two, the perfect case being that in which onc is an odd-numbered alphabet and the

Figure 147
Tho Alphabets from s TYPE IV Slide:

Pleintaxt letters: abeodeflghiJklnmnopqrstuvwxys
(1) 4th Alphabet: EWYPVITISQONMERJIHGFZDXBACUL
12) 7th Alphabet: YSVZQO¥NMKJIHXGFDBAWCTULPER

A CHAIN Started with ab

ab ys vd gx nt jp gl bi s du xm tz pw Ir 1o fk uh me 2o wa ry ov kq hn o] og (ab)
EW UZ BP GC JD NH SK WO ZT PX CR DL HA KF O TM XQ RV LY AE FU IB MG QJ VN YS

HEARRMIGEKENT of thig CHAINt

ab bl 1o ov vd du uh hn nt ¢tz zo cg gl 1r ry ys sf fk kg qx xm me o] Jp pw wa
EW WO OI IB BP PX XQ QJ JD DL LY YS SX KF FU UZ 27 TM MG GC CR RV VN NH HA AR

A Reconstructed EQUIVALENT Slide:

Plaintext: abilovduhntzoglrysfkqxme Jpw
CIPHER: EWOIBPXQJDLYSKFUZTMGCRVNEKA

ORYGINAL Slide, Found by Taking Letters at the Interval 6:

buosmadzyxwvt..-.u.
wazREPLUcABD.n.OQOO

other an even-numbered one. We will follow this case in Fig. 147, where the two
recovered alphabets are Nos. 4 and 7. This tableau, like the preceding one, has
columns which are duplicates of its rows, and to see our preceding case again (with
its one modification), let us begin by looking only at the three alphabets immedi-
ately below the heading. One of these, the plaintext alphabet, shown in lower-case
letters, we will disregard for a moment, giving our attention only to the two ci-
pher alphabets.

These two alphabets, like the two from the Type III slide, are 1unning parallel

|H fhﬂ n-h‘!r'nnqrv tahlani en that wa have ne hafara a cnnnc af 28 nesrtirnl rlll:fnh(‘ﬁﬂ
J Lul.’l\"lu’ DWW LLAGVL YF L 1‘“"\4, D WAL b’ o o WA el VU VR LAV LA s

EY, WS, YV, and so on, all known to be equal in the columnar direction and there-
fore known to be equal distances on any row. A chain may be started, exactly as
in the other case, EY, YV, VQ, QM, MI. . . .. , resulting in a series of equally-
spaced letters EV VO MIFALR .. ... which is either the original cipher
alphabet, or the original one with letters taken at some odd interval other than 13.
It is, however, only the cipher alphabet; the mixed plaintext alphabet must still be
found. This may be done, as in the case of the 7Type I plaintext alphabet, by using
either of the two cipher alphabets which were first recovered and setting originals
above their substitutes. If this is done with our cipher alphabet in the order E ¥ ¥
QMIFALR. ..... , then the plaintext alphaliet comes out in the order a ¢ ¢
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Lkorwzm ..... , and we have an equivalent slide. If we first rearrange
the sliding alphabet (each gth letter of the seriecs EY V Q. . . .), we obtain the
plaintext alphabet also rearranged.

Continuing, now, with the rest of our figure; The method we have just seen was
based on a tableau, and our equal intervals were all vertical. In the figure, we are
dealing purcly with horizontal distances, and our method is based, not on a tableay,
but on a slide (as it was with the Type II). Our 4tb and 7th (sccondary) cipher
alphabets, after all, are merely two different positions of the same slide. If we se-
lect any two letters, as @ and b of the plaintext alphabet, and find that their substi-
tutes are, respectively, £ and W, in alphabet 4, then the lineal distance ¢b in the
stationary alphabet must be exactly equal to the lineal distance EIV in the sliding

Fipure 148
Some EXERCISES in the RECONSTRUCTION OF ALPHABETS

Plaintext sssse9e ABCDEFGHIJKLMNOPQRSTUVWXYZ

Exeroise 1: Q* ZAXBOCN+ERFPVG*YMUI sWsTL
Exercise 2: UVDWSXKYHZCFRJIJQLINGPTOMEASB
Exerolse 3: HJGKFPEQORSTDUBUVWXAYZCLIX
Exercise 4; (1) VNUXJYZDQEMPOWCKRIATLSBFGH

(2) HSGJRELNFPQBUIVAWCXYTZDEMNO
Exerolse 6: (1) GXYZMHAFTRLEXEVQUOJWIPNSBCD

(2) E+*GJIK+*LB*sUTCVW«QDXS* s+ 3+

The keywords, &ll seleated by Mr. A, F. SEMPER, do not zontain any
repeatod letters. The TYPES of slide, respectively, aro: I, III1, III,
IV, &nd III. In the Bth exercise, the completely recovered alphabet
is a "number 14." (See alsn practice-cryptogram No. 48).

one; if this were not true, the letters could not have coincided as they do. Then,
if we find the same substitutes, E and ¥, in alphabet 7, and note that, in this posi-
tion of the slide, they have coincided, respectively, with plaintext letters y and s,
then the distance EW in the sliding alphabet must be exactly equal to the distance
¥s in the stationary one. It follows from this that ys and ab are equal in the sta-
tionary alphabet. If we begin again with the lineal interval ys, we find that this is
cqual to UZ of alphabet 4, and that UZ, found again in alphabet 7, is equal to vd.
Here, then, is another interval, vd, which is equal to both ab and ys. And so we
may continue, forming a chain made up of these known equal intervals, ab, ys, vd,
gx, etc., for the plaintext alphabet, and EW, UZ, BP, GC, for the cipher alphabet.
Sometimes we return to ab (ETV) without having included all 26 letters, and in that

cace (ninlace tha nuumhar Af lattare Inclivdad Je o AHlone nf f\ 1+ hacAarmac necessary
ROIL LML LU LI WL IV LLLL D lll\.«luucu 12 a UIVI\UI Vi s ), II, ULLUIIJLD Ivevooal ¥

to abandon gb, and try starting with some other interval, = . ac. :

Here, as in the case of the Type 111 slide, we sometimcs obtain two 13-letter
chains; but in the fortunate case of having recovered in full both an odd-numbered
and an even-nuinbered cipher alphabet, we end the chain with every letter repre-
sented twice, both in the stationary alphabet and in the sliding one. Pairs of let-
ters (representing horizontal intervals) can then be rearranged as in the other case,
the second letter of one becoming the first letter of the next (in both series), and
the dropping out of duplicated letters gives us an equivalent slide. In the figure,
s:arting with ab (EWV), we find a plaintext alphabet e biovdu .. .. and a ci-
pher alphabet EW QI BPX. .. ... This, as mentioned, is one of eleven possi-
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ble equivalent slides, of which one is the original.  Hese, the original can be found
by toking letters at interval 21 In the fiure, letters were tuken at interval s, a
re<ult of observing the sequence W X ¥ Z standing at that interval in the lower
alphabet, and the slide comes out in reverse order. This is still an equivalent slide,
and the decryptor may or may not care to decide which alphabet runs backward.
Since the reconstruction of these mixed-alphabet slides 1s probably the nost
fascinating subject in the whole field of cryplanalysis, several problems are being
appended in Fig. 148, In all of these, Semper has selected key-words or phrases to
coutain no repeated letters,  With reference to the practice cryptograms, only one
of those submitted was thought to have enough alphabet-length for purely analyti-
cal attack. The others, cven with their probable words or partial translations, will
still require some work, The pertods of these examples are said to be, respectively,
6, 7, 8, 3, and (?).

136, IT¢ LENO, {Type 11, Partiel solution: WHEN JACK BOOMER,GREEN RIVER.WYO,B..)
TERPJ YDBHQ SAIMB XBLYM DOBIT ZPTIH KOKAG
WYQRX TDWUU XBoBQ YDBWZ SVZGC UPRZS WVODM
TQZCA TSUYQ FDBHZ QUTIEHE FSVsY chLi GLBGD
YTRMU CNAJM 1YNQO FBDPQ LGXUY WUIPC AYNJN

XSBKW IJGRL GT1I B

138, By VEXO. (Type 111, Partiel solution: ALOIS STEPHEN, YOUNC VIEYNESE CHARCED W..)
HGKST I1LOYD BOLEG AZNGP DUWPB DRVZIQ YZXFL
QS8 B3HS LTUQP S5ZGXV AYTGB CBXKH URIED MDXBT
OEPSA RINKKX KJBIT PYIXR IUZYO MIMEBEP HBEJD
NEBSE FLBFD BHFJB i NLGP LJMIB OGTAW DUEQE
ZTYUS I

137. By THEZ SQUIFE. (Type 111. Protebls words: AMERICAN CONSTITUTION. GLADSTONE)
HTFUR SRTYE OVPDS ZLAXB ACNTN AEKXRC SZKGO
QUOFA ZRETD SVIWK WITELK FRPRB I1IHINA SWRRS
BONTF LADDL UBUFM QOJAG ILIDW TZIYNM RHLLYV
K¥wUJs,

128, By ALIT KIONA. (s this & diplomatic telegram?)

LLDRE YCRFA SEVSU KTDUL XVKFV CABLY UPYMR
KBEXU BTELW PJFPT 11U.-q EKTFCT PSKQL WHDAP
BFAES NWPRK APTTs HFKB3Z RMGPP YVMSA IFNPZ
ALTsSU SAUDN LXAAZ YPUCH KKNPYV KSIAX KKDBE
TPSAT PEPSY VTAYE APBTE LWPJF PTAXN,

132, By FICCOLA. (This {s a straight-alphabet cipher, Won't tell which cno_.')_
AXDNY LMYXN XDLRP GCXGQ NAARZ LDEPL GIAWQ
NETIOG AGPQG ZVDEI EZRHA YPLBP NAGEL NVAGT
DHOKH VGTIN DOLSF CPLRT,



CHAPTER XIX

POLYALPIABETICAL ENCIPHERMENT APPLIED BY GROUPS

Any onc of the multiple-alphabet ciphers may change keys at each new group
instead of with each consccutive letter. As a rule, this kind of encipherment is
never found except in connection with very simple ciphers, and the intact plaintext
groups, each one standing on its own key-line, are readily discovered by the decryp-
tor who takes the precaution of cutting out a segment from his cryptogram and
“ punning down the alphabet,” first treating the original letters and then. if neces-
sary, their complements. Porta encipherment, in any form, is rare, but its crypto-
grams can be subjected to the same process, provided the letters of the tested seg-
ment are first enciphered in the AB-alphabet, and the subsequent extensions properly
carried out,

Figure 149

The "PHILLIPS" Cipher

1 CULPEs* 2 R2ZYXW 2 RZYXW 2 RZYXW
2 RIYXW 1 CULPE* 3 VTsqo 3 VTSQoO
3 VYTsSQO 3-VTSQoO 1 CULPEs 4 NMEIH
4 NMKIH 4 NMKIH 4 NMEKIEH 1 CULPEs
5 GFDBA 5§ GCFDBA 5 GFDBA 5§ GFDBA
(1) (2) "(3) (4)
Plaintext: TRYH-A-....-.. CDONAUCIUIIO LDONTOCI..I. BATMU..
CIPHER: KTQDCeevesss TXNFRe.e.o. IXCFLeteeeuo CREKLD,,
2 RZYXW 3 VYTSQO 3 VTSQO 3 VTsSQO
5 VvYTSQO 2 RZYXTWs 4 NMEIH 4 NMKIH
4 NMKIH 4 NMEIHN 2 RZYXHWsx 5 GFDBA
5§ GFDBA 5§ GFDBA § GFDBA 2 RZYXWse
1 CULPEs 1 CULPEs 1 CULPEs 1 CULPEs
(s) (s) (7) (8)

seess RPHYPiiseees ROPOSiieenss ITION....... CURLY,

tevas TWG QWeeaneas HROBXieiniee WEKWNZiionoos TSUQP.

With mixed alphabets of any kind, a number of cases may arise, according to
whether groups are of uniform length, or of varving lengths, or, in fact, represent
word-lengths; or, in the one case of uniform groups, according to the length of these
groups, or the amount of material available, or as to how much is known in advance.
and so on. From among so many possibilities, suppose we select the case of ac-
cumulated short messages, and, at the same time, take a brief look at a cipher which,
according to jts description, was actually intended for group-by-group application.
This cipher, which may be examined in Fig. 149, was described in an carly issue of
The Cryptogram as having been used for military purposes, and was called the
“ Phillips " system. The text of the figure “ Try Macdonald on that Murphy
proposition, Curly ” includes eight five-letter groups, thus requiring eight cipher
z.alphabets. The key, as originally prepared, is & mixed 25-letter alphubet written
into a 5 x 5 square, of which the five rows can be cut apart to form five horizontal
strips. It may also be set up with anagram blocks. This is alphabet 1 (or block 1),
ar.i serves to encipher the first five-letter group. The method of substitution will
be explained ina moment .- Alpliabet 2 (block 2) is derived from the first by 1noving



186 ELEMENTARY CRYPTANALYSIS

lirre 1 so that it stands between lines 2 and 3. Alphabets 3, 4, and 5 are derived by
continuing to move the original line 1 so that it stands, successively, hetween lines
3 and 4, between lines 4 and 5, and at the bottom of the square.  Alpbabets 6, 7, and
8 arce derived by moving the original line 2 according to the same plau. For puzzle
purposes, these movements niay continue as they apparently began. Line 2 may be
given its one remaining shift, which places it at the bottomn of the square, and lines
3, 4, and 3 may then be moved downward in the same way as the tust two; some
puzzlers, in fact, will afterward continue by treating columns. Bul according to the
description (the only one the writer has ever scen of this ciphber), the cighth cipher
alpliabet is the last, For the encipberment of the next eight groups, either the
square is restored to its original set-up and the same eight alphabets used again, or
the first key s abandoned altogether in favor of an entirely new one,

Now, considering any one block, as No. 1, the method of substitution is as fol-
lows: Each letter is to be replaced by the one standing immediately to its right on
the descending diagonal. If the given letter happens to stand at the extreme right
side of the square, it is to be replaced by one standing at the extreme left and on the
next line below. If it happens to stand on the bottom row of the square, it is to be
replaced by one standing on the top row and in the next column to the right. One
letter, in fact, requires both of these (mental) adjustments; the Ietter which occu-
pies the lower right-hand corner is to be replaced by the one occupying the upper
[eft-hand corner., If the foregoing is well understood, is is quite obvious that our
key-square is, to all intents and purposes, a rhombus formed with five diagonals:
One diagonal is complete, as C Z ST 4 of block 1. The other four break off at the
right and are continued from the left, as L X O ¥ F of block 1; or, if you prefer,
break off at the bottom and are continued from the top, as ¥ F L X O of block 1.
1t should be obvious, also, that any one of these five diagonals can be considered
as beginning with any one of its five letters without in the least changing the en.
cipherment. Thus, each diagonal furnishes what is called cyclical encipherment.
But, as a matter of fact, the entir square involves cyclical -encipherment: The
placing of line 1 at the bottomn of the square, or of column 1 on the right side of
the square, or the transfer of several lines or columns, or of both, will not have any
influence whatever on substitutes; for this, it is necessary to alter the 1-2-3-4-5 or-
der of these rows or columns. Alphabet s, then, will be the same as alphabet 1;
and if the plan of the puzzlers be followed, this same alphabet continues to reappear
for the encipherment of ecach fourth group, blocks 1, 5, 9, 13, 17, and so on, of a
long cryptogram eventually giving a great deal of material in one cipher alphabet.
Moreover, groups having a length of five letters will carry some very visible simple
substitution patterns., Now suppose we look at Fig. 15e.

These eight cryptograms have all come from one source. The general frequency
count lias shown a missing letter, J, suggesting the use of a square, and we have sus-
pected the cipher as “ Phillips.”” With cryptograms arranged one velow another,
as shiown, the first five colunins are presumably enciphered with block 1 ef that
cipher, the next five columns with block 2, and so on; thus, we presumably have 4¢
letters each belonging to alphabets 1, 2, and 3, and almost that number belonging
to alphabet 4, that is, enough material for frequency counts which will show
whether or not they have been taken on simple substitution alpbabets. While 4¢
letters of text are very few, we could, eventually, solve any simple substitution
cryptogranmi of that length, or any mixed-alphabet periodic wliose alphabets have
furnished 4o letters cach. ITus the present case, our first alphabet has furnished eight
known word-beginnings; we have one column known to contain only initials, and
followed by two others which are very likely to be the hiding-place of vowels. This
does not mean that we should have no preliminary struggles, but in the end there are
Plenty of clues to set us on the right road: The predominant letters of alphabet 1
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are A, B, 0, K, U (practically sure to contain e, ¢, and one of the vowels 2 or o).
The column of initials repeats both A and 7 (to be compared against a list ¢ 5
4. . . .). Thesecond and third columns, combined, include B and O, three times
ecach, with O found in the initial coluinn also (both could be vowels, and O prob-
ably represents a, though 1 is also frequently found as an initial). If 4, by fre-
guency and initial position, be tried as ¢, then the other repeated initial, 7', can be
tried as §. This assumption brings out, in the fourth message, a pattern s- ¢ ¢ -, in
which the second letter, B, would have to be a vowel, citlier e or o, since it has been
doubled, with e appearing more likely in the given pattern and also in that of the
sixth message, § - - - 5. The letter O, which under the encipherment scheme could

Figure 150
3, AFSX0 SGYFO NPYOA KOADG FZKSZ OYZYL AWACT,
2, BOUAL HLEDH DLYGA VDWAK
s, KONBK AXUON HIQPL BAZFF SYFDR RLYF.
4, TBAAM AFQEZ UMAIX GFSKB.
5, DKOAC YBYEN IMOWD LEGAD OHCYU URG,
6. TBBXT OMMDA SIAAY D2,
7. OUSUB ULOIY GAKXM AKWEL
8, AKRUW ANALO NNFMS KAXET,

Genereal Frequency Count:

J XKL MNOUPG QRS
« 1110 7 715 2 2 4 B

T
oa
<
o=
o

Frequency Count on Alphabet 1, Only:

ABCDEFGHIJKLMNOPQRSTUVWXYZ
6511.1,1.,.411156.,.1234.12,.

not possibly be its own substitute, can be assumed, by frequency, as @, rather
than i,

These first correct substitutions are all shown on the left side of Fig. 151, on
the Kines marked (a). Surely the next identification would be the m of seems, and
probably, too, the ! of setél. . . With the vowel ¢ already identified, the repeated
OU would be tried as an, and the repeated KO as ka, using the digram list. These
are the substitutions marked (b), and from this it is but a step to the assumptions
marked (c¢). On the right side of this figure, we are proceeding into alphabet 2. A
frequency count here has shown that the leading letters of this alphabet are 4, O,
VY, two of which, 4 and O, were also leaders in alphabet 1. It is one peculiarity
of the “ Phillips ” cipher that a change in alphabets means a change in only fifteen of
the substitutes, the remaining ten continuing to represent the same originals as in
the preceding alphabet. Concerning 4, we can see, from the third and fourth mes-
sages, that it has not continued to represent ¢; but O, in the sixth message, has
rather suggested the word ¢!l and even the expression all right, which would carry
us on into the third alphabet. From this point onward, then, we are in the same
fortunate position as the decryptor who intercepts his message partly in cipher and
partly in plaintext. With the context as a guide, we need not worry as to what
happens at the ninth group.

Presumably, during all of this time, we have been recording substitutes in a
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Fipure 1{11

Firsl. Alphabet Second Alphabet ]

1, AFSXQO SGYFO.,.h0

(ﬁ)t;o.a ¢+ o« ¢« B A

(b)t « M B « s ODA

(¢c)tryma « e 0ona (Try meees)

2. HOUAL HLEDH...

(t\)o&ut- LI Y T ')

(b) . ant, .aur,

(c) cant., o8 ure (Cen't be sure...)

3, KONBK AXUON.,..

(a).a.a. i..8.,

(b)h&tﬁh im.at

{({c) haveh im.at (Have him ..,)

4, TBAAM AFQEZ ...

{(a) 88 t ¢t . 1.g.+.8

(b)) set tl ingu.

{(c) settl 1ngup (Settling up ...)

5. DKOAC YBYEBYN ...

(ﬂ)-t&tg = 2 e s 0

(b)) . hat, oyout

(¢e) what, oyout(Whatgoyout.-.)

€. TBBRXT OMMDA.,.

(a)seecs alloi

(b) seams allri

{({c) seems allri{Seems all ri...)

Te QUSUB ULOIY...

(a)ao-oe e o B s o

{b) an.ne e« BB 4+ 0O

(¢) anyne w3 a . o (Any news abo...)

8, AEKERUW ANALO...

(a)toooo i1.4i. s

(b)) th.n. itisa

{c) think L tisa (Think it is a,..)
F.aquenoy Count on Alphabet 2, Ouly:

ABCDEFOHIJXLUNOPQRSTUVWXYZ

5102521210.3235-l.1l20l14l

key-frame. We have recovered fifteen of these in alphabet 1, and also a number in
alphabet 2. Those recovered from alphabet 1 are shown at the top of Fig. 152.
O is the substitute for g, A is the substitute for ¢, T is the substitute for s, and S
is the substitute for y. Thus, if the cipher is “ Phillips,” then, in the origiral key-
square, the two letters A4 O were consecutive on one of the diagonals, the two let-
ters T 4 were consecutive, the two letters S T, and the two letters V S, so that the
complete diagonal must have been ¥V § T 4 O, and even though the letter o was not
used at all in alphabet 1, we know that its substitute must have been V, since these
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diagonals may be considered to begin with any one of the five letters. By begin-
ning at ¢-II, and following out another such chain, we may find another complete
diagonal, C H K W D; and, in addition, we may find parts of diagonals. All of
these are shown at (b).

Whether or not we can go further than this, without consulting other cipher al-
phabets, depends upon whether or not the original key-square contained some of
those alphabetical, or nearly alphabetical, sequences which so often betray the
poorly-mixed alphabet; usually, these are most casily found toward the X ¥V Z end

Figure 152
An Alphabet No. 1 - Takén {rom a Key-Frame:

Plaintext: abcdefghi.klmnepgrstuvwxys
SUBSTITUTES:OQHQBOQKRQWMXUQQQFTAQNDCS.

ND.|S S.ND. SINDE . ND.$§ INDES
UCl.|T +T.UC BTRUC T.UC. TRUCB
« |H|L A HLA.. HLAF., LA..H LAF.H
.|KMO « KM O. . KMO. KMO.. KMO. .
VWXY . VWXY ..VWXY Yywxy, YWXY.

of the normal alphabet. In the given case (b), we are able to find the letters V, IV,
X,and V¥, each standing on a separate diagenal; thus, by readjusting the beginning-
points of their diagonals so as to place these letters at the bottom, we are able to
set together four of these diagonals in the order shown at (¢). leaving only the part-
diagonals E B and 7 R F still to be added. Their length will show that 7 R F be-
longs to the missing diagonal. but £ B, by its length, could belong to any one of
three diagonals. Further developments can be carried out with the rhomboid ad-
justment of (c), or, if this is confusing. the conversicn to a square can be made
immediately. The student may decide for himself which he .prefers of the two de-
velopments marked (d) aud (e). Notice that this restoration of the kev-square
can take place not only from a single alphabet. but with only 15 substitules known
in that alphabet. But without the aid of alphabetical sequences, we must, in the
first place, have 20 substitutes, four for each diagonal, in order to recover the full
diagonals, after which, each oue is entirely independent of the other four, so that
they cannot be adjusted and combined without consulting cne or more of the other
alphabets. Here. the method varies a little, according to just what we can re-
cover, though a hasty glance at the perfect case will serve to show the general path
for all. To sce this as rapidly as possible, we will assume that we have recovered
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{romn alphabet 1 the full five diagonals, aud that, in alphabets 2, 3, and 4, we have
Jiscovercd the substitutes for e, and also the originals for which E has been the
substitute. .

A careful consideration of the cipher itself will show that no letter can have
more than four difierent substitutes: the four Ietters in the next column to its right
which are not on the sume line with itself. Also; that no letter may act for more
tian four diffcrent originals: the four letters in the next column to its I=ft which are
not on the satne line with itself. Any letter, in order to take all four substitutes
and act for all four originals in four successive alphabets, must have started on the
top line, which is the moving one,

Now, cousidering Fig. 153: -Our five recovered diagonals are imagined to be
those of a well-inixed square, so that we have no discoverable sequences, It has

Figure 153
Five Complete Diagonals Recovered From Any Alphabet No.l

NO MW W
<3
HZ o

e
O W
Sl

= =

>
Homauwo
KU ow

been found that Lhe letter e, in alphabets 1, 2, 3, and 4, has taken, successively, the
substitutes B, H, @, and Z, and that the cipher-letter £ has served, successively, as
the substitute for x, , f, and 0. Tlie four letters B H ¢ Z, then, must all have stood
in a single column in exactly the order named; and the four letters X U F O must
have stood in another column, two positions to the left of the first, but with a mi-
nor difference in the order: some other letter (the one on the same line as £) must
have intervened between X and /. The order in this column, then, must have been
' F O X. Our first step toward combining the five diagonals is that of adjusting
four of thent so as to set up the column B H Q Z. This automatically sets up four
letters of the other colun:a U F * X (D) —in the figure, the X D is present, but
has not been adjusted to the U F * — after which, the fifth diagonal can be added
to the others by placing the O of the column U F O X (D). Now, since the letter
L has taken, successively, all four of its substitutes and all four of its originals, it
must, in alphabet 1, have been standing on the top row. Two parallel lines (if de-
sired) can be ruled across the set-up to show the top and bottom of the square, and
two others (placed anywhere, so long as they mark a width of five columns) may be
ruled to show the two sides. The outside letters, ¥, V, and D, may all be trans-
ferred to the opposite ends of their diagenals, after which the rhomboid is easily
adjusted to the form of a square.

It will be seen from what precedes that group-by-group encipherment offers lit-
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tle, if anything, that is new, and no problems or theories which the student could
not figure out with what he has learned of substitutions. Solving the actual crypto-
grams, of course, could present some difficulties, according to the individual case,

Of the practice cryptograms to follow, No. 140 follows the plan of thc'puzzlers,
and should not prove very difficult in spite of its brevity, No. 141 is also a ** Phil-
lips,” while No. 142 has been enciphered with a mixed-alphabet slide applied to

five-letter groups.

140. By NEMO. ("Phillips.™ Protable word: ASSOCIATION)

NDQTF QZCNG BUZHX NLUKY FTEEW NRGUR MOXQX
EQZLB GXHWF FNRPX PXVDD FITGS EWRTI ITZ2XB
RVWAR ISPEY IGRQC.

141, By PICCOLA. ({This is the real McCoy - in 1938. But times changse).

(a) KGEUH CKTSX PCKNKC ADFXQ CBXT

(b) OUTUI UBFSB QAPHN BYZXX LRUG

(¢) OFUOS KHQTK PWQFE TBWWX PKBOX GH

() BLAMR PGXBW GCWKQ 2IAQC UHYRC

(¢) GUCOS BBLPS BQDKP GPKDS RCTBL I

(f) XROSU ITT+FG YPCMC KFTFB OSRBH OAGM

(¢) BOIBY BUKEE BDKBC OBYWB TBMUERK OOAB

(h) YCUYU TBITF HSANP HCWT,

142, By PICCOLA. (Direct examination - Snowball vs. Snowballl,

() HFXLF MBLRN INJWP 22GIS BBO2X SFSHR
ETATM ROFV? () SXFUR RWXIQ SSs.

() UFVHC NTITT FOEJX OGNSG XUSOE HIVLX
EAT? (&) URQQT WEXUW 1TOS.

() BCWRU QUITT FYOQI UDRSG XZWHG FETPC
JEMEKQ FINDO EEZBL? {a) YRQQT W

() URSUF UGJRE DVTOV ECZXZ UZGXS DSHKCQ
EEXZW IQVIR MHDWE DZIRRNM? (e DRQTD HTTHI
JS S,

() XCQER EMZLY TOPAV HULEB OYOGN UFVXT
ZLEKS WFAVN? () XRLLQ EWLTC OSPWV CZLESB
DWYIZ FISRD TWCEZ TTASG OLE,

143. By PICCOLA, (Can you puess what cipher? "Poregoins” roefers to No, 141).
R¥NGT RIOOH EITTA FNDEN OGELG EYFIR DAISE



CHAPTER XX

VicENERE WITH KEY-PROGRESSION

Before leaving the study of multiple-alphabet ciphers, we will consider briefly
the process which, in its simplest form, would be that shown in Fig. 154. The ini-
tial key, in each of three exaiples, is 4, and a long key has been formed by causing
the initial one to progress in the normal alphabet according to an agreed index. In
the first example, the progression index is 1, in the second, it is 2, and in the third,
it is 25 (or minus 1). The resulting long key will govern a period, which is 26 or
13, according to whether the progression index is odd or even, This encipherment,

-Fisure 154

Forms of Key-~Progrsssion

Keys: ABDCDERYFG.,.. ACBGIKM,.. AZYXWVU...
SEND... SEND.. S8 END...
S PPG.,. SGR Jrae SDLA...

This type of key-progression oan be deorypted by “running down the
alphabet," and watching the diagonals for plaintext..

logically, would be applied with a cipher disk. The initial key, as A of the ¢xam-
ples, would indicate the starting position of the revolving disk, the first letter being
enciphered with the disk in this initial position, after which the disk is made to re-
volve, so many angles at a time, without further reference to key-letters. Tor this
kind of cryptogram, the solution is purely mechanical. A series of alphabets may
be extended, with each cryptogram letter as a leginning, and the message can be
found foilowing a diagonal path in the resulting sct-up.

A much cominener scheme, when using a cipher disk, is that of following a series
of irregular shifts in accordance with a numerical key. If, for instance, the initial

Figure 155
Progressing ey: CULPEPER DVMUMQFQFS EWNR ..
Flainnoxt: THEREISO THERCAUS EFOR...
Par‘tii‘.}‘ﬁncipﬁ_ement: VBPG- . s » WCQH. a + a a = = Icol

position has been established and the first Ietter enciphered in that po..tion, and if
the numerical key is 3-5-2-1-6, the disk will now be revolved 3 positions for enci-
pherment of the second letter, 5 positions for encipherment of the third letter, 2
positions for encipherment of the fourth letter, and so on, so that the disk must
move 17 positions during encipherment of five letters. This can produce a very
long period indeed, especially when the collective shifts result in an odd number.
-Substantially the same encipherment as the foregoing can be had with a slide
and a key-word, as indicated in Fig. 155. The progression index, in this figure, is 1.

Thl" nreliminarey Yevoward CIHIT PEPRPER  ancinhare tha firct asight lattere than
- rl\-illlllllul) “\l" YY L u’ - VAR A A ul\’ UIILIHIILIJ [ ¥ 19 441 00 b‘.bl‘L “ILL\IIJ, LA\ in

moves forward in the alphabet and becomes D V M Q F Q F S for the encipher-
ment of the next eight. EI¥ ¥ R G R G T for the encipherment of the third eight,
and so on. In its practical application, one column could be taken at a time. No-
tice, however, in Fig. 156, that when a key-letter progresses in the alphabet, the
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ossible substitutes for any one letter will also progress, and to exactly the same
extent. If the encipherment is Vigenére or Beaufort proper, this progression is in
the same alphabetical direction as that of key-letters, while the variant encipherment
causes the substitutes to progress in the contrary direction. Probably, then, the

Figure 156
vigenere &nd Beaufort Progression Variant Progression
Progressing Ksy: ABCDE..... *  Progressing Key: ABCDE,....
Plaintext Letter: H H H H H..... Pleintext lotter: H HH H H.....
(V) HI JK Liases .
cipher letter (3) TUYVWX..... Cipher lotter: HGFE D.....

most convenient method of application, and the one Icast likely to result in errors,
would be that of Fig. 157. The cryptogram is first enciphered as an ordinary pe-
riodic, and the progression is added later, using group-by-group encipherment.
Thus, as we receive the cryptogram, our repeated ther has been enciphered once as
V B P G,againas W C Q 11, and possibly, later on, as 4 G U L, and the only period
we shall be able to find, using the regular methods, will be 26 x 8, or, if the pro-
gression index is an even number, 13 x 8. But notice, in the same figure, compari-
sons {a) and (b). -

Vigenére, it will be remembered, has been compared to the mathematical proc-
ess of addition. If the key-digram CU be added to the plaintext digram TH, their
sum is' the cipher-digram ¥ B. The alphabetical distance from C to U is 18, the
alphabetical distance TH is 14, and the alphabetical distance VB is 6 or could be
26 plus 6, 52 plus 6, and so on. It is a fact that when we “ add ” the two digrams
CU and TH, we actually do add their separating intervals, 18 and 14, since we ob-
tain a sum 32 in that of the cipher digram ¥ B. It is also an easily verified fact that
the same reasoming applics to the subtractions of the two Beauforts. The student
who cares to investigate may make use of the tableau shown as Fig. 158; to find
quickly the distance from one letter to another, find the first of these at the left,
the second at the top, and the alphabetical interval between the two is shown in
the cell of intersection. If it is desired to know the reverse interval, find the first
letter at the top and the second at the side. Now notice, carefully, that when any
digram progresses in the alphabet, as CU would become DV, EW, FX, and so on,
in a series of periods, it does not change its alphabetical interval; in all of these
digrams, the distance apart of the two component letters is still 18. Thus, while
our period vanishes, the alphabetical intervals which represent it are still present
in the cryptogram; we have only to find these intervals, subject them to a Kasiski
examination, and convert the cryptogram to an ordinary Vigenére.

Fig. 159 shows the preparation of the cryptogram: The alphabetical interval

Figure 157

Initial Key-word: ULPEPEPR CULPEPER CULPEPER

(o]

Plaintaxt: THEREISO THERCAUS EFORTHIN,.,
PRIKARY Cryptozram: VBPGIXWF VBPGGPYJ GZ2ZGXWNE.

Progression Key: A B ¢

FINAL Cryptogram: VBPGIXWTF WCQHHQZX IBB l ZYNG..
(a)
( )E_H (key) plus TH {plaintext) equals VvV B (oipher).
b

Interval 18 plus  interval 14 aquals (32 less 26) = §
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from K to O is 4, that from O to S is 4, that from S to X is 3, and so on. If these
numbers are placed directly below the first letter, as shown, the computation of
their lineal intervals apart is less confusing than when they are placed between the
two. As to repetitions, cach repeated single number may represent a repeated di-
gram, each repeated sequence of two numbers may represent a repeated trigram, and

so on. Only the longer of these possibilities have been underscored.

(s)
K 0 X M
4 4 5 15 12 14
{25)
H C G F A P
21 4 25 21 1% 20
(45)
vV C Z Q@ A R
7_23 17 19 17 14
(65)
D U X Q@ Y M
17 _“3 13 8 14 7
{as)
¢ S F P J W
16 13 15 20 13 9
(105)
S C P Z B H
_10 13 1o 2 6 25

Figure 159
(10) (15) (20)
M M Q@ Y T X ¥ G 2 W L T L
o 4 8 21 17 % 19 19 25 15 8 6 12 22
(50) (35) {40)
J Y X W A T 2 P Q X U J 2 P
15 12 12 4 19 6 16 1 7 23 18 16 16 6
(50) (s5) {60)
F P Y ¥ U Y € R € X M4 % G I
10 6 3 22 4 4 15 11 21 15 11 9 2 21
(70) (75) (80)
T E Vv vV 8 © X J L J D A E Y
11 17 o 23 10 2} 12 2 24 20 23 4 20 4
{90) (ss) {100)
J v Q@ ¥ E G A N G kX 8B B
16 14 12 2@ 5 § 2 20 15 1 4 17 o 7
(110) (115) {120)
¢ I D 2 A ¥ 2 1 Y B 2 P T
2 21 22 0 17 13 12 9 16 & 21 16 4 -
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Figure 160
Repeated Intervals Liner!l Interwval Possible Factors
44 KOS-UYC 51 - 1 =50 2 5 10
15-12 XMY-JYK 27 - 4 = 23 .
21.17-3-19 YTKNG-IDUXQ 60 - 10 = 50 2 5 10
23-15 WL-XUJ 36 - 15 = 21 3 7
21-16 FAP-CXY 556 - 24 = 31
7-23 QXuU-vez 41 - 35 = & 2 3 §
16-6 2PV-1YE 115 - 33 = 76 2 4 19
17-10 ZQA-BSC 1CO0 - 43 = 57 3 19
10-17 QAR-ZJA 110 ~ 44 = g6 2 3 6 11
15-11 CRC~XMX 56 - 53 = 3 3
9-2 XGI-VEG 92 -~ §8 = 34 2 17
2-21 GID-GID 107 -~ 59 = 48 2 3 4 6 8 12
17-0 EVV-KBB 98 -~ 68 = 30 2 3 5 6 10
13-10 SFP-CPZ 102 - 82 = 20 2 4 5 10
20-13 PJW-GAN 34 - 84 = 10 2 5 10
916 WFV-21Y 114 - 86 = 28 2 4 7

Fig. 160 shows the application of a2 modified Kasiski examination, Notice the
prominence of small factors 2 and 3, caused, often, by repeated alphabetical inter-
vals In the key itself. In the given case, the period 10 would probably be the
choice, though period 5 is correct; in practice, we should probably consider pos-
sible digrams as well as longer sequences, Accepting period 10, we have still to
learn the progression index, and for this we must consider letters, all of which are
shown in the second column of the same figure. Taking the longest repetition,
most likely to be reliable, the two first letters are ¥ and 7; their alphabetical distance
apart is 10, and their lineal distance apart in the cryptogram is 50. If the accepted
period, 10, is correct, it has taken five periods to produce the alphabetical shift
of 10, therefore the shift per period (the progression index) is 10 divided by 3;
or 2. This, of course, has taken for granted that the encipherment is either Vi-
genére or Beaufort. Considered as a possible variant Beaufort, where the progres-

Figure 161 Figure 162
Ky Of 5, XIEMRYMMO My Qg Yoy (A) K 0 5 X M Y M ¥ Q r’_
T17Ks NygG19223W 5L Tg 212L0p (2) (¢) R I L E XU JRIXUJ
B31C4 GopFa1 A sPppdys Yok oWy (4) (E) DYC BWULFUGSs
A19Ts 21671 @ Xp3Uy5916216F5  (6) (6) uv ¥ T JKRODT J
V7 C25217%0h17814F10% V3 Yoz (8) () ¥ RI1IsJXENQ
Us T C16R1101 %15t %y Gp 1y (10) (x) X055 ESNCNWY
N _mnm_ v Fa) - ar m - e e fum s faeh »n v r = Ay a t=4 o L 4 L 4
u17 k3 Algqe 1.141!7 1111‘;17\'0 st \ig)} \i) a A b "D e A O o L L
510021%1297 L240z002384 EpoYy (1¢) () E 0 J v XV PUQEK
C16515F10P20913%9 F1gV14912V21 (16) (R mc P 2 TGP F-TF
Q5 Vg Ep GpohygNy oGy KynB, By, (1€) () Y DM oIVoOoSJJ
510%18P10%2 Bg Epgly 151Dp5210 (20) (V) Y1 vFHNMOUJTF

I17k1sM229 116Ys Epy2ygPg T. (22) (")) NERDMECTIDTRX
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don is hackward, the alphabetical interval from ¥ to [ is 16, which is not divisible
b o the number of periods. But this progression might have covered the entire
;ﬂ-pl;ﬁ'\hﬂ and then included 16, or it nught have covered the alphabet twice, and
so on. brfore including 16, We must make it divisible by 3, adding 26, then an-
other 26, and so0 on, until we obtain a total progression of 120, This, divided by g,
gives the progression index as “minus 24 " — the same as a normal progression of
2. In Lig. 161, the cryptogram has been re-written into the accepted pertod 10,
and the (gures in parentheses at the right of each group will indicate the amount
of alphabetical shift when the progression index is 2. A constant progression of 2
per group would corcespond to the application of a Vigenére key ACEG. . . . .,
so that the Saint-Cyr slide will serve for quickly converting the cryptogram to its

Figure 163
MATIZMATICAL FORMULA - C, H., PRICE

X AD P

= x
- LD
Period AD

LD

Alphabetical Distance
Progression Index

Linsal Distance

g+
Mt

11t

As Applled to ths Sunposed Repsated Trigram XOS-UYC, Positions 1, 5l:

BUT: P and X must be integers e« o IfP
(and P must be a divigor of 50) * If P
(Periods of 25, 50, ere unlikely)

5§, then X = 1
10, then X = 2

T n

periodic form, and this is shown in Fig. 162. The period, as mentioned, is actually
5, though this makes no difference in the final results.

For those whe Iike mathematics, Fig, 163 shows a method used by one of our
collaboratoers for determining both the period and the progression index direct from
the cryptogram. Price also preferred to find alphabetical intervals by writing the
normal alphabet into a block, five letters to the line, with Z standing alone on the
fast line; thus, except for watching Z occasionally, the distance from one letter to
another could be counted by fives. It is understood, of course, that we do not ac-
cept the evidence obtained from only one of the supposed repeated sequences; too
many of these will be accidental, and many of those which are actually periodic
have not, represented repeated digrams. but merely repeated intervals. Naturally,
too, the progression index need not be a small number; the disk encipherment, men-
tioned in the beginning. showed a progression of 17 for each period 5. This disk

encipherment, incidentally, has been dealt with in a most interesting manner in
Givierge's Cours de cryprographie

aphie.

We have seen, then, all of the essentials of polyalphabetical encipherment.
With the cipher alphabets known to the decryptor, practically all of the multiple-
a!phabet ciphers wil! be solved by suitable modifications of processes described for
Vigenére, When alphabets are not known, his problem, alwavs, is that of collecting
a5 many as posstble of the substitutes belanging to each alphabet, so that he may
determine both the order of the letters and the relationship of alphabets to one
another.
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144, By THE SQUIIE.
SOVFO GSGUF

QLOWU VAFJT
wnﬂm

145, By NEMO.
YYl1zc UOFYY
YLPUQ BUUQN
FGEHH NTEGY

MODULA IFNHM

YIJRI FNOUI CFTTI KZYZ2Z ZUI1FQ

IWWLN CRGJF EMVVYN NCDHW TAJNI

yallyyayysyalyysaallayeaaylelllaylyayyallyyayaylalllyyall,

AQYHT BEBSX PTS8YC RMRXL XEAGTU
YUSOQ MOOSP UOIJI IFFFA LI1IROG
ZSMCO FUDEM XO00IX KVBNK WEKPQX

XTUME ZXYZ2Z0G NAPDW CDMNC TTHNXNY FD.

146. By PICCOLA. (¥e wouldn’t throw monkey-wrenches for anything!)

XEITB BDBBVYHM
YVIXIX DUVDU
RHFKK FXSEJ

VFCFT SHLID

XRSJP YLEKEN YXKSZK FRWLO SAYEA
RJOGEI BANZF HDCCY COYRV ABKWS
YTFNL RNIVK VEKEQHI QHIJL POGOUR
YDDMH ’

147, By DAN SURR. (Might try this without bothering about its progression!)

ECOMH TYTAJ
QAXRP ZPFHD
DVWNR VX00K
MMIEE AHOGQY
SEEEY RTHDEH
INRLP SSWPY
NESTO BVJETU
1¢QJY QzXxXQ0
YKEER HXLWL
YVAJCM OGXBIC

RBIWER CQR.

BTENG AWKLI BEMNR HTDGN OGPDAO
DXIEA UVSYC IXCWV RRPBO IXYDY

EKIHFO XDSVL VWWCL ITIHZHVY WRLAEW

RSRLX LWZTJ AYWFN SSUCVY ZLPXP
TZNUP URMGEK ZNTYE QDEZE NNHUM
MCRUB JZYCR NL¥AS MEUCL RMDYR
DVLOT SQBJH BNRLB VDXJP XNIGF
EBLFQ UBQKN ELSSL YOTLF LTDZ2Z
IMREKJ SOOJP QCAUD MEIBB QXAHC

DEVCL GQIBS CFVFW QNAXI DRZSX

148. By PICCOLA. (When {s a tremp not a tramp?)

ERNIC DXRAS

TAAPE TPILT QVAAS NEAEE ROOLR,



CHAPTER XXI

PoLverRAM SuBSTITUTION — TUE Pravrair CIPHER

Polygram substitution contemplates the encipherment of several letters collec-
tively: Digrams are to be replaced with other digrams, or with three-digit numbers;
trigrams are to be replaced with other trigrams, or with four-digit numbers; and
sq eiy, the substitute for an individual letter being entirely dependent upon the com-
ination in which it happens to occur. Many devices have been contrived for ac-
complishing this. For pair-encipherment, tableaux of the general kind shown in
¥ig. 164 are fairly common.

Flguro 164

L M ERI CVXNBDVFOGHJEKELOPQS TUV W X Y Z

AA BA CA DA EA FA GA BA IA JA KA
AB B3 CB D8 EB FB GB HB 1B JB KB
AC BC CC DC EC FC GC HC IC JC KC MC NC OC PC QC RC SC TcC UC
AD Bb €D DD ED FD GD HD ID JD XD ¥D KD 0D PD QD 3D TD UD

LA MA NA OA PA QA RA SA TA UA
LB
LC
LD RD
AE BE CE DE EE FE GE HE IE JE KE LE ME NE OE PE QE RE 3E TE UE
Lr RE
LG
L

M3 NB OB PB QB RB 33 TB UB

WA XA YA ZA
WB XB YB ZB
WC XC YC 2¢C
WD XD YD 2D
Ws XE YBE ZE
AF BF CF L¥ EF FF GF HF IF JF KF MF NF OF PF QF 3F TF OF YF
A3 BC C¢G DG EG FG GG MG IG JG XG MG NG OG PG QG RG 3G TG UG YG
All B CH DH EH FH GH HH IH JH Mi NH OH PH QH RH SH TH UH
Al BI CI DI EI FI GI HI II JI KI LI ¥I NI OI PI QI RI SI TI Ul
&0 BJ CJ DJ EJ FJGJ HJ IJ JJ KJ LJ MJ NJ CJ PJ QJ RJ §8J TJ UJ
AX RX CK DK EK FK GK HXK IK JK KK LK MK N¥ OK PK QK RK SK TK UK
AL BL CL DL EL FL GL HL IL JL KL LL ML KL CL PL QL RL SL TL UL
AV OBM CM DM OEM FM GM HM IM JM KM LM M NM OM P4 QM EM SM T UM
/% BN CH DN EN FN GN HN IN JN KN LN MN NN ON PN QN RN 3N TN UN
AQ BO 0O DO EC FC GO EOQ IC JC KC Lo 0O WO 00 PC Q0 RC SC TO UC
AP BP CP DP EP FP GP 2P IP JP KP LP VP NP OP PP QP RP SP TP UP
AQ BQ CQ DQ EQ FQ GQ HQ IQ J2 KQ LQ MQ NQ CQ PQ QQ RQ 3Q TQ UQ
AR BR CR DR ER FR GR HR IR JR ER LR MR KR CR PR QR RR SR TR UR
A3 BS CS DS ES FS ¢S HS IS JS KS LS MS NS O3S PS5 Q5 RS 88 TS US
AT BT CT DT ET FT GT HT IT JT KT LT MT NT OT PT QT RT ST TT UT
AU BU CU DY EU FU GU HU IU JU LU MU NU CU PU QU RU SU TG UU
AY BY CY DY EV FV GV HV IV JV LY MY KV OV PV QV RV 3V TV UV
AW BW CW LW EW FI¥Y GW HW IW JW Lw M50 NW OW PW QW RW 3W TW UW W XN N
AL BX CX DX EX FX GX HX IX JX IX MX NX OX FX QX KX 38X T™X X WX XX X
AT BY CY DY EY FY GY HY IY JY LY MY NY OY PY QY RY SY TY UY VY WY XY 2y
Al BZ CZ DZ EZ FZ GZ HZ 1IZ J2 12 M2 N2 02 P2 QZ RZ 32 T2 UZ VZ W2 XZ YZ 22

WF XF 2F
WG XG G
Wi XH YH ZK
Wi XI YI 21
W XJ YJ ZJ
WK XK YK ZK
WL XL YL ZL
Wi XM YM ZIM
WN XN IN ZN
Wo XC YO 20
WP XP YP ZP
"Q XQ YQ Z2Q
%R XR YR 2R
WS X8 Y5 Z§
WT XT YT ZT
WU XU YU 20

v

W

YX

Y

SEAsE858583958¢F

SE58558%33

¥V XV YA

St AT O T MG T RO e oM

SAHERE
<]

[ e

The tableau proper includes a full list of the 676 possible two-letter combina-
tions, while two external alphabets will furnish another possible 676 two-letter
combinations,  With the plaintext marked off into pairs, the encipherment of a
pair is usually accomplished by finding its two letters in the two external al-
phabets, wlhere they act as co-ordinates, and replacing this pair with the oue
which is found at the cell of intersection. Thus, using the tableau of the figure,
and the order row-column, the substitute for ¢t would be LG, or, using the order
column-row, TN, With a tableau like that of the figure (notice the straight un-

shifted n!nh 1bhets \ it ig aleo nossible to encinher }'n what 1g ordinarnly consid-

.z\.n..) PPYOSIIL LU Radviprii g ¥¥ Ldid A0 inajesciriay LSLV ¥ Pl L

ered the deap‘nerment process. finding the plamtc:\t pair inside the tableau and
replacing it with the two co-ordinates. But many of these tablcaux are filled in a
thoroughly haphazard manner, and when this is the case, only the ordinary enci-
pherment plan is really feasible; in fact, the decipherer has trouble in finding his
Cryptogram pairs, and it is usually necessary that a second tableau be prepared es-

.
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pecially for decipherinent purposes. On the other hand, it is very easy to construct
1 mixed tableau in such a way that all of its encipherment is reciprocal, and in this
case there is no need for a second tableau, since encipherment and Jdecipherment
are the same process, In most forms of tableau, one or both of the external al-
phabets may be miade to slide and for the most part external alphabets are readily
changeable. But the tableaux themselves will have to be of more or less fixed
nature. Those which are safest are least readily reconstructed from memory, and
even those most casily remembered are not set up very rapidly.

Another common method for pair encipherment can be understood from the
following description: Picture a chart of 100 cells which is divided sharply into
four quarters; that is, having much the appearance of a 1o0o-cell Fleissner grille.
Each of the four guarters is a § x 5 square and contains a 25-letter alphabet. At

Figure 165
The "SLIDEFAIR" Cipher -(H. F. GAINES)

Koy: HEURCUULTE 8§

Plaeintext: SE XD DI AM ON DS TO AM

CIFHER:v.... XZ ZR RU KC TI HO KX US
R DA MM QN DA YW EE
I JU KO TI PO SC MW

STE
LI HZN
KW

ssess PR PM XY EW GZ AT

Cryptogrem teken off:
XZZERKR UEKCTI BOKXU, sto.

least two of these alphabets are mixed, usually with different keys. To encipher
a pair, find its two letters in two dificrent squares, and substitute two others which
occupy certain relative positions in the other two squares.

The writer’s own contribution, accomplished with a slide, may be examined in
Fig. 165; the slide used in the example was the Saint-Cyr, and details are self-
explanatory, except for the method of enciphering pairs, which was as follows: To
encipher those of the H-column, bring the H-alphabet into position on the slide;
then, for each pair, find its first letter in the upper alphabet and its second letter
in the lower one; imagine these to be standing at the two ends of a diagonal, and
substitute the two letters from the two ends of the corresponding cross-diagonal,
taking the upper one first, Where the two plaintext Ietters happen to coincide (as
would be the case with a pair EL using the H-alphabet of the Saint-Cyr slide) use
the two letters which have also coincided immediately to their right (as FM for EL
in the given case).

Occasionally, such a tableau as that of Fig. 164 is made to serve (not very suc-
cessfully) for trigram encipherment. A third external alphabet is added beside one
of the others, so that the two which are parallel will make provision for the enci-
pherment of a third letter simultancously with the encipherment of cach pair. But
for trigram encipherment, another type of tableau is commoner: The tableau proper
is not a list of pairs, but an alphabet square such as could be prepared for one of
the mixed-alphabet slides of Chapter XV 111, and is accompanied by four external
alphabets, two on the left and two across the top. The exact details of construc-
tion are not always the same, and the methods prescribed for using such a tableau
are sometimes quite devious, but results are fairly uniform: We obtain crypto-
grams in which enciphered pairs have alternated with enciphered (sometimes not
enciphered!) single letters.
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In all of the foregoing, no system has been mentioned which the student will
not be able to amlyze for himself, At worst, he has a case very inuch Iike simple
subatitution, except that he would require a great desl more material, and would
gse o digram chart instead of a frequency list.  Otherwise, e usually finds that
e has nerely a variation of pure periodic encipherment.  There are, of course,
more cficctive methods.  Trigrams, tetragrams, apd other polygrams, found in
alphabet squares, can always be considered as geometrical hgures, and rephced
with other series of Ictters in related geometrical ﬁgures and Lester S. Hill, in
the American Mathematical Monthly, ‘has described an “ algebraic ¥ method whxch
appears practical, provided a machine is used. These methods, Liowever, even

Flpure 168
The PLAYFAIR Cipher

Y Encipherment Some Egquivalent Keysquares
CULPE (1) b1 = 1B LPECU NOoOQSsST YZ VWX
RABDF ez = FE BDFRA YHXYZ PECUL
GHTKM (2) ol = UP I1 XKMGH CULPE DFRAB
NNDQST oe = UC QSTYNO RABDF KMGHI
VyWXYZ (3) th = oM XYZVW GHI KM STNOQ

ht = MO
Examplo:

SE ND DI AM ON DS TO AM ST ER DA MX MO ND AY WE EX WI TH QU TF AL LX.
TP SR BK FH QO KY kQ FH TN CF FB 1z HT SR DW 2U PM XH OM WA 2M' BH BL.

granting that some are practical and not too unwieldy for use, are entirely beyond
our present scope, and we will spend our few remaining pages on a cipher of a Jess
cumbersome nature and presenting far more points of interest.

The Playfair cipher, which may be examined in Fig. 166, requires no apparatus
other than pencil and paper. Its key is the usual § x 5 square, based on a key-word,
and filled in by any agreed plan (preferably not by straight horizontals). For en-
cipherment, the plaintext is marked off into pairs, and these pairs are enciphered
according to three very simple rules:

1. If the two letters of the pair are found in the same column in the key-square,
replace each letter with the onc directly beneath it; and if one letter stands at the
bottom of the column, use the one standing at the top of the same column. 1Vith
the key of the figure, ha becomes OH; wa becomes UH.

2. If the two letters of the pair are found in the same row in the key-square,
replace each letter with the one immediately to its right; and if one letter stands at

the extreme right end of the row, use the one standing at the extreme left end of
the same row (os becomes Q7 st becomes I'N).

3. If the two letters o1 the pair have a diagonal relationship in the key-square
(and these are usually in the majority), consider them to be standing at the diago-
nally opposite corners of an imaginary smail rectangle, and substitute for each let-
ter that letter of the other diagonal which stands on the same row with itself (bu he-

comes AL, not LA). The decipherment rules, as usual, are the same rules in
reverse,

Notice that this encipherment is cyclical. So long as the order 1-2- 3-4-5 18
maintained in both columns and rows, it makes no difference whatever how many
columns are transferred from one side to the other, or how many rows are trans-
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ferred from top to bottom. This may be investigated in the three equivalent squares
of the figure. Notice, too, that our three rules do not make any provision for the
case in which the two lctters of a pair are the same. If, in marking off the plaintext
into pairs, we encounter a pair which is a double, it becomes necessary to dispose
of this, usually by inserting a null which will throw the second letter into the next
pair. Occasionally we find a sequence such as LESS SEVEN, in which it is neces-
-ary to do this twice in succession: LE Sx Sx SE VE Nx. An unpaired final letter
also requires a null (unless left unenciphered), and when five-letter groups are to be
used, it often becomes necessary to complete a final group by adding nulls.

The foregoing description and rules are those of the onginal Playfair cipher.
Many encipherers, however, will vary the rules, especially the one concerning dou-
bles; perhaps one letter will be omitted or replaced with a null; sometimes one
double is replaced with another; occasionally an encipherer will separate every
doubled letter in the message whether or not this is necessary. We meet, too, with
variant forms. A 24-letter alphabet will be used in a 4 x 6 rectangle, or a 27-letter
alphabet (with character &) will be used in a 3 x g rectangle. One variation, at-
tributed to W. W. Rouse-Ball, uses the standard key-square with the standard rule
3, but varies the two rules for lineal encipherment. Rule 1: If the two letters of the
pair stand in a column, use the two letters immediately to their right. Rule 2: If
they stand in a row, use the two letters immediately beneath them. In all of these
cases, presuming the method to be known, the degree of difficulty would be the same
as if the standard system had been used; otherwise, it is only necessary to keep
in mind the fact that variations occasionally occur. We will give our attention,
then, to the standard encipherment. But before entering into the subject of de-
cryptment, let us look carefully at the system itself.

Primarily, we have a fixed substitution. No plaintext pair ever has more than
one substitute pair; and no substitute pair ever changes its original. We might say
that the Playfair is, in effect, a “* simple substitution ” based on an “ alphabet ™' of
6oo pairs; and, just as in simple substitution proper, the Playfair cryptograms will
very often contain long repeated sequences which represent whole words. Again,
the reversal of a plaintext pair means the reversal of its substitute pair, and vice
versa, so that the discovery of any one equation (as th = OM) always means the
discovery of another (as it = MO); and if, in addition, the encipherment was a
rectangular one (rule 3), we obtain also the two reciprocal equations (as om = TH,
and mo = HT). The two lineal encipherments, however (rules 1 and 2), are not
reciprocal. But notice particularly that, in spite of the polygram theory, cach letter
has its individual substitutes. No letter in the key-square may have more than
five of these; the four which are standing on its own line, and the one which stands
directly beneath it. It may be learned, too, by writing out the 24 (or 48) possible
pairs for any one given Ictter, that the letter standing immediately to its right in the
key-square is twice as likely as any one of the other four to act as its substitute;
and, furtber than this, that any letter which is paired with it will be limited to eight

.
.....

possible substitutes, all of which must be found either in the column or on the row
of the Ietter itself. To clarify this important point, let us assume that the letter in
question is E, and that the key-square is that of Fig. 166. The letter E may have
only the substitutes C, U, L, P, and F, with C twice as likely to be used as any one
of the other four. Any letter which is paired with E must take onc of the following
substitutes: ULPEFMT 2.

Naturally, then, those letters which, in the key-square, are standing on the same
row or in the same column with the normally frequent letters will have high fre-
quencies in the cryptograms; in fact, the two or thiree which predorninate in a given
tryptogram will practically always be letters which, in the key-square, were standing
In tl:> same row or column with £ or T (in English). Moreover, if any letter has
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been jdentified once as the substitute for £, there is a most excellent chance that
it can be identified again as the substitute for E. Say, for Iustance, that €F has been
identified, or assumed, as the substitute for ¢z. This means that C is individually
the substitute for ¢, and when another pair C7" is found to be of some frequency,
it can be tried as the substitute for en, es, ef, and so on. Single-letter frequencies,
then, will play an iiportant part in the decryptment of the Playfair. But the
process will rest fundamentally upon the frequencies of digrams, and will follow,
in general, three steps repeated cver and over in the same rotation:

1. Certain pairs are identified, or assumed, as the substitutes for certain digrams.

2. These pairs and their supposed originals are set together in such a way as to
start the reconstruction of the key-square.

3. Substitutions are made on the cryptogram and further pairs are identified.

When probable wc:ds exist, the work of solution becomes more or less mechani-
cal, as we shall see. At worst, we may begin at the beginning of the cryptogram and
work straight through until we find the word. But very often, a really probable
word is repeated, and even repeated more than once. In the latter case, we are
sure to find the long repeated sequence in the cryptogram; while a word repeated
only once may have been divided into two different sets of pairs, as: ex-ec-ut-to-n
and e-xe-cu-ti-on. But notice, here, what the two encipherments would be, using
our key-square of the figure: LZ CU EQ HQ x and x ZL UL QM Q0. These two
sequences have five letters in common, L Z U O @, and, in addition, when con-
sidered together, show the letters £ C U O of the word “ execution.,” This does not
invariably happen, but is far from uncommon, Nor is the word “execution” the
only one which produces reversal (ex in one sequence, xe in the other). Then, too,
there are many words like ““ commission " which, regardless of the point at which
the division begins, will always end in the same set of pairs: mi-s?-si-on.

Granting an absence of probable words, the difficulties of solution are almost
entirely dependent upon the amount of material available. A pair-count will be
macde in the usual chart-form (but only on the divided pairs, and not “ straddling "
from one pair to another), and pairs will be identified by frequency, by the fre-
quency with which they are found reversed, by the possibility of their letter-combi-
nations in a key-square, and so on. We will not attempt, here, to go into a detailed
demonstration, since every case is individual in its details, and success, in all of
them, is dependent largely upon the decryptor’s own persistence. But in order to
sce sketchily what some of the routine might be, we will make use of the very short
example shown in Fig. 167.

In the usual case, there has been a preliminary frequency count on single letters
in order to find out what the cipher is. The appearance of this frequency count has
more or less negatived the possibility of simple substitution, and the next step has
been 2 Kasiski tabulation in the hope of finding a period. This tabulation, in any
pair-system, will bring out a predominant factor 2, and, since many of the supposed
digrem systems actually do produce periods, the two supposed alphabets would
have been examined for that possibility. But pair-systems, as a rule, will leave a
wide-open trail: Repeated sequences, in the majority of cases, will include an even
number of letters (that is. an exact number of pairs), and will begin largely at the
?dd serial positions (that is. at the beginnings of pairs). The Playfair shows this a
little fess distinctly than some of the others, because of the fact that substitutes for
single letters are so limited in number.

_ It is sometimes said of the Playfair that it can be distinguished from other
cipliers by (1) the fact that cryptograms contain an even number of letters, {2)
the fact that only 25 letters are represented in its general frequency count, (3) the
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fact that when the cryptogram is marked into pairs, no pair will be a doubled letter,
and (4) the presence of long repeated sequences at irregular intervals.  As cou-
clusive evidence, these are debatable points, but all are good supporting evidence,
provided a proper confession can be extracted from the pair-chart: (5) When the
cryptogram has been marked off into pairs, and the pairs counted, the result should
bear much resemblance to a count made on the same number of normal digrams,
Even on an extremely long cryptogram, over half.of the cells will be blank, since
a normal text never uses more than about 300 of the possible 676 combinations;
there will be a certain group of predominant pairs followed by a group of moderate

Figure 167
HRg KYy LD ZX NQ, EO ¥D EC TIC TI, AD CT AK RH LB, GT SN AN
UN, ON DR BX FE BN‘ ZC DT KV EQp ED A0 HRg DU RP TQ OB DE,
Q, HRg KYy YAz HZ HB BU EKZ EQ, X6 TI, BI KYy RI CQ HRg CE CO
SX RM BC TH CG QDp, RK NQ, IT DC WT FV, UB, YA, G0 HE C2 NU,

18, 1Q, YK FV, UB, 1q; YD QB UN, ¥ DE, TD KA IHRg NUp OU

Freguency Count -~ Resrranged:

.D H B C N ¢ RTIXUE A I O Y 2 GXLVF¥PSWUY
14 12 11 11 11 11 11 11 10 10 9 7 7T 6 6 6 4 43322222 -
List of REVERSALS "Chert of Probable Position"

HR 6 - RH 1 EC - CE ET/DH BCNQR KU
KY 3 - ¥ 1 € - CT DH

UN2 - NU 2 A - KA BCNGQR

UB2 - B0 1 ZC - CZ KU

TI1 2 - IT 1 DT - TD

frequencies; and, with any appreciable length, there will be a generous sprinkling
of reversals, In preparing the cryptogram, a great deal of convenience may be had
by placing frequency figures beside their digrams, by marking long repeated se-
quences, noticeable reversals, and so on; and many persons like to list the most
prominent pairs and the most prominent reversals. .

The Playfair has also a rather characteristic frequency count. Notice, in the
figure, where the general count has been rearranged in the order of decreasing fre-
guencies, that the gradation from high to low is somewhat less even than in a
periodic; frequency 8, for instance, is skipped altogether, and we have a sort of
modified high-frequency group. Sometimes we find from one to three letters of
great prominence before the downward gradation begins.

Concerning the * chart of probable position,” most solvers prefer simply to
keep this in mind, while others will actually set it down and make it the basis of
their solution., With 176 letters of text, the average frequency of letters is about 7
(176 divided by 25). Any letter whose frequency is above that average is very
likely to have been standing on the same row or in the same column of the key-
square as E or T, and the two or three which lead the list are practically sure to
have been substitutes for one of these two letters,

With cryptograms of the present length, or even with those of 400 to 600 letters,
it is very uncertain as to whether or not the leading pair will represent zk, or the
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1%
Lereal €1y Here, in fact, we have no reversal of a definitely frequent
? . LR b . . . + '
U 1, L otte ohe prominent parr, IIR, might just as well represent s¢, at, i,
Lot any other normally frequent digram capable of being used at the be-
RRTE S U E

of a sCNICREC, Presuming, however, that it might represent th, we know
RN Sranl S followed alimost altogether by vowels, aud is followed with
v \"”:i»pqut‘ncy hy ¢ and a; we know also that letters have mdividual substi-
k ::a ‘1"2‘;’“;‘ we might begin solution by listing (or noting) those pairs which,‘ in
o i pteenany, have followed the supposed th: KY, DU, KV, CE, NU, assuming
;1:‘.1 ey nst letters, {\', D, C, 1Y, h.avc prqbably fcprescnted vowels, gnd that, of
LD Coand N, which rank high in the list of §mglc‘-letter frcquenczes, arc very
‘,:,‘;',,.‘,.' 4 hive represented ¢ We may attempt to identify these five pairs by work-
L ;‘..\u-! e List of normal digrams, taking only those of v-¢ formation. If, in ad-
DRI .. assunmied that the key-square has been filled by straight horizontals, cer-
L as.amplions can be made through possible alphabf:ticnllscqucnce; for instance,
(he 17 of DU and NU may bave stood on th(,: same line with R S T (U): Th?re
i 4 fustter ficld for suggestions to be found in patterns, such as T/ B.l’ in which
e 1wo /s could represent the same Iett:'zr. And where the square is filled by
atrs o0l horizontals, it is often possible to identify such a sequence as HZ /IB as a
vty double,” since the null used in these cases is often X, and Z may well repre-
w:g v b alphabetical position, It is even possible to guess here a doubled L, since
I and I, ave not far apart in the alphabet. (It may be, of course, that the two H's
repteenl tWo different IeFtcrs.) The foregoing, tl}en, has mdicat‘cd the general
(ath. 10 the student desires to follow out a detailed demonstration made on a
¢rvy tosran of only moderate length, a most excellent exposition can be found in
the appendix to the Macbeth translation of Langie’s * Cryptography ” {Dutton).
I: was written by Lt. Commander W. W. Smith of the U. S, Navy, and generally
v ks, attacks the identifications of pairs as follows:

11sving placed frequency figures beside their digrams, find those points at which
two purs of high frequency are consecutive (not necessarily a repeated sequence),
atd attempt to identify these tetragrams as frequent tetragrams of the language:
ther, ered, encd, tion, atio, ment, beca, and so on. We have one here, provided a
frequency of 3 can be considered important: f/R KV. Since this happens also to
I 1epeated, it probably represents a word, as that, this, they.

Another good demonstration, provided the student has access to it in his public
hlrary, s found in Colonel Parker Hitt’s ** Manual for the Solution of Military
(3 hers” This manual is an elementary work intended for the preliminary instruc-
iy of soldiers, and the attack is made on the assumption of a key-square filled by
stvinght horizontals,  With a square of the kind we are using, most of the vowels
awd highodrequency letters will be standing en the upper two rows, and letters on
the urst two or three rows will have a much higher frequency than those of the last
two or three. In fact, it can often be detected that the letters V W X V Z were
“Landing on the bottom row 1s an intact alphabetical sequence, for the simple reason
that they have no frequency in the cryptogram,

Uclonel itt's demonstration begins with the usual pair-count, made on a chart.
He selects from this chart the (approximately) ten letters having the widest variety
@l vontact, including, if necessary, the vowel or so which would have to be present
i a keyeword; and these letters are assumed to have stood on the upper rows of
the kevesquare, The remaining (approximately) fiftcen letters are then set up in
tar alpdinbetical sequence and are assumed to have stood on the lower rows in about
thot order. They are not, of course, known to be correctly placed; the set-up
mricly gives a concrete idea as to where letters ought to have stood. Then, follow-
i the military case of abundant material, it is assumed that the leading pair will
fepresent th (sure to be followed often by e), or, if ¢k is not the leader, then he

!

RTARTET A
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(sure to be preceded often by £). With a few obvious 1dentifications made in the
usual way, letters begin to arrange themselves on the upper rows, and a gradual
adjustment takes place which corrects the few wrong assumptions of the lower rows,
so that the key-square is restored far in advance of solution, When a short key-
word has been used, it is not impossible, by following Colonel Hitt’s suggestions, to
pick out all of the key-letters, guess the word, and decipher with the key-square.
Other demonstrations, based, respectively, on French and Italian language charac-
teristics, can be found in General Givierge’s Cours de cryptographie and in General
Sacco’s Manuale di crittografia. (In the French work, the cipher is referred to simply
as “ orthogonal and diagonal substitution.”)

It will be seen from the foregoing that the initial difficulty lies in the correct
identification of the first few pairs, and this, in a short cryptogram, is no small
difficulty. By whatever means it is found possible to make these first tentative

} 1 gure 168
POSSIBLE RELATIONSHIPS

(e) A 3-letter Equation (b) A 4-letter Equation
Vertical Horizontel Verticael Horizontel Rectanguler
‘ I
T K I. XK
H THR . IK.SY . .
R 5 Y.S
Y
{c) Impossible Equations: (d) Possible Equations:
co nd em na ti on -¢c on de mn at 1o n-
EO XD EC 7C TI AD EO ND EC TC TI AD CT

identifications, the operation which is to admit or disprove their correctness is step
No. 2, in which we set them up as equattons and then attempt to replace them into
their connected relationships in the key-square. If this cannot be done, they cannot
be correct; and, on the other hand, it would be an extremely rare case indeced in
which we could combine as many as five or six such equatious into one framework
and then find them incorrectly matched. To understand  equations,” suppose we
look at Fig. 168.

Assuming that the beginning pairs of our cryptogram, R KV, represent the
word this, we have two equations, HR = th, and KV = is. The first of these has
only three different letters, since H is common to both members, while the second
has four different letters, With the first case (a), one of the Lneal encipherments
must have been used, and the common letter, H, must have stood between the
other two, with its plaintext partner coming first and its cryptogram partner coming
last. We do not know whether these three letters stood in a column or in a row,
b}lt we do know that they were consecutive, This relationship may be expressed
simply as T H R, even though, in the actual square, the letters may have been
partly at the end of the row (or column) and partly at the beginning: H R * * T,
or R ** T H. Encipherment, remember, is cyclical, and we may come out with
any one of numerous “equivalent squares.” With the second equation (b), the
positions of letters are not so definite, In either of the lineal encipherments, /X
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antst be o direct sequence and SY must be in direct sequence; either sequence may
1ave come first, and we do not know the exact location of the fifth tetter, Con-
cerning their possible rectangular encipherment, all we know is that there must
have been a paraltlel relationship; their distance apart, laterally or vertically, might
have been anything permitted by the key-square.  As to the rest of the figure, sup-
pose that we have reason to suspect the presence in this cryptogram of the word
w condemnation.”  The equations of (c) are totally impossible, since, in Playfair,
1o letter may be its own substitute. Those of (d) are not only possible, but prob-

able, since we find inany letters from the word itself. .
Figure 169
Equations of (d),(Fig.168) Possible Combinations
2 3 4 5 8 d 8
) D 0
i OND E DEC N OND ¢}
) C- D B N ONDEGC
E c DEC
c
0 n 12
d
P M. T ONDEGC
1] M T L] N c L] - . [ ]
{ cC. N T M
Bou 15 16
A ONDEGC ONDEC
T ATI . . . .
1 A ATI M
T M
I

To learn whether or not the word “ condemnation " does (or could) occur here,
we proceed as in Fig. 169. The first of the five cquations may have had either one
of the relationships marked 1 and 2, and the second may have had either of the
relationships marked 3 and 4. These two equations have a letter D in common,
and it must not be impossible to form a combination which will represent both.
This. as it happens, can be done in four different ways, marked s, 6, 7, and 8, and
we do not know which of the four is most likely. The third equation, which has
four diffcrent letters, may have had any one of relationships g, 10, and 1. These,
fortunately, show two letters, ¥ and C, which are also present in combinations s,
§, 7, and 8, and with two common letters, there will not be so many possible ad-
Justments as when we had only one. Nos, g and 1o, for instance, cannot possibly
combine with any one of combinations 5, 6, 7, and $; both of these have demanded
that the letters N'C be in direct sequence, where the first four combinations will not
permit this, We may begin, then, by discarding Nos, g and 1o, But No. 11, which
we have retained, demands of C and N only that they be on the same row. This is
hot permitted by any one of combinations 5, 6, or 7, and these also may be dis-
carded. But No. 8 shows them on the same row; thus Nos. 8 and 11 may be further
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combined, and we have the combination marked r2. The fourth equation, another
lincal one, may have had cither of the relationships marked 13 and 14, and both of
these will combine easily with the combination marked 12, so that again we have
more than one possibility, as indicated under numbers 15 and 16. As to which of
these is correct, the fifth equation, io = AD, is impossible to one, and has auto-
matically been set up in the other.

We are safe, now, in making substitutions on the cryptogram. This means not
only the five pairs originally identified, together with their reversals and possible
reciprocals, but all others which can be derived from combination 16, such as

Fisgre 170
0O+ sE N=*+E IE EC
A T 1 '

om = CA, or dm = CI, or en = DC, together with their reversals and possible
reciprocals, Then, too, there will be many partial equations, such as those indicated
in Fig. 170, where one letter of a pair can be identified. Usually time is saved by
taking cryptogram pairs just as they come and filling in as many letters as possible;
in this way, patterns are sometimes brought out, and thus we come back to step 1:
the identification of more pairs. With the key-square beginning to shape up, the
“ chart of probable position ” may be used to good advantage. For instance, what
about the letters & and B which were very high in the frequency list?

Once a beginning is made, the cipher is broken, though just how rapidly we may
proceed with the solution depends chiefly upon the manner in which the square has
been filled. The presence of alphabetical sequences (either horizontal or vertical)
will often enable us to complete the key-square independently of the cryptogram;
but the badly mixed square must usually be built up to the very end, and we must
sometimes be satished with one of the “ equivalents ” in place of the square origi-
nally used. If the student cares to make a fresh beginning of his own, this same
cryptogram contains the word RECONSTRUCT.

The Playfair has been, in its day, a very effective cipher, and is still good for
many purposes, It can be rendered much safer if subjected to the process called
seriation. This process may be examined in Fig. 171. Here, the text is “ Send

Figure 171
SENDD DSTOA RDAMM
IJAMON l{_X_STE ONDAY

diamonds to Amsterdam Monday,” and the agreed seriation index is 5. The text
15 written in pairs of five-letter lines, so that each ten-letter segment forms five
vertical pairs, SI, EA, NM, etc., and these are the pairs which undergo the digram
encipherment (notice the treatment of the doubled S in the second group). If
the key-squarc is that of Fig, 166, the first ten-letter scgment is enciphered QX,
UF, TG, SA, RS, and the cryptogram may be taken off in that order, or by taking
the upper and lower lines separately: QU I'S R K F G A S. Seriation, it will be
noticed, adds a transposition to a substitution, so that what we have here is com-
bination cipher. This case, in short examples, is extremely difficult; it is mentioned

only by way of general information, and is not included in the practice cryptograms
which follow.
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Probable words:

FNFMY AGUNTS).

¥En0.  (Ployfalr.

n, NENO. (Playfair.

» w7 0G DR A PO AS OA DH SD EX XK FU CN

Probable words:

DR M5 UK S5D.

AUTHOKIZED, EMEEGFNCY).

¥H PK
x5 od
PR EF
OX ML

151.

PG
¥G
3v
L2
GP

By

Ri YR YN EQ l¥F YF GY ZL EB YF UK

FR RZ ¥G
1K BI PK
IF AY QH
¥, PB QD

PICCOLA.

RQ XO IB PB BD LE MV KG

10

c2

RB

(Figure 1€4; now

HQ IF AG 1X YA FK AD

NK

GY

YG

OX IQ WP FG LF DM CA VO

CH EB LH NR NG FC PK

KY

external

NG FL FG CL BD GX GK FC PX HG NV AC ZL
OL AD FK OR FC LK YN HL LE KZ IF EF AX
KO AK EG TO OH BI RB OL ol KM FOC PK KXY
GW PX NG KX KO LH AG NB RT NG KO KH HX
QS LE WE 1Q WP FG,

alphabets. THE, THIS, CHARACTER).

NF BJ
CL GA
UK GJ

15z,

HT
RJ

¥D

By

D NFWJ
BD hM ¥A
NF IA FK

PICCOLA,

GD

UC B FW QI CE HP NF

SY EU RD FT HC US HN GH

NQ OJ XX,

(

IA

vJ

SE HS HS 16 QA IY QD HY CC LB NF IA I}

UA SY UL EN XJ EG QQ CJ LB NF KJ CN CS

"Slidefair.” Probable word; DESCENT),

AA S
AH JP

153,

AF

FB8

By

XY GJ BD

D¢ EW OX

DAN SUHR.

UI AA PW GN IV QZ RC NK CC WA FT QQ PR GP TT WF PS JS QC EM DI XC

UG 6P UI US CV GP MH QR 0G JI ZR,

(Playfair, Histery:

YG NG

Gz 12

ViS EHW -

<G DU

AT U1

F7 GV

CR

QY

¥ CA

RU

FR

FV F2 RI
QR HY NG
WR A3 GN
NX QM LE
AKX UM
TR AV WS
YL IR YA
IY QY BY

GE RZ 69

QU XZ CW OM BQ GQ IH IL

AN AB AK OX NY WC Y¥iC TN

Vi CA RQ XM ER Q¥ RE CW

1G

RQ WT GO UI GZ EG XN

RG ZR XA P RW LD EG HI

DH Wig PM AX IW OU WT DE

RU

EG Q¥ PD QM IY HA WS

YH NG IQ RU YL IQ BL

YH BA FW YM NE YM BL W¥

Detective Gotteamann, investigating the
murder of Franois V, Bacon, well-lnown traveler, explorer, and
connoisseur, has found this ncssage in an envelope addressed

to ¥m, K. Pierce, former traveling companion of the deceased,
Doath had oocurred during sleep; caused by stresgulation with
red 5ilk thread. Only clues found: a few grains of sand on the

kitchen floor and what appears to be an oriental turben},

™w
oxX
VA S
I
XK
IR
FE

PK

EG NG Q4 WX RT EP VE CA IG QI VD QI GN
DH NE IK IH YR IS QY WC HI UI UI IR QE
RQ XW QW GH YC AY YO VO NE RL PG CG WI
OU XT WO LH IG RQ XM WS QY TX IR 1Q XM
LC RT EP VE FO NX XK WR WS QY UR ZX YL
WX RQ XZ SI GU Q¥ IR XN IR YN 10 GY TR
F% GH RB HA QI QM GI QC QR UL WV AB NX

QM RU GU IR TX SI GQ LQ DX XO EV BM CR

PS.



CHAPTER XXII
HicHLIGHTS OF FRACTIONAL SUBSTITUTION

Iractional substitution requires a cipher alphabet of the * multifid " type; that
is, one in which the symbols are composed of two or more units, as in the Bacon
and Trithemius alphabets (Chapter //: Figs. 3 and 4), the wvarious “checker-
boards ” {Chapter XI), and so on. Polygram * alphabets ” are also of this type,
and seriation is a form of fractional substitution.

Among the older fractionals, we find a system called the “ Pollux,” in which the
basis was the Morse telegraphic alphabet. There were threc units, the dot, the dash,
and a separator {(made necessary by the irregular engths of the substitutes). There

Fipure 172
Delastelle's "BIFID" Substitution ~(Keyword Feature Added by M. E. OHAVER)

Proparation of Alphabst: Checkerboard Key: Substitutes:
GEN*RAL 123545 5 =43
BCDFHIK E=15
Y¥OoPQgSTU 1 GBMVE N=2¢
VWXYZ . 2 CORWND Dz 25

S5 PXFQY
4 RHSZA
56 ITLXKD

Preliminary Substitution:

SENDSOUOP PLIESTO MORLEYS RIGHTAW aAlY,

4122453 3551452 1245134 46514542 43

35463551 1315322 3213653 1112263 565

Re-8Substitution:

41 22 46 33 54 53 b1 35 51 45 21 31 53 22 12 45 13 43 21 35 52

R o A F K L 1 Y I A C P L o B A ¥ § C Y L
45 14 54 21 11 22 53 43 56 Irensmitted:

AV EC G 0 L § U

*ROAFEK LIYIA CPLOB, ete,

was a first substitution in which the letters of the text were replaced with their
Morse symbols, including the space. The resulting cryptogram, composed entirely
of the units dot, dash, space (. — x), was then subjected to a second substitution,
using a small cipher alphabet (either digits or letters) in which each one of the

- y . R S g | N at wnll D
three units ngm have any one of several different substitutes, chosen at will.. For

L !
instance, a dot might be replaced with any one of digits 1, 8, 5, 6, a space thh any
one of digits 3. 9, 0, and a dash with any one of digits 2, 4, 7.

We find also a number of systems called * Collon ” in which the basis is some
one of the “ checkerboards.” The text is subjected to a simple substitution in the
agreed alphabet, and the resulting cryptogram is then subjected to a transposition,
usually seriation, this being the final operation.

A similar system called the “ Mirabeau ” uses an alphabet of the same type as
‘hat of the Polybius square, in which only the digits 1-2-3-4-5 are significant. The
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remauining digits are all null, and numbers like 69 or 88 may be inserted at will.
Ninhers are written vertically (tens below uuits) ; then, in the taking off of the
cryptogramns, the whole series of units is taken first, and the second half of the cryp-
roram includes all of the tens-digits, In all of these forms, the undesirable fea-
tures are self-evident. The later devices have added another operation: the re-
arouping of the scattered units, and their reconversion into letters,

(lassic examples are those described by Delastelle as “biad ™ and “ trifid ”
(terms, incidentally, whichi some of our own writers find objectionable, as they do
also the termn “multifd "), Delastelle’s “ bifid ” cipher was of the kind shown in
l'ig. 172. A two-unit alphabet must be used, and all possible two-unit combinations
must be convertible into letters. Any desired seriation-length may be agreed upon,

Figure 173
A Fractlional Substitution Based on Morse Symbols - M.E.CEAVER

The Alphabet, Arranged by Group-lengths:

E S [N N ] H (R RN ] B '.oq
T - U [ X Ao v [N R X “oe™
R o= . F “eve c —e™y
W gw= u X Rk Y wye-
I . D “ae - L [l X ] Z' iy
A o= K == a e . Q e~
H - G o=y, P [ Rogad ) L] -
M = 0 =u= J ewme Oh  =eee
§ E N D S U P
see 0 -, “es Bee  ssv  gu=, Reverss diglita, and re-group:
3 1 2 3 3 3 4 4 3 3 3 2 1 3

XXX bl XY XX - ] e

H K s 8 A E ¢)

though it should not be divisible by 2. In the figure, the key-word GENERAL,
7 letters, governs the scriation-length as well as the mixing of the key-square, 2 fea-
ture suggzested by Ohaver. The substitution is identical with that of the Polybius
square, except that the two units of the substitute are written vertically below the
original. Digits are then grouped horizontally in pairs, treating one seven-letter
group at a time (if the seriation index is ), and these pairs are replaced with let-
ters from the same key-square. It will be noticed that we have here a form of poly-
gram substitution, in which one seven-letter group has been replaced with another.
Also. that possible errors have been confined by the seriation feature to their own
seven-letter group.

Delastelle’s *“ trifid ™ cipher was of the same kind, except that a t}-ee-unit al-
phabet was required, resulting in three rows of units. It would have been the same
as that of Fig. 4, Chapter 77, but with the French accented E replacing the charac-
ter & All combinations of three units must be re-convertible into letters.

Fig. 173 shows a form of “ mutilation ” cipher once published by Ohaver. Be-
yond stating that its only key is the group-length (7 in the example), we leave the
student to figure it out for himself.

As an example of recent use (1918), we are told on cxcellent authority that the
Germans, for quite a long time during the World War, used a field cipher of the
following description: There was a preliminary substitution using a key-square of
the Nihilist type. except that the external co-ordinates were letters, and not digits,
and were chosen in such a way that the five or six letters used were letters having
very distinctive Morse symbols; this was for the avoidance of telegraphic errors.
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In some cases a § X 5 squarc was used, containing only a 23-letter mixed alphabet,
and in others a 6 x 6 square containing a 26-letter mixed alphabet and all of the
digits. The preliminary cryptogram obtained from this first encipherment was then
written into a transposition block and taken off by columns, using key-word colum-
nar transposition. The cryptograms were not afterward shortened by resubstitu-
tion, but were always twice as longz as their messages, and never contained any other
letters than the five (or six) originally used as co-ordinates. This German Field
Cipher proved very effective until finally broken by the great French analvtical
genius, Georges Painvin,

We shall make no attempt, here, to go into the decryptment of these ciphers.
The Delastelle “ bifid " is, perhaps, a practical cipher, and the student may try his
own hand at analyzing the example. The other examples should give no trouble.

154, By PICCOLA. (Delastelle's "Bifid."™ - Repeated words: AMERICA(N), ATTEMPT,
REPORT, THAT, THE, OF, 10, Othor short words: FROM, WITH,
BEEN, HAVE, Like{z words: REPORT, AGENT, CONFIRM, CABLE, atc),

QINHP RMLMG REKBXA HGTOL OCELO AODRI NHEWRO
AABMM IMMWI BMDAB THDIL THTHI NTLAQ MKCAMF
1VNEY NOFHB I1I1TRF QLADK VQINH PRMRB HSLLTU
ABUET SOAAB MMI¥EM IBPIV RQFTK HIRDF GNIEMN
ABENI LMKPA SIFIO PLYCC RCITW IVWMF GI00S
OERO1I KQIEF OVNVM QTDRS IOERI BUQCD OALLA

PLAAO O0OCAQO MEIDC NTIOL OLZDG,

The mixed alphabet here was placed in the square by stralght horlzontals, Elstory:
Mossage intercopted followinz a report that on the tenth of August an attempt had
been made to enter the Americen embassy ln & country where Royalists are oppesed tc
a group of radicals.

155. By PICCOLA. (Fractional. - Not so hard},

33323 11123 221311 11131 33113 22122 11231
23321 23311 3$2112 12223 12223 llzel 23232
21231 33231 12213 21223 21312 22232 32222
31113 12321 12223 23132 22212 31ez2l 211221l
l2232 32232 22322 33122 31213 11112 13333
12333 21331 11122 31131 11111 11322 123z
2l21l2 12223 32213,
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156, By PICCOLA,

EDCYB
AEZVW
BVAENW
AE pceB
EDYZC
EYZDY
DCXYB

XDCYB

ELEMENTARY CR YPTANALYSIS

AlZCBZ
DCAED
DCXAE
AEEWD
BVEDC
WCWED
ZAEDC

AzC2ZB

AVWXC

X

Y

c

Z

BYD
DCE
XYD
AXE

BAD

(Fractiorel., - Nor i3 thls wery hard}.

XBAEYX
YZVCEB
ZVDWZL
cCYZEBY
DZYCEB
YZVCEB
YZCVB

AEWDX

DCBVYA
WBAZYV
BEDXC
ABALZY
ACBVW
ADCWE
ABALY

YEDXY

EDWBX
EWXBX
BYAZD
ENXAE
AXYXEB
AXEED
EWXED

CZVVE

AEYZD
AEYDC
CBYWA
WDCXY
YAEDZ
CBAVE
VWCXY

DWCBRBA,



CHAPTER XXIII

INVESTIGATING THE UNkKNOowN CIPHER

When the type of encipherment is unknown, the decryptor’s first problem may
concern the probable language used in the plaintext, and this he is usually able to
determine from the source and history of the cryptogram,

His second problem is the major classification, and this, too, is usually simple,
since transposition, as a rule, can be recognized by its appearance. It must, how-
ever, respond to a group-test, and for cases in which this is needed, the approxi-
mate percentages for English can be taken as follows:

dee]s, with or without Y, about 40% (Variation limits: 35% to 45%)
Consonants LN RST about 30% (Variation limits: 259 to 35%)
Consonants JKQX Z about 2% (May be influenced by nulls).

The 5% variation is suggested in the Parker Hitt Manual. In this connection,
it should be pointed out that an apparent transposition with exactly 409 of vowels
and 1009% evenness in their distribution is suspicious. Many of the checker-
board systems result in this way, and also some of the codes based on pronounce-
able five-letter groups. Then, too, it is easily possible to construct a simple substitu-
tion cipher alphabet in such a way that the resulting cryptograms will resemble
transposition, and even respond satisfactorily to a group-test. It should be care-
fully ascertained that a supposed transposition cryptogram does not contain the
many repeated sequences which belong to simple substitution. As to those trans-
positions which do show an appreciable number of repeated digrams, they will prob-
ably have undergone one of the route transpositions, especially one in which col-
umns were taken off in alternating directions.

Concerning the characteristics of simple substitution, these have been scen
throughout the text; we have normal frequencies attached to the wrong letters, and
we have those numerous repetitions of various lengths, occurring at all kinds of in-
tervals, which are never found in a transposition. Here, too, we may apply a group
test, based only on the relative frequencies of letters. The five most frequent are
supposed to represent the letters £ 7 4 O N or their equivalents, and should total
about 45% of the text. The nine most frequent should total abouvt. 50%: the eleven
most frequent weil over 759 the five of lowest frequency (which would include

all of those totally absent) should correspond to the normal behavior of the group
JKQXZ.

If the simple substitution frequency count is present without the repeated se-

ﬂ!lpnces fhnn we nrohabkly hava a camhbinatinon af cimnle C|1]‘\Qflf1|flﬁ“ unf}’\ transg-
Laind A3 Hl UuuulJ I YL QG WWilllliGuivil v Jllllyl\- WAL AL AR AWIL Al

posmon. It becomes necessary to rewrite the cryptogram into various new
arrangements until one is found which will bring back the repeated sequences. Ordi-
narily, the simplest kinds of transposition will have been used; sometimes the trans-
position will have taken place in a comnpletz-unit block, and there will be a clue in
the total number of letters present in the cryptogram.

When all letters are present in the frequency count (or all but one or two in
“he possible cases of 25-letter and 24-letter alphabets), a period-investigation is usu-
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ally fndicated. The case of periodics has been seen at considerable length, though
a final int might be added for the detection of a possible Porta encipherment. One
of our miany collaborators, F. R, Carter, suggests that any Porta cryptogram, peri-
odic or otlterwise, ought to show from 52% to 53% of Ictters N to Z — the oppusite
of normal.

The characteristics of digram-enciphernient have been mnentioned. Other poly-
gram ciphers show corresponding characteristics, according to the polygram length,
thongh the teail grows fainter as polygrams grow longer. A trigram-system, for in-
stani‘e, might be present when the cryptogram is evenly divisible into three-letter
groups; it might suggest period 3, and might even show repeated sequences whose
length is a multiple of 3 and which begin at serial positions such as 1, 4, 7, 1o, which
are the beginnings of trigrams. A great many of the trigram systems will show
only repeated digrams beginning at these serial positions, or separated by intervals
which are divisible by 3.

A 5 x 5 square is often suggested in the fact of a missing letter; but the fact
of 26 letters does not deny one, since the careful encipherer may make use of his
missing J instead nf using J exclusively. Great evenness in frequencies may sug-
gest one of the key-lengthening devices, such as autokey and progressing key; and
the practical absence of repeated sequences will usually mean that a transposition
las been added to a substitution, It is never a bad idea, in a puzzling example, to
make the various digram-counts (in chart form): An actual digram count, in which
every letter is considered the beginning of a digram; a pair-count on separated pairs,
as in Playfair; the two counts which could be made with the cryptogram marked
off into three-letter groups; and the kind of pair-count which could be made in
Playfair if the first cryptogram-letter were omitted. Many devices, as mentioned,
may be uncovered simply by ** running down the alphabet.” And if the cryptogram
has come from an amateur * inventor,” it may be a case of digging into one's mem-
ory for previous “ inventions.” With this last case, however, the “ inventor " very
often fails to submit material in proportion to the amount of complication he has
introduced.

Of the examples to follow, there is none in which the system may not be learned
through analysis, unless perhaps the final unnumbered cryptogram, and the mate-
rial, in every case, should be sufficient for solution.

No. 163 follows Mr. Berkley’s encipherment plan, illustrated just above it.

No. 164 is said to have been taken from a German spy serving in the American
army in France. This applies, however, to the first fifty groups only; the re-
mainder was added to increase the length and to emphasize the plan followed by
the spy.

No. 166 was accompanied by a plot:

“ Supposed to have been found on the body of a man floating in San Diego
Bay. Autopsy shows death by drowning. Victim was a local banker who had
disappeared a few days earlier. Wife says no financial worries. No money miss-
ing. Banker had prospered during depression. Was yachting enthusiast. Our hero
solved the cipher with the unconscious assistance of a radio crooner. Tragedy oc-
curred in Angust, 1932.” The date was doubly underscored, but those who have
read the message have found no reason for this and no explanation for the * crooner.”
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157. By PICCOLA.
csRzv YPQZJ K
HDRWA JDFQD F
LTRNK 2ZPB2G R
LXIAI CPFJO O
158, By PICCOLA.
OCEEA TTITK S
ADSEO ETFTT T
RAWOB RUAOY E
RIP.

159, By TITOGI.
AHYNU HCEST I
LEREI OTNRL o0
TECDU TMSOT R
160, By PICCOLA, (Veiled

H

S

E

F

N

H

H

T
D

L

reforence to orypt Ne. 16617)

215§
KVQ UUCVM RTWZN GHQSA XO0OXPM
RZZ CGXPA JJTZU LHTGS ARBRXJJ
BNF YGEJN MTNJJ QHPJX MOBJA
RN H,
DTD STHOO YEAOE EPEBO TYTAO
RYW CTHOY LTOOH LRBTT UHKERRY
ELA BNERL REKEVCR IONSE IDRUE
NDO RFEHR WEATF NRFPA OTMAT
RHE EATES CTDIN WTSTOQO EATSI
DON GNIIS OFAET LITAS,

(a) BE2HQL DNND2Z
DEZ2UQ XLLLL
() LILVM FPOEY
BFYYC FIULL

() QBRTF FGVTU

161, By PICCOLA,

EGWGW GEGTU ¢
YENFS CLHMN Y
EAEGT URKFEK B
FADQT TCUNB o
YTEKEXF QCOTB X
NGBEW CEECS 2
RGMWX CFGQN I
BGXTZ TFXCE W
162, By PICCOLA.

SPPAS TALSEF U
LYREY ENEER O
POSRY PDOIN o

SPRFS KLLLL
{¢) TVIUX FRUOY
ZEFDV UELLL
(f) QBFPW YCLUD

ENSZE BQERIL.

LCUO XGKXKZT EGO
BXSE TNIWO CEG
EGKX BCTGZ YLX
GCOHR XCEWE CUYV
NEGCGT UCONT OPE
EKWNH EIKCC REG
CEBP EEWEN BKI
ECFV DTTUZ TEN
KXTE HS00A ESL
SWMEHB IRAET ORN
CEGT.

() LILVMN ST2UG
UQYPS FWXLL.
() GKPVD ZTAYT

VPZZ0 SWYNC.

BG BYLWM IQNEKEQ
CB FCTCs 27TVGEB
CH YEGCUYU 0XYTQ
EG CoCXY XGBEA&
LE KUVUN TOCNG
CT EGTUR KFKTEB
YF KFDOF EGNUC
EG WCLFM CTOVIL
EI CTRCH VUGSE
SH MODRO PEAOR
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The "NICCDINMUSY Cipker (Harold Berkley) SPECIMEN ENCIFPHERMENT

716

Keyr ME
6 3
TH
cI
I}
3E
B R

T

H P O B

H
4

4 I3
WMo QR 0O

o= nwm

163. Ry PICCOLA.

TYDQYV
xTCJ¢C
CVJJIW
ENZEI
GFHECK

QWENL

D
2

R mE o
mymoE QA

WPAZO

MLRPP

3

TJYV

I

P

EPB

ALO

164. By VULPUS.

PENAR
FUKXI
QFOFYN
ANEWS
VBXKO
KLFPE
PPVIT
HYEPD,
FWETA
TKOE
DQCQD

CPF

LCN
BvC
TCS

APE
WBO

IQE

TIQE

O QO #H o " T A
MmO o m O K

LR N N

<

EUAVA

WAP

1656, By PICCCLA,

FQ

=2 o 9=

WU O w g4 0O o o = v = L0
=R R I S R o T - I SN~ T - B o

Wl M
@ =3
HOMSY e

mOowmS s> OE
o B MW

BWBI

MEX VYV
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=
L]
=

) -
=
o)
X

= 2 0 O = oW < O <
B R > oMo o<
“ o g m QO > v o 1

P
-

Ha=OO0 -0

Q = W O = O e 5 W
[ S-S = N A~ s N S -
- T - - B - B - < B S

- = =

ommMmAaNn Mo
2O O

(Again that No. 1667)

ROVLL
REPDT
BELDP
DTLRC
LbJoOL
XEXOCL
RIXLK
RLFYL
LYOET

KXLNZX

A

X

B

L

K

T

b

LD

C A

L

E

T

[+

o
o

BCQX
LBXP
CAEL
LTXX
ORXP
MEOQ
FPX

DcC

=
L

KXEL

P

H

E

L

XL

L X

oM

RC

MD

B X

=
e B R =

N g M wm O

c
1
D
E
£
P
S

[+ ]

-

B A

X3

IN

LE OE
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VX

FX

MET...
6 3 B4ss

ETC...

WULVA

Q
Q

o o
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=
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ZOPUH
BIOTP
UPGWV
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TCT
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LTY
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RLO

LTKX

oLl

156,

HL
XL

XR

TKXLE
XQNKD

TBLKD

JINVESTIGATING THIE UNKNOWN CIPHER

XHXEX

BC

B

BLR

By CACHE. (Comtributer,

LO
oT

C.

Hl

RIXLT
RLDLG
LYXTL

Price, died

FXX

OLDLI

RL

EQOORX

DTXLL MLEBLT

MDCG L.

ELD
KXL

without explaining his key).

03
36
48
28
87
27
78

45

85
61
29
ol
76
25
0?2

87

12 45 5B 28

96 09
16 78
72 9%
77 64
22 39
T4 92

96 18

BHare is cne

o7
92
oz
51
42
47

ol

78
66
04
96
53
25

78

which

06 41 72

05
03
74
58
19
77

44

44 0B
10 38
61 06
43 76
93 41
81 15

29 45

14
06
17
99
(074
66
40

86

22 03

55
45
30
81
09
24

47

92
23
45
38
75
45

69

o2
16
72
72
87
87

o7

48

ncbody has ever been

17
93
96
69
69
37
o7

30

36 88 25 20 55 77

0z 15 36 37
73 01 49 25
74 93 77 23
89 55 99 23
91 87 S0 91
96 48 44 15

66 44 03 41

40 87
72 38
55 38
79 55
43 19
12 06

66 37

adle to deorypt:

VQBUP

VUFSA

WHNUQ

MPXKE

PVS

WEUM

JAJGJ

KQcQQ

PG
UX

GFPNU

GPNIV

FEHADQ LQMFL

LBOoDO

EDOXD

QJENJ

JNI

QJVEL

XHEWT

2§

XRGGW

74
42
92
24
51
40
9%

38

51
(1)
72
93

06

22

I1YC

KBP

23
33
24
47
99
38
93

06

LK

NF

UGWVZ

45
77
55
84
71
16
19

42

41 42
06 36
48 08
76 35
74 69
96 22
25 23

41,

21y

RG
TV

30
27
40
32
89
69

55

58,

XRZaAP
RRHTEB

GKFBC

24
54
92
8s
B4
38

30
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ENGLISH FREQUENCY AND SEQUEKCE DATA

{Complled from the MEAKER Dipram Chert)

Crinr and Froguency of Order and Frequency of
T Eipgle lettors [neding DIGRANS
T 1221 L 403 B l€2 TH 315 To 111  SA 75  MA
T 4959 D 3€H ¢ 6l HE 251 NT 110 EH 72 TA
A 803 c 3o Vv 93 AN 172 ED 107 1E 72 CE
0 794 U 3i0 K Y4 In 169 I8 1los S0 71 1C
N 719 P 229 Q 20 ER 154 AR 101 AS 67 LL
I 718 F 228 X 20 RE 148 ou 98 X¢ 85 A
S 659 M 225 J 10 ES 145 TE 94 e 64 RO
N OE03 W 2035 A ON 145 oF 94 EC 64 ot
£ 514 Y 13 EA 131 1T 688 I0 63 TT
TLI 128 HA 84 RT 63 VE
AT 124 SE 84 Co b5Y9 NS
Group Percspntages: ST 121 ET 80 BE 58 UR
EN 120 AL 7 DI 57 ME
AEIOQOU 23,587 ND 118 RI 77 LI 57 WH
OR 113 NG 75 RA 57 Ly
LHYRST 35.43%
List of Comrzon REVERSALS:
JEKEQX2Z .14
ER EE ON KO TE ET ST TS
ETAON 45.08% ES SE IN K1 OR RO IS s8I
: AN KA EN KB T0 OT ED DE
ETAONISRE 70,02% TI IT AT TA AR RA OF FO
Ordor of the leeding TRIGRAMS
In 10,0C0 Lottors of Somi-Xilitary Text - PARKER HITT
THE ENT FOR NCE OFT
AND 10N XDE EDT STH
THA T10 HAS TIS8 MEN
TNITIAL LETTZES CF WCRDS:
Crder, as fcurd by M E, OHAVER ... T A O SHIWC BPFDUR,
Order, as found by Ho C. YARDIEY .. TOA WBCDS FMRHIY,
FINAL LETTERS OF WORDS:
Order, 28 found by M, E. OHAVER ... E § T D X R 0 7, stc,
Crder, as found by H. €. YARDIEY ,. E T D N S R Y, ete,
SCTE: Llsts ¢f terninals (letters, 8lgrams, trigzrams); of common affixes,
short words, and common pattarn-words, c¢en be found in the booklet
"CRYPTOGRAM SOLVIEG™, obtalnable from the auther, M.E.Ohaver, at
Columbus, Chle. ’
XJMNT VOZBN QKHFBT FSFNJ UGPSU IJTBE 1t

56
56
35
55
55

(.
~E

54
53
53
53
51
49
48
48
47

atc.

atc,
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COMPARATIVE TABLE OF SINGLE-LETTER FREQUENCIES (Per 100)

ENGLISE GERMAN FRENCH ITALIAN SPANISH PORTUGUESE
A 7.81 A Se A 9.42 A 11.74 A 12.69 A 13,5
B 1.28 B 2.5 B 1.02 B .92 B 1l.41 B 5.
¢ 2,93 c 1.5 cC 2.64 C 4,50 ¢ 3.93 C 345 -
D 4.11 D 5. D 3.38 D 3.73 D 5.58 D s, -
E 13.06 E 18.5 E 15.87 E 11.79 E 13.15 E 13, -
F 2.88 F 1.6 F +95 F «95 F .46 F 1,
H 5.85 H 4. H o 77 H 1.54 H 1.24 H 1..
I 6;77 I Bc I Bo41 I 11-28 I 6025 I 6. .
J .23 J s J 189 J KR J -56 J .5 -
K «42 K 1. K e e K era X s K saw
L 3,60 L 3. L 5.34 L 6.51 L 5,94 L 3,56.
H 2.62 M 2.5 u 3-24 M 2-51 !! 2.65 M 405'
N 7.28 N 11.5 N 7.15 N 6.88 N 6,95 N 5.5
0 8.21 4] 3.5 0 5.14 0 9.83 0 9.49 0 11,5 -
F 2,15 P a5 P 2,88 P 3.0% P 2,43 P 3, -
Q .14 Q sea Q 1,06 Q .61 Q 1l.1s Q 1.5 .
R 6.64 R 7. R 6.46 R 6.37 R 6,25 R 7.5"
S 6.46 S Ta S 7.50 5 4,98 5 17.60 S T.5-
T 9.02 T 5. T 7.286 T 5.62 T 3,91 T 4.5 .
U 2,77 U 5. 0 6.24 U 3.01 U 4.63 U 4.
v 1.00 v 1. v 2.15 v 2,10 v 1.07 v 1.5 -
W,1949 w 105 w L N ] w at W LN ] w LN
x .30 x [ x .30 X LN x .13 x 02
Y 1.51 Y 'YX Y 024 Y a0 Y 1.08 Y are
Z .09 2 1.5 2 a2 Z « 45 2 .35 Z 3,
Vowel Percentages:

Englieh German Frenoh Italian Spenish Portuguese
40% 40% 45% 48% 47%, 487%
Porcentages for L NR S T:

33% 34% 34% 30% 31% 297,

NOTES: ENGLISH frequencies, which may be compared with these of Mr. Meaker,

(A, B.05; B, 1.62; C, 3.20; eto.), wero taken from M.E,OHAVER.

FREMCH, TTALIAN, and SPANISH frequencles were taken {rom a oount

made dy the author. All four counts are based on 10,000 lettars
of literary text, and the dropping of the decimal polint gives
the aotuel count. The frequencles given for GERMAN and PORTUGUBSE

are approximations, reduced from cther texts, probably military.
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SCME FOELIGN LANKGUAGE DATA

NOTEs Froquoncies of letters, anl their order, are not fixed queantities

in any larguage. Group froguencles, hownvor, ars {airly ronstent

in every lansuere, (These may bte computed from the Comparative

Tabls for any desirod group in the lenguages givon.) Of tho materiasl
which follows, portions camo from Lange and Soudart, and from Valerlo,
but exmct sources wore not in overy oase furnished to the author.
GERMAN
Order of single letters: ENIRSADTUGHOLBMCFWZKYP (JQXY)
Order of digrams: EN ER CH DE GE El IE 1K NE ND BE EL TE UN ST DI KO UE SE AU RE HE
Order of trigrens: EIN ICH DEM DER TcN CHT SCH CHE DIE UNG GEN UND NEN DES BEN RCH
Ordor of tetragrems: ICHT REIT HEIT CHON CHEN CHER URCH EICH DERI AUCH SCHA SCHE

SCHI SCHO SCHU  (Furnished by JOSEPE ARTEOLD),

Peculiarities:

¢ '5 practienlly alwavs followed by H (or ¥), and SC by H.
Word-lerzth is pormally greater than in English.

FRENCH
Order of single letters: EAISTNRULODMPCVQGBFJHZXY (KW

Order of digrams: ES EN OU DE NT TE ON SE AI IT LE ET ME ER EM OI UN QU

.

Order of trigrans: ENT QUE ION LES AIT TIO ANS ONT ANT OUR AIS 0OUS

Pesullerities:

o Q followed by U and a secend vowel,
Four end five vowols may be found inm saquence ("J'ai oul dire,."), but
E saldom tcuckea tho other vowels, D and M contact E about 75% of the
time, and L conscts it over 5075 of the time. It is unusual to find
more than four consorants in eequence; when five are found in
succession, one is alrmost surcly the final S of a plural word.

Order of doubled letters: S LM RTNPECTF
Ordsr of initlels: PASMCEDTVFRBLGJIQNOHRUYXZ
Order of finals: ESTRNDAIXZLCUPFY

Average word-length: 4.3 letters,
Corworest short words, in order: DE IL LE ET QUE JE LA NE UM LES EX CE SE SON MON

PAS LUI IE AU UNWE DES SA QUI EST DU
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1TALIAE
Order of single letters: EAJONLRYSCDPUMYGERFBQZ (JXKXWY)
Order of digrems: ER ES Oli RE EL EN DE DI TI 81 AL AN RA NT TA CO

Order of trigrams: CHE EFE ZIC DEL ECO QUE ARI ATO EDI IDE ESI IDI ERO PAR NTE 8TA

Peculliarities;

T Q followed Ly U end » second vowsl, H largely precedsd by C, in CHE,CHI,
or somotimes by G in GHS GRL., Z most often part of ZI0 or NZA.
The frequencics of the vowels E A I Q often exchange places.
Doubling el consorants 1s vory frequent.

Order of doubled letterc: LTSCRGCPNBUZFYID
Ordar of initials: SPACDYTNFIGQREBLNOGUZEHR
Order of finals: G E A 1 {(Others, 4f used: R L D N)

Averags word-length: 4,5 lotters.
Commenest short words, in order: LA DI CHE IL NON 51 LE UKA 10 IN PER U¥ I lo Piy

DEL MA SE

SPANIGSH

Ordor of single lotters: EAOSNIRLDUCTMPBEQGVYJFZIX (KW
Crder of dlgrams; ES ENEL DE LA OS AR UE RA RE ER AS ON ST AD AL QR TA CO

Order of trigrams: QUE EST ARA ADO AQU DEL CIO NTE OSA EDE PER IST NEI RES SDE

Faovliarities:
Q followsd by U and & socond vowel. The only doubles are
1L, ER, CC, EE, KN, 00, in the corder given, but tro latter throe
are very rere, Group frequenciss somewhat less stable than
in ths cother langusges.

Order of initiale; CPASMEDTEVRUNILBGFQOJZ
Order of finals: QASENRDLIZ

Aversze word-length: 4.4 loiters,
Cormoneat short wirds, ir crder: DE LA EL QUE EN KC COR UN SBE SU LAS 103 ES ME AL

10 SI MY WA DEL POR SUS MUY HAY MAS

PORTUGUESE

Orcer of sinzle Jetters: AEORSINDMTUCLPSVFGHBJZI (IWY)
&

Order of 8igrama: ES DE 4S5 RO TN SO DM TE ER NT SC AD OR AO SA TE AR EX QU UE 0D ST

03
Order of trigrern: QUET ENT NTE DES LST ODS ACO CON STA MEN ADE DOS ARA COMX

Much Mke Siunich, Srzcdeh cles bocomes cang 11 becomes 1k,  Articles drop
the L: cs, 83, in plees of Spinish loa, las, eto,



BIRLIOGRAPHY
By W. D. Wirr

An extended bibliography of cryptography would fill many pages and is there-
forc beyond the scope of this work, but it is hoped that the following short selected
list will be found useful. Some of these works are out of print or otherwise un-
obtainable, but may, in some instances, be found in public libraries or in old book-
stores, The Riverbank Publications may be consulted at The Library of Congress,
Washington, D. C.

More or Less ELEMENTARY VWORKS

BovEr, Joux Q. * The Cryptogram ” in Real Puzzles by John Q. Boyer, Rufus T.
Strohm and George H. Pryor, pp. 147-154. Baltimore, 1925. (Simple sub-
stitution ciphers only.)

BURANELLY, PrOSPER, MARGARET PETHERBRIDGE and F. GrEGOrY HArRTSWICK. The
Cryptogram Book. New York, 1928. (Simple substitution ciphers only.)

Hirt, Parker (Colonel). The A B C of Secret Writing. New York, 1933.

Lysixng, HENRY, pscud. (John Leonard Nanovic). Secret Writing. New York,
1936.

———. The Cryptogram Book. New York, 1937.

Maxnsriewp, Lours C. S. The Solution of Codes and Ciphers. London, 1936.

——. One Hundred Problems in Cipher. London, 1936.

Onaver, M. E. Cryptogram Solving. Columbus, Ohio, 1933. (Simple substitu-
tion ciphers only.)

Troxas, PAauL B, Secret Messages. New York and London, 1928. 2nd printing,
1g2g.

WixporpH, J. Frep (“ Phil Down "), * Cryptograms: Their Construction and So-
lution " in 4 Key to Puzzledom, pp. 53-64. New York, 1906. (Simple substi-
tution ciphers only.)

Yarorey, Hersert OsBorxe (Major). Vardleygrams. Indianapolis, 1932. (The
London edition (1932) bears the title Ciphergrams.)

Apvancep WoORKS

Friepman, Wieiam F. (Lt.-Colonel). Elements of Cryptanalysis. Washington,
Gov. Printing Officz, 1924. “For Official Use Only.” (Contains a bibliog-
raphy. Out of print and unobtainable.)

——. See also Riverbank Publications.

Grvrerce, MArceL (General). Cours de Cryptographie. Paris, 1st edition, 1925,
2nd edition, 1932.

Hirt, Parrer (Colonel). Manual for the Solution of Military Ciphers. Fort
Leavenworth, Kans,, 1st edition. 1916, 2nd edition, 1918,

Riverbank Publications. Papers (except No. 19) by W. F. Friedman. Depart-
ment of Ciphers, Riverbank Laboratories, Geneva, Illinois,

No. 15, 1917. ““ A Method of Reconstructing the Primary Alphabet.”
No. 16, 1918. “ Methods for the Solution of Running-key Ciphers.”
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No. 17, 1918. * An Introduction to Methods for the Solution of Ciphers.”

No. 18, 1918. * Synoptic Tables for the Solution of Ciphers, and a Bibliography
of Cipher Literature.”

No. 19, 1918. * Formulae for the Solution of Geometrical Transposition Ci-
phers,” by Captain Lenox R. Lohr, with an introduction by W. F. Friedman.

No. 20, 1918. * Several Machine Ciphers and Methods for Their Solution.”

No. 21, 1918. ‘' Methods for the Reconstruction of Primary Alphabets.”

No. 22, 1922. “ The Index of Coincigiencc and Its Applications in Cryptographic
Analysis.” )

Sacco, Lutct (General). Manuale di crittografia. Rome. 2nd edition, revised and
enlarged, 1936. (The first edition was privately printed under the title No-
ziont di crittografia. Rome, 1930.)

ZAnotTI, MArIO. Crittografic. Milan, 1928.

MisceLLANEoUs (Primarily descriptive of systems, historical, special essays, etc.,
usually with little on cryptanalysis.)

r

Anon. * Cryptography " in Encyclopaedia Britannica, Vol. 6, 14th edition, New
York and London, 1929. (Contains a bibliography.)

BaLr, W. W, Rouse. * Cryptographs and Ciphers ” in his Mathematical Recrea-
tions and Essays. 7th edition, 1917 and later. (Latest edition is the 11th,
1939.)

Brair, WirLiaMm, “ Cipher in Diplomatic Affairs ' in Rees’s Cyclopaedia. 1803-

“181q.

CANDELA, RosAri0. The Military Cipher of Commandant Baceries, An Essay in
Decrypting. New York, 1938,

FriepmaN, WiLrLiam F. (Lt.-Colonel). “ Codes and Ciphers ” in Encyclopaedia
Britannica, Vol. 5, 14th edition, New York and London, 1g29. (Contains
bibliography.)

—~——. ‘“Edgar Allan Poe, Cryptograpber ”” in American Literature, A Journal of
Literary History, Criticism and Bibliography, Vol. 8, No. 3, Nov. 1936, pp.
266-280. Duke University, Durham, N. C.

HuLME, FREDERICK EpwARD. Cryptography, or, The History, Principles and Prac-
tice of Cipher-Writing. London, 18¢8.

LAnGE, ANDRE and E. A. SoUuDArRT. Traité de Cryptographic. Paris, 1st edition,
1925, new edition, 1935. (Contains an extensive bibliography.)

LANGIE, ANDRE. Cryptography. Translated from the French by J. C. H. Macbeth,
London and New York, 1922.

PratT, FLETCHER. Secret and Urgent, The Story of Codes and Ciphers. Indian-
apolis, 1939.

YArpLEY, HERBERT OsBORNE (Major). The American Black Chamber. Indian-
apolis and London, 1931. Reprinted, New York, 1933, London, 1934.



THE COMMONEST ENGLISH WORDS

Below are listed the hundred most frequently used words in English. The fig-
ures give occurrences in 242,432 words of English text taken from fifteen English
authors and many newspapers. Compiled by Frank R. Iraprie, after the rest of the
book had been completed.

THE 15568 OR 1101 WHEN 603 ONLY 309
OF q767 HER 10G3 WHAT 570 ANY 302
AND 7638 HAD 1062 YOUR 533 THEN 2g8
TO 5739 AT 1053 MORE 523 ABOUT 204
A 5074 FROM 1039 WOULD 516 THOSE 288
IN 4312 THIS 1021 THEM 498 CAN 285
THAT 3017 MY 963 SOME 478 MADE 234
IS 2509 THEY 059 THAN 445 WELL 283
1 2292 ALL 881 MAY 441 QLD 232
IT 2255 THEIR 824 UPON 430 MUST 280
FOR 1869 AN 789 ITS 425 US 279
AS 1853 SHE 775 ouT 387 SAID 276
WI1TH 1849 HAS 753 INTO 387 TIME 273
WAS 1761 WERE 752 OUR 386 EVEN 272
HIS 1732 ME 745 THESE 385 NEW 26
HE 1727 BEEN 720 MAN 383 COULD 264
BE 1535 HIM 708 up 369 VERY 259
NOT 1496 ONE 700 DO 360 MUCH 252
BY 1392 SO 696 LIKE 354 OWN 251
BUT 1379 IF 684 SHALL 351 MOST 251
HAVE 1344 WILL 630 GREAT 340 MIGHT 250
YOU 1336 THERE 668 NOW 331 FIRST 249
WHICH 1291 WHO 664 SUCH 328 AFTER 247
ARE 1222 NO 658 SHOULD 327 YET 247
ON 1155 -WE 638 OTHER 320 TWO 244

ENGLISH TRIGRAMS

The ninety-eight most frequent English trigrams, combining a count of 20,000
trigrams by Fletcher Pratt, in “ Secret and Urgent,” supposed not to include over-
laps between words, ar.] 5.000 by Frank R. Fraprie, including overlaps. This table
and the following one are not referred to in the text, having been compiled since the

red to in the text, ha been compiled since the
completion of the book.

THE 1182 HER 170 HIS 130 ITH 111
ING 356 ATE 165 RES 125 TED 110
AND 284 VER 159 ILL 118 AIN 108
ION 252 TER 157 ARE 117 EST 106
ENT 246 THA 155 CON 114 MAN 101
FOR 191 ATI 148 NCE 113 RED 101
TIO 188 HAT 138 ALL 111 THI 100

ERE 173 ERS 135 EVE 111 IVE 96
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INE 73 ORE 63 ART 8
‘I}VI%% gg WHI . 51 BUT 64 NTE gg
ONS 92 OVE 71 OUT 63 RAT 58
ESS go TIN 71 URE 63 TUR 58
AVE 84 AST 70 STR 62 I1ICA 57
PER 84 DER 70 TIC 62 ICH 57
ECT 83 ous 70 AME 61 NDE 57
ONE 83 ROM 70 COM 61 PRE 57
UND 83 VEN 70 . OUR 61 ENC <6
INT 80 ARD 69 WER 61 HAS 56
ANT 79 EAR 69 OME 60 WHE 53
HOU 77 DIN 68 EEN 59 WIL 55
MEN 76 STI 68 LAR 59 ERA 54
WAS 76 NOT 67 LES 50 LIN 54
OUN 75 ORT 67 SAN 59 TRA 54
PRO 75 THO 66 STE 59
STA 75 DAY s ANY 58

ENGLISH DIGRAMS

The one hundred and nine most frequent English digrams, compiled from a
count of 20,000 trigrams by Fletcher Pratt, in ¢ Secret and Urgent,” supposed not
to include overlaps between words, and 5,000 by Frank R. Fraprie, including over-
laps.

TH 1582 RO 27§ WI 188 SA 146 CcT I11
IN 784 LI 273 HO 184 NI 142 TU 108
ER 667 RI 271 TR 183 RT 142 DA 107
RE 625 10 270 BE 181 NA 141 AM 104
AN 542 LE 263 CE 177 oL 141 CI 104
HE 542 ND 263 WH 177 EV 131 SU 102
AR 511 MA 260 LL 176 1IE 129 BL 101
EN 511 SE 259 FI 175 MI 128 OF 101
TI 510 AL 246 NO 175 NG 128 BU 100
TE 492 1C 244 TO 175 PL 128 ‘
AT 440 FO 239 PE 174 v 127

ON 420 IL 232 AS 172 PO 12§

HA 420 NE 232 WA 171 CH 122

ou 361 LA 229 UR 169 EI 122

1T 356 TA 225 LO 166 AD 120

ES 343 EL 216 PA 165 SS 120
ST 340 ME 216 us 165 IL 118
OR 339 EC 214 MO 164 oS ' 117
NT 337 IS 211 OM 163 UL 115
HI 330 DI 210 Al 162 EM 114
EA 321 SI 210 PR 161 NS 113
VE 321 CA 202 WE 158 0T 113
Co 26 UN 201 AC 152 GE 112
DE 275 UT 189 EE 148 IR 112
RA 275 NC 188 ET 146 AV 111






SOLUTIONS -

Page 8

1.
2.
3.
4,
S
6

Open Sesame! (Read initial letters.)

Police on trail . . . (Read 2nd letters of words,)

Being held . . . {Read every 5th lctter.)

This is a null cipher, (Progress 1-2-3 etc. within words.)

Send supplies . . . {Read every 3ud word.)

Why not use . . . (Read every 3rd letter, beginning with 2nd. )

Page 16

7-
8.

9'
10.

11.
12,

13,
14,

15.

Thisisan . . . {Write in columns of 5, normal order,)
Three hungry Esquimaux . . , (Box 8 x §; write in ascending
diagonals from upper left corner.)
Well, Iswan . ., . (Box4 x 8; write in cclumns, normal order. )
Magic squares are simple , , . {Taken out by rows, normal order,
from this magic square where plain letters are put ordinally:

20 11 2 49 40 31 22

12 3 43 41 32 23 21

4 44 42 33 24 15 13

45 36 34 25 16 14 5

37 35 26 17 8 6 46

29 27 18 9 7 47 38

28 19 10 1 48 39 30

Best trust the . , . (Box7 x 22; write in columns, normal order. )
Art is a bitof , , , (Box S x 10; write in columns, normal order, )
Fifth battalion . . . (Box 9 x 10;write in columns, normal order.)
For some real fun . . . (Box 11 x 6; cclumns taken out in normal
order, but even-numbered columns reversed.)

It is not the , . , {Box7 x 7; taken out spirally counterclockwise
from center,)

Page 24

16,
17,
18,
19,

20,
21

-

Following message received , . . (Box 9 x 8; columns taken out
by key NAVAL TOWN,)

Research is like , . . (Columns transposed by key 71536248, then
taken out by ascending diagonals from upper ‘eft corner,

The E foot N of T the E rainbow . . .{Transposed by key
ENTERPRISE, then taken out spirally counterclockwise from upper
left corner,)

Man wants but little . , ,
The keyword used . . . (Key ADJUST.)

Now don't get excited | | |, (Key, COLUMNARS), Still this ex~

ample ., . . (same key, but all even-numbered columns taken
off reversed,)

(Key PATTERN, )

Page 35

22,
23,
24,
25.
26,

The dog insists that the same grille . . ,

Advance right flank to a point . . .

Information about suspected espionage ., . .

I find the grille very interesting . , . (Four blocks of 6 x 6,)
There once was a gal in Ark . . ., (Two blocks of 8 x 8.)
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27. A grille is easy.to solve , , .

28, Homnesty is said to be the best policy, but watch out for 2 dirty
trick quite soon. {Fowr separate grilles used, each twice with a
half~tum, for 8 letters at a time,)

Page 52

29, Signal Corps reports . . . {Key SIGNAL CORP.)

30, There wasanold gramp . . . (Key DISPIRIT,)

31, Jackson wires that ., . . (Key PIN GAME,)

32, See the funmy pelican , , . (Key INSUBORDINATION,)
33, To solve this . . . (Key SIMILALR,)

34, Philosoplier XX Generally , . . (Key PHILOSOPHER. )
35, Oh yes that dirty trick . . . (Key 539284176.)

Page 66

36, (a) See if yon can get in touch with Jimmy,
(b)Y AIll right, tell me what you want of Jim,
(¢) Tel him to be ready for that stickup.

37. (a) The mixing up of words in a plai
(b} ntext often gives ., ., .

38, Hollywood is the place . . . (Nihilist; key 3 1 4 10 8 52 7 6 9;
taken out by rows,) g

39, I am not sure this is a good way to write a Nihilist message ., ., .

40, Enemy will attack , , . (Four blocksof 5 x 5; rows transposed by
key FRANK; taken out spirally clockwise from center,)

41, The above message has four completed units and each unit was a
five by five square with columns transposed using the keyword
DAMON, then taken off from the center in a counterclockwise
spiral XX, (Key THE ABOVE MESSAGE HAS FO, This description
does not apply to No. 40.)

42, (a) Inthe past , . , (b} Signalsin broad daylight ., . .

(c} Are you clever enough , . . (Key AMIABILITY.)

43. This, my children , . . (Null cipher; read 2nd and 4th letter of

i each group, ) .

44, Emny wun lLoo tinks he nose awl about sifurs , . . (Periods of 18;
odd-numbered letters of each period taken out first, then even-
numbered. )

Page 86

45. If you had trouble , , .
46, Davis reported buying . . ,
47. The trapdoor spider , . .
48, When a message . ., .

49, No, this is not an Aristocrat . ., . (Order of words in plaintext is
reverse, )

Page 92

50, While boxing with a friend , , .
51. Without haviug had experience . . .
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52, A dog canrun only halfway . . .

53, Civilization means concentration , ., .

54, Due to refraction ., . .

55, Life in a trailer . . .

56. Professions of patriotism , . .,

57. Mrs. Apple, serving dinner ., . .

58, Package store policy . . .

59. Am sorry to take up . . .

60, Downcast actor complains . . .

61. Social tactis . . .

62. Big oaks from little . . .

63, Trailer home shouldbe . . ,

64, Some solving aids . . .

65. Dumb minx knots damp rope . . .

66. At spring moon dog attends . . .

67. Ridiculous usurpation once , . .

68. Couple spread lunch alfresco . . .

69, Chemist experimenting with arfvedsonite . . .
70, Pharmaceutical farmer propagates , . ,
71. Awkward madam reverses level kayak . . .
72. Ptarmigan, pschometry, pfennig, phaeton . . .
73. Spry miauling lynx irks . . .

74, Dancing down fairway, madcap ouphe , . .

75. Weird allies, oriental fiend , ., .

76, Playful stray angora kitten , . .

77. Chowchow diet with agaragar . . .

78. Glyceryl trinitrate, otherwise nitroglycerin , . .
79, Sentinels, watchful, alert . , .

80, Young nimrod catches tularemic . . .

81, Foxy thug sapt hick dick . . .

82, Zebra yawns, wakes , . .

83. Nymphs waltz, vex frog . ., .

84. Phlegmatic lifeguards purchasing ., . .

85, Pigmy subkingdom upsct when okapi . . .

86, Humipbacked Notre Dame dwarf . . .

87. Ichthyosauri, plesiosauri gambol . . .

88. Holiday crowds watch youths ., . ,

89. Rapt immedico opines zeugma . . .

90, Devout kaik-beclad hadji . . ,

91. Omithorhyncus, pterepod, grysbok . . .

92, Languid, grumach tzigane, zestful , ., .

93. Thrasonical yahoo watched xanthous . ., .

94, Psychophysic brightsmith hamstrung . . .

95. Mirza, gawky bucko, hides pyxis . . .

96. Oerlax, uhlan, adzing ngaio .
97. lItivimiut eskimo behind igdlu . . .

98, Abracadabra cryptogamic cythla . . .

99, Uyezd bans kefir. Kumys-mad muzhik . . .
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Page
100.

101.
102,

1U3.

Page

104,

105,
106.
107.
108.
109,

P 2 ge

110.
111,
112,
113.
114,
115.

Page

116.
117.
148,
119.
120,
121,
Page
122.

123,
124,
125,
126,
127,

107

Pians are made to attack the city at daybreak , . . (Key HIS
MAJESTY THE KING WOULD DINE, )

All of the things . . . (Simple substitution, written backwards, )
Have Murphy interview . . ., (Simple substitution with variants
for £ T,)

¥From what people say , . . (Checkerboard, with co-ordinates
4 x 1,)

116

(Title) A strange disappearance. (Key STRANGE,)

(Iy Millerreports . . . (Key FAVORITE,)

(I) Latest report , , . (Key WHAT BUNK),)

(III) News not confirmed , . . (Key FUDGE.)

(IV) The Jost is found . . . (Key EUREKA,)

The average length ., ., . (Key CREDO.,)

After learning the fundamentals . . , (Key PLEASURE,)
There are three hundred . . , (Key SOLAR.)

Solving ciphers . . . (Key BIVOUACS,)

XXX We donot . . . (Key DAVID,)

125

In other men . . ., (Key 13258406.)

Cipher solving . . . (Key 95042163.)

When you get a cipher , . . (Key DOGGEREL, )
Crossword puzzles , . . (hoy PUZZLES,)

For a young girl . . . (Key VARIANT,)

We have exciting news . . .

137

The idea that one gets . . . (Key DELUSION,)
Ciplier enthusiasts , . . (Key FRIENDLY.)
You should put great men . . ., {Key FIVES,)
Real optimism consists in . . . {Key WORK,)
These also are proverbs . . . (Key SUNDRY.)
Director found potential celluloid star , , .
145

Sent bias tape by agent three STOP, Comp nstructions ar
impregnated on the strip STOP, Karl, (Key starts INHUMAN
OREJONS MURDER ., , .

When all common trigraphs , , , (Key TRIGRAPHS,)

Freckles in profusion . , . (Key ROCHESTER, )

Oh say can you see , . . (Key 471302.)

My contribution to the unkrnown cause ., . . ‘

A mull or quirk has deceived zou . ., . (Plain N's replaced by M;
cipher N's replaced by O; null N's inserted in wordbreaks in cipher-

text. Key PERPLEXITY.)
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Page 158

128. To CCC camp educational instructors . . . (Key FAITH,)

129. To CCC camp . . . (Key HOPES, )
130, To CCC camp . . . (Key AND LOVL,)

Page 168

131. Once upon a time , . . (Nihilist; key APPLESAUCE,)

132. Perhaps it should be pointed out . . . (System of Fig. 131,)

133. Sam's girl is tall and slender , . . (Primary alphabet REPUB-
LICAN.)

134, Meet me at three,

Page 184
135, When Jack Boomer . . . (Alphabet WOLF HUNTER; key BOUNTY
under A,) ‘

6 Alnie Stoanhan

wrOlIno
s 431015 OSLLPHITL ) YRRy

DOWRIES under B.)

137, The American Constitution . , ., (Alphabet ANDROCLES; key
TERMINAL under A, )

138, Recent press dispatches . ., . {Type II; alphabet PICOLA; key
KPA under A, )}

139. Speaking of secret communications . . , (Type N/-N; key
SCHNITZEL umder A, )

Viennesge ,

habet BIGAMY; key

Alph IGAMY

Page 191

140. The American Cryptogram Association . ., . (Alphabet BLACK-
SMITH. )

141, If you wish more cryptograms . . . (Alphabet WONDERFUL,)

142, How long have you been married . . . (Enciphered by Type II
in groups of 5; alphabet UNCOPYRIGHTABLE; key CROSS under A.}

143, The foregoing is not definitely arranged, (Box 7 x 5; columns
taken out in normal order, bat columns, 1,2,5,6 reversed,)

Page 197

144. God made the country . ., . {Key MASTODON, )

145, The Man in the Iron Mask . , . (Key FRENCH,)

146. MMBR Pity isone of . . . (Key PITY.)

147. To live content , . . (Key LOVE )

148, Ever hear a transpositlon called a tramp Q. (Box 5 x 7; columns
taken out by key 34521,)

o N
C Ao

149. Enemy agents . , . (Alphabet SAN DIEGO, )

150. The Playfair cipher ., . . (Alphabet GRAYSON.)

151, The use of the word . . . (Alphabets INDOMITABLE, QUAG-
MIRES, )

152, The trouble with most people . . . (Key HOCEY.)

153. DearBill , . , (Alphabet UNWAVERINGLY.)
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Page 211

154,

Report from agent . . ,(Period 7; alphabet IMPOST,)

155, These things are not very hard to solve even when the trinumeral
alphabet is in mixed order, (Each pericd of 25 Ietters put through
norraal columnar transposition in box 5 x §; numerals substituted
fromt Fig. 4, written in column; taken out by rows within each
group of 5.)

156. This is the shortest message . ., . (Baconian, with each group of
7 in ciphertext reversed, )

Page 215

157. A professor says ., . . (Beaufort; key CHINA,)

158.
159,
160.
161.
162,

163,
164.

165,

166.

167,

The keyword to this block . . . (Columnar transposition; key
PSYCHOPATHIC.)

How about releasing Tony . ., . (Simple substitution contrived
to look like transposition, Plaintext is a null cipher; read every
Sth letter: Being held, trail bearer,)

Great opportunity . . . {Phillips; alphabet CONTEMPTIBLY,)
This is the same key . . . (Playfair; alphabet CONTEMPTIBLY
written in a special way stated in the plaintext.)

Does the superimposing . . . (Incomplete columnar transposition;
key 9 11 6 1 834 7 5 10 2,)

Perhaps it was not obvious . . . (Key CHIKORY,)

Tentatlve date U, S, Attack St. Mihiel salient Sept, 14 , . ,
(Checkerboard 5 x 7 including nine digits. )

Now just a simple substitution . . . (Simple substitution with
plain J used as a word separator, )

If you don’t bring the money tonight, you will soon find that I am not . . .
(Mexican Army Cipher Disk with a mixed plaintext alphabet—THEP-
ANICLOWS; Key 01, 40, 76, 91.) This solution was given for the first
time at the 34th annual convention of the American Cryptogram Associa-
tion {Montreal, 1967).

Unsolved. :
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INDEX

Amateurs, devices proposed by, 132, 140,
152 .

“ Amsco ” transposition cipher, st

Anagramming, 22, 29, 45~50

Anagramming, multiple, 32, 5668

* Aristocrats,” 69, 72, 88

Auto-encipherment, 146-158

Bacon’s biliteral cipher, 6

Basic cipher alphabet, 164

Bassitres processes for autokey, 147-15:
Beaufort ciphers, 121

“ Bifid * substitution, 210

Book cipher, 106 '

* Caesar ? alphabets, 69, 71, 100, 108, 118,
‘130

Characteristics of systems, 53, 100, 103, 105,
130, 153, 168, 201-203, 213~214

“ Checkerboard " alphabets, 102, 104, 164,
209

Cipher, meaning of, 1

Cipher alphabets, 69, 130, 159, 172, 185

Cipher disks, 108, 111

Cipher disks, special application of, 192

Classification of ciphers, 1

Classification of substitutions, 68

Code, 1, 106

Collon systems, 209

Columnar transposition, 11, 17, 23, 37-52

Columnar transposition, double, 54

“Columns ” in autokeyed ciphers, 146

Combination block, 44

Combination cipher, 1, 4, 6, 68, 207, 209,
213, 216

Complements, complementary alphabets,
123

Complete-unit transposition, 9

Concealment cipher, meaning of, 1

Concealment ciphers, 4-8

Consonant-line method for simple substitu-
tion, 88

Contact count, 74, 77, 83, 173

Conventional writing, 4

“Crypt,” 72, o1

Cryntanalysis, meaning of, 3

Cryptogram, meaning of, 1
Cryptographic security, 2
Cycle (see period or unit)
Cyclical encipherment, 186, 200

Deciphering alphabet (or key), 71, 104
Decipherment, meaning of, 1
Decoding, meaning of, 2
Decrypt, meaning of, 1
Definitions, miscellaneous, 1
Dictionary cipher, 106
Digram, meaning of, 1
Digram count, 83
Digram-solution method for simple substi-
tution, 83
Digram tests, 45, 46, 47, so
Dissimulated writing, 4
Double-key substitution, meaning of, 68
Double Myszkowsky transposition, 60
Double substitutions, 155, 164, 193
Double transpositions, 18, 54

, 68-70

Empty, or negative, words, 76
Encipherment, meaning of, 1

Encoding, meaning of, 2

*“ Entry,” 74

Equivalent slide (or alphabet), 169, 180

Factoring, in transpositions, 12, 42

Factoring of intervals to find a period, 128,
132

“ Force Method,” g0

Fractional substitution, meaning of, 68

Fractional substitutions, 209-212

Frequency (see statistics)

Frequency counts, 74, 83, 129, 161, 173

“ Frequential checkérboard,” 105

German field cipher (the ADFGVX), 210
Grandpré's word-square, 104-105

Graph, graphic appearance, 106, 131, 173
Grille, Fleissner's, 26

Grille, Richelieu’s, 4

Grille, Sacco’s indefinite, 12

Grille, turning, 26

Gronsfeld cipher, 117
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Group-apnlication  in polyalphabetic ci-
phers, 135

Group percentages (see staiisiics)

Hermann cipher, 143

Index-letter (or eell), 111, 119, 124, 143, 169

Indicators, 101, 143

Intervals, alphabetical and lineal, 169, 180,
193, 194 ,

Intervals in cryptograms, 43, 127

Inverse alphabets, 69

Irregular transposition, 37-67

Isolating a cipher alphabet, r22

Kasiski method, 127

Key, meaning of, 1

Key-alphabet, 108

“ Key-frame” (or *skeleton”), 86, 175,
206

Key-interruption, 143

Key-length, 11, 17, 42, 127, 147

Key-lengthening devices in Vigenére, 143

Key-letter, 108

* Key-phrase ™ c¢ipher, 103

Keys for simple substitution, 69

Keys, preparation of, 1y, 26, %0, 104

Keys, recovery of, 23, 33, 39, 40, 43, 50,
58-63, 64, 83, 106, 124, 150, 157, 163,
164, 167, 175-183, 188-190, 205

Keywords, uses of, 17, 70, 146, 169

Knight's tour, 10

Legrand’s open-letter cipher, §

Levine's concealment ciphers, 4

“ Lining up” frequency counts, 162-163

Low-frequencies, assistance from, g9, 100,
129, 136, 138, 160

Low-frequency contacts, %8, 174

Magic squares, 10

Mathematical aspects of multiple-alphabet
ciphers, 142, 131, 193, 196

Mechanical methods, 21, 32, 45, 56-58, 133,
138, 149

Military aspects of ciphers, 3, 55

Mirabeay’s cipher, 209

Mixed alphabets, 70, 169

Monoalphabetic substitution, meaning of,
68

Morse alphabet, 210

" Multifid " atphabets, 209

Multi-literal substitutes, 6, 7, 104

216 INDEX

Multiple-alphabet ciphers, r08-197%

Multiple-alphabet substitution, nieaning of,
63

Multiple miessages, 56, 83, 140, 146, 185

Multiple-substitutional encipherinent, Mul-
tiple substitutes, 68, 99, 102, 103, 159

Myszkowsky’s transposition, st

Negzative, or empty, words, 76

“ Nicodemus ” cipher, 216

Nililist nuniber-ciplier, 164-168
Nihilist transposition ciphlier, 17, 53
Novelty ciphers, roo, 214

Null cipher, 4

Nulls, legitimate uses of, 37, §5, 110, 201

Nulls, meaning of, 9

Numbers and symbols, encipherment of,
101

Numbers used as substitutes, 154-157, 159~
168

Ohaver method for period finding, 160
Open-letter cipher, 4

Pair-count, 202

Pair-encipherment, 198, 199, 200

Parallel frequency couuts, 162, 165, 177

‘“ Pattern words,” 73

Pentagram, meaning of, 1

Periodic ciphiers, 108-184

“Period " in autokey cipliers, 146

Period, periodicity, 108, 112-114, 12%, 138,
166, 195

“ Phillips ” cipher, 185

Phonetic alphabets, 106

Playfair cipher, 200

“Pointers” for vowel-spotting, 78

Pollux systems, 209

Polvalphabetic ciphers, names of, 108

Polyalphabetic substitution, meaning of, 68

Polvalphabetic substitutions, 108-197

Polybius square, 164, 209

Polygram substitution, meaning of, 68

Polygram substitutions, 193-:08

Porta cipher, 118

Primary cipher alphabet, 164, 169

Primary cryptogram (sec double transposi-
tion: or double substitutions)

Probable word methods, 23, 29, 14, 37, 99,
113, 119, 124, 147, 202, 276

Progression, Progression index, 192

Puncture cipher, 4

“ Quagmires ” cipher, 182
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“ Rail fence » {ranspositions, 12

Recipfdcal substitution, 70, 118, 121, 123

Rectangular transposition, 11

« Route cipher,” 14

Route transposition, 11

« Running down the alphabet)’ 72, 100,
118, 124, 139, 185, 192, 214

“ Running key,” 143

Saint-Cyr cipher, 110
Scytale, 14
Secondary cipher alphabets, 164, 169
Sequence (see statistics)
Seriation, Seriation index, 207, 210
Shift, Shifted alphabets, 69, 70, 72, 108, 119,
133, 172, 177
Short word method for divided crypto-
grams, 72
Simple substitution, meaning of, 68
Simple substitutions, 69-10%
Slides, slide-rules
for decrypting, 141
for encipherment, 110, 119, 123, 169, 170
used in transposition, 13, 61
Specific key, 169
Statistics, some uses of, 14, 18, 21, 4042,
45-50, §7, 73, 75, 7885, 88, 113, 130,
141, 150, 153, 174, 187, 201, 202, 213
“ Step-up * and “ step-down ” letters, 89
% Straddling ” devices, 10§
Strips
used in decryptment of transpositions, 15
used for encipherment of polyalpha-
beticals, 108
used for decryptment of periodics, 136
Substitutes, 68
Substitution cipher, meaning of, t
Substitution ciphers, 68-212
Symbols, 68
“Symmetry of position,” 176

Tableaux;
Vigendre. 100
fotiRIL 10§

Porta, 118

Beaufort, 121
used for decryptment of periodies, 134
formed in autokey decryptment, 150
high-frequency co-efficients, 152
imaginary, or formed in key-recovery,
i70-172, 178
Delastelle, 177
for finding alphabetical intervals, 194
for pair-encipherment, 198
“ Taking off * (Transcription), g, 19, 23,
60
Terminals (sce statistics)
Tetragram, meaning of, 1
Transformation device, 102
Transposition, meaning of, 1
Transposition ciphers, 967
“Trifid " substitution, 210
Trigram, meaning of, 1
Trigram encipherment, 199
Trigram method of solution®
applied to Beaufort, 125
applied to Gronsfeld, 117
applied to Porta, 119
applied to Vigenére, 113
with the use of a slide, 141
Trithéme’s alphabet, 7

Unit, 9, 18

United States Army Cipher Disk, 108, 123

United States Army Double Transposition,
54

Variant Beaufort cipher, 121

Variety of contact, 75, 78, 88, 174, 204

Variety count, 75, 388

Vigenére cipher, 108

Vowel-distribution (see statistics)

Vowel-line method for simple substitution,
o1

Vowel-solution method, 78, 174

ermn ~Nre b v 'e]
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“ Writing-in ” (Inscription), ¢, 17, 23, 60
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AMERICA’S Otb MasTErs, James T. Flexner. Four men cmerged unexpectedly
from provincial 18th century America to leadership in European art: Benjamin
West, 1. 8 Copley, C. R, Peale, Gilbert Stuart. Brilliant coverage of lives and con-
tethutions, Revised, 1967 edition, 69 plates. 365pp. of text.

21806.6 Paperbound $3.00

Fizst FLowrRs or OQur WILDERNESS: AMIRICAN PainTiNGg, THE CoLONIAL
Periop, James T. Flexner. Painters, and regional painting traditions from earliest
Colonial times up to the emergence of Copley, West and Peale Sr., Foster, Gustavus
Hesselius, Feke, John Smibert and many anonymous painters in the primitive manner,
Engaging presentation, with 162 illustrations. xxii -+ 368pp.

22180-6 Paperbound $3.50

THE LicHT or DISTANT SKIES: AMERICAN PAINTING, 1760-1835, James T. Flex-
ner. The great generation of early American painters goes to' Europe to learn and
to teach: West, Copley, Gilbert Stuart and others. Allston, Trumbull, Morse; also
contemporary American painters—primitives, derivatives, academics—who remained
in America. 102 illustrations. xiii 4 306pp. 22179-2 Paperbound $3.00

A HISTORY OF THE RISE AND PROGRESS OF THE ARTS OF DESIGN IN THE UNITED
Staves, William Dunlap. Much the richest mine of information on early American
painters, sculptors, architects, engravers, miniaturists, etc. The only source of in-
formation for scores of artists, the major primary source for many others. Unabridged
reprint of rare original 1834 edition, with new introduction by James T. Flexner,
and 394 new illustrations, Edited by Rita Weiss. 634 x 9%.

21695-0, 21696-9, 21697-7 Three volumes, Paperbound $13.50

Erochs oF CHINESE AND JAPANESE ART, Ernest . Fenollosa. From primitive
Chinese art to the 20th century, thorough history, explanation of every important art
period and form, including Japanese woodcuts ; main stress on China and Tapan, but
Tibet, Korca also included. Still unexcelled for its detailed, rich coverage of cul-
tural background, aesthetic clements, diffusion studies, particularly of the historical
period. 2nd, 1913 edition. 242 iltustrations. lil - 439pp. of text.

20364-6, 20365-4 Two volumes, Paperbound $6.00

THE GENTLE ART OF MAKING ENEMIES, James A. M. Whistler. Greatest wit of his
day deflates Oscar Wilde, Ruskin, Swinburne; strikes back at inane critics, exhibi-
tions, art journalism; acsthetics of impressionist revolution in most striking form.
Highly readabie classic by great painter. Reproduction of edition designed by
Whistler. Introduction by Alfred Werner, xxxvi - 33dpp.

21875-9 Paperbound $2.50
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A HisTory oF CosTUME, Carl Kohler. Definitive history, based on swviving pieces
of clothing primarily, and paintings, statues, etc. secondarily. Highly readable text,
supplemented by 594 illustrations of costumes of the ancient Mediterransan peoples,
Greece and Rome, the Teutonic prehistoric period; costumes of the Middle Ages,
Renaissance, Baroque, 18th and 19th centuries. Clear, measured patterns are pro-
vided for many clothing articles. Approach is practical throughout. Enlarged by
Emma von Sichart. 464pp. 21030-8 Paperbound $3.50

ORIENTAL RUGS, ANTIQUE AND MODERN, Walter A. Hawley. A complete and
authoritative treatise on the Oriental rug—where they are made, by whom and how,
designs and syrabols, characteristics in detail of the six major groups, how to dis-
tinguish them and how to buy them. Detailed technical data is provided on periods,
weaves, warps, wefts, textures, sides, ends and knots, although no technical back-
ground is required for an understanding. 11 color plates, 80 halftones, 4 maps.
vi + 320pp. 64 x 9Vs. 22366-3 Paperbound $5.00

TEN Books ON ARCHITECTURE, Vitruvius. By any standards the most important
book on architecture ever written. Early Roman discussion of aesthetics of building,
construction methods, orders, sites, and every other aspect of architecture has in-
spired, instructed architecture for about 2,000 years. Stands behind Palladio,
Michelangelo, Bramante, Wren, countless others, Dehnitive Morris H. Morgan

translation. 68 illustrations. xii 4 331pp. 20645-9 Paperbound $3.50

THE Four Books oF ARCHITECTURE, Andrea Palladio. Translated into every
major Western European language in the two centuries following its publication in
1570, this has been one of the most influential books in the history of architecture.
Complete reprint of the 1738 Isaac Ware edition. New introduction by Adoif
Placzek, Columbia Univ. 216 plates. xxii 4 110pp. of text. 9V5 x 1234,
21308-0 Clothbound $10.00

STICKS AND STONES: A STUDY OF AMERICAN ARCHITECTURE AND CIVILIZATION,
Lewis Mumford.One of the great classics of American cultural history. American
architecture from the medieval-inspired earliest forms to the early 20th century;
evolution of structure and style, and reciprocal influences on environment. 21 photo-
graphic illustrations., 238pp. 20202-X Paperbound $2.00

THE AMERICAN BUILDER's COMPANION, Asher Benjamin, The most widely used
early 19th century architectural style and source book, for colonial vp into Greek
Revival periods. Extensive development of geometry of carpentering, construction
of sashes, frames, doors, stairs; plans and elevations of domestic and other buildings.
Hundreds of thousands of houses were built according to this book, now invaluable
to historians, architects, restorers, etc. 1827 edition. 59 plates. 114pp. 774 x 1034,

22236-5 Paperbound $3.50

DuTtcn Houses 1y THE HupsoN VALLEY BerFore 1776, Helen Wiltkinson Rey-
nolds. The standard survey of the Dutch colonial house and outbuildings, with con-
structional features, decoration, and local history associated with individual home-
steads. Introduction by Franklin D. Roosevelt. Map. 150 illustrations. 469pp-
6% x 9V4. 21469-9 Paperbound $4.00
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AcAamnsT THE GRAIN (A REBOURS), Juns K. Huysmavns., Filled with weird images,
evidences of a bizarre imagination, exotic experiments with haflucinatory drugs,
ey tastes and smcls and the diversions of its sybarite hero Duc Jean des Isseintes,
this ciassic novel pushed 19th.century literary decadence to its limits, Full un.
abridged edition, Do not confuse this with abridged editions generally sold. Intro-
Juction by Hlavelock Ellis. xlix -} 206pp. 22190-3 Papetbound $2.00

VARIORUM SHAKESPEARE: HAMLET. Edited by Horace I, Furness: a landmark
of American scholarship. Exhaustive footnotes aad appendices treat all doubtful
words and phrases, as well as suggested critical emendations throughout the play’s
history. First volume contains editor’s own text, collated with all Quartos and
Folios. Second volumne contains full tirst Quarto, translations of Shakespeare's
sources (Belleforest, and Saxo Grammaticus ), Der Bestrafte Bradermord, and many

C . . . . . . o
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present. Includes detatls of staging and costuming over the years. By far the
best edition available for serious students cf Shakespeare. Total of xx 4 905pp.
21004-9, 21005-7, 2 volumes, Paperbound $7.00

A LIFE OF WILLIAM SHAKESPEARE, Str Sidney Lee. This is the standard life of
Shakespeare, summarizing everything known about Shakespeare and his plays.
lncredibly rich in material, broad in coverage, clear and judicious, it has served
thousands as the best introduction to Shakespeare. 1931 cdition. 9 plates,
xxix -} 792pp. (USO) 21967-4 Paperbound $3.75

MASTERs OF THE DRAMA, John Gassner. Most comprehensive history of the drama
in print, covering every tradition from Greeks to modern Europe and America,
including India, Far East, etc. Covers more than 800 dramatists, 2000 plays, with
biographical material, plot summaries, theatre history, criticism, etc. “Best of its
kind in Eaglish,”” New Republic, 77 illustratiens, :xit 4 890pp.

20100-7 Clothbound $8.50

THE EvoruTIloN ofF THE ENGLIsH LANGUAGE, George McKnight. The growth
of English, from the 14th century to the present. Unusual, non-technical account
presents basic information in very interesting form: sound shifts, change in grammar
. and. syntax, vocabulary growth, similar topics. Abundantly illustrated with quota-
tions. Formerty AModern English in the Making. xit 4+ 590pp.

' 21932-1 Paperbound $3.50

AN Etvmorocicarl DicTioNARY or MopERN EncLisi, Ernest Weekley. Fullest,
richest work of its sort, by foremost British lexicographer. Detailed word histories,
including many colloquial and archaic words; extensive quotations, Do not con-
fuse this with the Concise Ftymological Dictionary, which is much abridged. Total
of xxvii -+ 830pp. 61/ x 9V4.

21873.2, 21874-0 Two volumes, Paperbound $6.00

FLATLAND: A RoMANCE ofF MANY Dimenstons, E. A. Abbott. Classic of
_stience-Action explores ramifications of life in 2 two-dimensional world, and what
happens when a three-dimensional being intrudes. Amusing reading, but also use-
ful as fatroduction to thought about hyperspace. Introduction by Banesh Hoffmann.
16 illustrations. xx + 103pp. 20001-9 Paperbound 31.00
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JOHANN SEBASTIAN Bacii, Philipp Spitta. One of the great classics of musicology,
this definitive analysis of Bach’s music (and life) has never been surpassed. Lucid,
nontechnical analyses of hundreds of pieces (30 pages devoted to St. Matthew Pas-
sion, 26 to B Minor Mass). Also includes major analysis of 18th-century music.
450 musical examples. 40-page musical supplement. Total of xx 4 1799pp.
(EUK) 22278-0, 22279-9 Two volumes, Clothbound £15.00

MozART AND His PiIANo CoNCERToS, Cuthbert Girdlestone, The only full-length
study of an important area of Mozart's creativity. Provides detatled analyses of all
23 concertos, traces inspirational sources. 417 musical examples. Second edition,
509pp. {USO) 21271-8 Paperbound $3.50

THE PERFECT WAGNERITE: A COMMENTARY ON THE NIBLUNG's RING, George
Bernard Shaw. Brilliant and still relevant criticism in remarkable essays on
Wagner's Ring cycle, Shaw’s ideas on political and social ideology behind the
plots, role of Leitmotifs, vocal requisites, etc. Prefaces. xxi 4 136pp.

21707-8 Paperbound §£1.50

DoN GiovaNNI, W. A. Mozart. Complete libretto, modern English translation;
biographies of composer and librettist; accounts of early performances and critical
reaction. Lavishly illustrated. All the material you need to understand and
appreciate this great work. Dover Opera Guide and Libretto Series; translated
and introduced by Ellen Bleiler. 92 illustrations. 209pp.

21134-7 Paperbound $1.50

HicH FipELITY SYSTEMS: A LAYMAN's Guipe, Roy F. Allison. All the basic
information you need for setting up your own audio system: high fidelity and
stereo record players, tape records, F.M. Connections, adjusting tone arm, cartridge,
checking needle alignment, positioning speakers, phasing speakers, adjusting hums,
trouble-shooting, maintenance, and similar topics. Enlarged 1965 edition. More
than 50 charts, diagrams, photos. iv 4 91pp. 21514-8 Paperbound $1.25

REPRODUCTION OF SouUND, Edgar Villchur. Thorough coverage for laymen of
high fidelity systems, reproducing systems in general, needles, amplifiers, preamps,
loudspeakers, feedback, explaining physical background. A rare talent for making
technicalicies vividly comprehensible,” R. Darrell, High Fidelity. 69 fgures.
v + 92pp. 21515-6 Paperbound $1.00

HEAR ME TALKIN' To YA: THE STORY OF JAZZ As ToLD By THE MEN WHo
MADE IT, Nat Shapiro and Nat Hentoff. Louis Armstrong, Fats Waller, Jo Jones,
Clarence Williams, Billy Holiday, Duke Ellington, Jelly Roll Morten and dozens
of other jazz greats tell how tt was in Chicago's South Side, New Orleans, depres-
sion Harlem and the modern Wesi Coast as jazz was born and grew. xvi + 429pp.
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21726-4 Paperbound $2.50

FABLES or AEsop, translated by Sir Roger L'Estrange: A reproduction of the very
rare 1931 Paris edition; a selection of the most interesting fables, together with 50
imaginative drawings by Alexander Calder. v 4 128pp. 615x9V4.

21780-9 Paperbound $1.25
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J.asT AxnD FmsT MEN AND StarR MAKER, Two SCIENCE FreTioN Novees, Olsf
Stapledon, Greatest future historics in science fiction, In the first, human intelli-
seace is the “hero,” throngly strange paths of evolution, interplinctary iavasions,
incredihle technologies, near extinctions and reeergences, Star Maker desceibes the
quest of @ band of star rovers for intelligence itselt, througl time and space: weird
inhuman civilizations, crustacean minds, symbiotic worlds, e, Complete, un-
abridged. v - 438pp. 21962-3 Paperbound $2.50

T1REE ProrutETIC NovELs, H. G, WELLs., Stages of a consistently planned future
for mankind, W hen the Sleeper Wakes, and A Story of the Duj: to Come. anticipate
Brave New World and 1984, in the 21st Centary; The Time Machine, enly com-
plete version in print, shows farther future and the end of mankind. All | ow
Wells's greatest gifts 15 storyteller and novelist.  Edited by E. F. Bleiler. x
+ 335pp. (USO) 20605-X Paperbound 32.50

THE Devil's DICTioNARY, Ambrose Bierce. America’s own Oscar Wilde—
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hatled by H. L. Mencken as “some of the most gorgeous witticistus in the English
flanguage.” 145pn. 20487-1 Paperbound $1.25

Max AND Monrrtz, Willelmr Busch. Great children’s classie, father of comic
strip, of two bad boys, Max and Moritz, Also Ker and Plunk (Plisch und Plumm),
Cat and Mouse, Deceitful Henry, Ice-Peter, The Boy and the Pipe, and five other
picces. Original Gernian, witly English translation, Edited by H. Arthur Klein,
translations by vartous hands and H. Arthur Klein. vi 4 216pp.

20181-3 Paperbound $2.00

Pics 15 Pigs AND OTuER FavoriTES. Ellis Parker Butler. The title story is cne
of the best humor short stories, as Mike Flannery obfuscates biology and English.
Also included, That Pup of Murchison’s, The Great American Pie Company, and
Perkins of Portland. 14 illustrations, v 4 109pp. 21532-6 Paperbound $1.25

THE PETERKIN PAPERS, Lucretia P. Hale. It takes genius to be as stupidly mad as
the Peterkins, as they decide to become wise, celebrate the “Fourth,” keep a cow,
and otherwise strain the resources of the Lady fron: Philadelphia. Basic book of
American humor. 153 tllustrations, 219pp. 20794-3 Paperbound §1.50

PERRAULT'S FAIRY TALEs, translated by A, E. Johnson and S. R, Littlewood, with
34 full-page illustrations by Gustave Doré. All the original Perrault stories—
Cinderclla, Sleeping Beauty, Bluebeard, Little Red Riding Hood, Puss in Loots, Tom
Thumb, cic—with their witty verse morals and the magnificent illustrations of
Doré, One of the five or six great books of European fairy tales, viti 4 117pp.
St4g x 11, 22311-6 Paperbound $2.00

Orp HUuNGARIAN FAlRY TALEs, Baroness Orczy. Favorites translated and adapted
by author of the Scarlct Pimpernel. Eight fairy tales include “"The Suitors of Princess
Fire:Fly,” “The Twin Hunchbacks,” “"Mr. Cuttlefish's Love Story,” and "The
Enchanted Cat.”” This little volume of magic and adventure will captivate children
as it has for generations. 90 drawings by Montagu Barstow. 96pp.

(USO) 22293.4 Paperbound $1.95
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Tue Rep FAIRY Dook, Andrew Lang. Lang's color fairy hooks have long been
children’s favorites. This volume includes Rapunzcl, Jack and the Bean-stalk and
35 other stories, familiar and unfamiliar. 4 plates, 93 illustrations x 4+ 367pp.

' 21673-X Paperbound $2.50

THe Bruk FARy Book, Andrew Lang, Lang's tales come from all couatries and al!
times. Here are 37 tales from Grimm, the Arabian Nights, Greek Mythology, and
other fascinating sources. 8 plates, 130 illustrations. xi -4 390pp.

21437-0 Paperbound $2.50

HoUsEHOLD STORIES BY THE BROTHERS GRiMM, Classic English-language edition
of the well-known tales — Rumpelstiltskin, Snow White, Hansel and Gretel, The
Twelve Brothers, Faithful John, Rapunzel, Tom Thumb (52 stories in all). Trans.
lated into simple, straightforward English by Incy Crane. Ornamented with head-
pieces, vignettes, claborate decorative initals and a dozen full-page illustrations by
Walter Crane. x + 269pp. 21080-4 Paperbound $2.50

TiE MERRY ADVENTURES oF RosiN Hoop, Howard Pyle. The finest modern ver-
sions of the traditional ballads and tales about the great English outlaw, Howard
Pyle's complete prose version, with every word, every illustration of the first edition.
Do not confuse this facsimile of the original (1883) with modern editions that
change text or illustrations. 23 plates plus many page decorations, xxii 4 296pp.

22043-5 Paperbound $2.50

THE STorY of KiNG ARTiHHUR AND His KNiGHTs, Howard Pyle. The finest chil-
dren’s version of the life of King Arthur; brilliantly retold by Pyle, with 48 of his
most imaginative illustrations. xviii 4 313pp. 6lg x 9V4.

21445-1 Paperbound $2.50

THE WONDERFUL WIZARD oF 0Oz, L. Frank Baum. America's finest chtldren’s
book in facsimile of first edition with all Denslow illustrations in full color. The
edition a child should have. Introduction by Martin Gardner. 23 color plates,
scores of drawings. iv + 267pp. 20691-2 Paperbound $2.5¢

TH: MARVELOUS LAND oF Oz, L. Frank Baum. The second Oz book, every bit as
tmaginative as the Wizard, The hero is a boy named Tip, but the Scarecrow and the
Tin Woodman are back, as is the Oz magic. 16 color plates, 120 drawings by John
R. Neill. 287pp. 20692-0 Paperbound $2.50

THE MAGICAL MONARCH of Mo, L. Frank Baum. Remarkable adventures in a land
even stranger than Oz, The best of Baum's books not in the Oz series, 15 color
plates and dozens of drawings by Frank Verbeck. xviii 4 237pp.

21892-9 Paperbound $2.25

THE Bap Cuilp's Book ofF Beasts, MORE BEAsTs FOR WoRse CHILDREN, A
MoraL ALPuABET, Hilaire Belloc. Three complete humor classics in one volume,
Be kind 1o the frog, and do not call him names . . . and 28 other whimsical animals.
Familiar favorites and some not so well known. lustrated by Basil Blackwell,
156pp. (USO) 20749-8 Paperbound $1.50
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Two LrTik SAvacEs; Buing THE AbvENTURES OF T'wo Boys Whno Livep As
INDIANS AND W ihaT THeY LEARNED, Ernest Thompson Seton, Great classic of
nature and boyhood provides a vast range of woodlore in most palatable form, a
genuinely entertatning story. Two farm boys build a tecpee in woods and live in it
for a month, working out Indian solutions to living problems, star lote, birds and
ammals, plants, etc, 293 tllustrations, vii 4 286pp.

20985-7 Paperbound $2.50

PrierR PIPER'S PRACTICAL PRINCIPLES OF PLAIN & PERFECT PRONUNCIATION.
Allterative jingles and tongue-twisters of surprising charm, that made their first
apprarance in America about 1830. Republished tn full with the spirited woodcut
itlustrations from this earliest American edition, 32pp. 414 x 634,

22560-7 Paperbound $1.00

SCiENCE EXPERIMENTS AND AMUSEMENTS FOR CHILDREN, Charles Vivian, 73 easy
experiments, requiring only materials found at home or easily available, such as
candles, coins, steel wool, etc.; tllustrate basic phenomena like vacuum, simple
chemical reaction, etc. All safe. Modern, well-planned, Formerly Science Games
for Children. 102 photos, numerous drawings, 96pp, 6Yg x 9V4.

21856-2 Paperbound $1.25

AN INTRODUCTION TO CHEsS Moves anp TacTics SiMpLY ExprAINED, Leonatd
Bu-den, Informal intermediate introduction, quite strong in explaining reasons for
inives. Covers basic material, tactics, important openings, traps, positional play n
micklle game, end game. Attempts to isolate patterns and recurrent configurations.
Formerly Chess. 58 figures. 102pp. (USO) 21210-6 Paperbound $1,25

LASKER's MANUAL OF CHEsS, Dr. Emanuel Lasker. Lasker was not only one of the
five great World Champions, he was also one of the ablest expositors, theorists, and
analysts. In many ways, his Manual, permeated with his philosophy of battle, filled
with keea insights, is one of the greatest works ever written on chess. Filled with
analyzed games by the great players. A single-volume library that will profit almost
any chess player, beginner or master. 308 diagrams. xli x 349pp.

20640-8 Paperbound $2.75

THE MASTER BoOk OF MATHEMATICAL RECREATIONS, Fred Schuh. In opinion of
many the finest work ever prepared on mathematical puzzles, stunts, recreations;
exhaustively thorough explanations of mathematics involved, analysis of effects,
citation of puzzles and games. Mathematics involved is elementary. Translated by
F. Gobel. 194 figures. xxiv 4 430pp. 22134-2 Paperbound $3.00

MATHEMATICS, MAGIC AND MYSTERY, Martin Gardner. Puzzle editor for Scientific
American explains mathematics behind various mystifying tricks: card tricks, stage
“mind reading,” coin and match tricks, counting out games, geometric dissections,
etc. Probability sets, theory of numbers clearly explained. Also provides more than
400 tricks, guaranteed to work, that you can do. 135 illustrations, xii + 176pp.
20338-2 Paperbound $1.50
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MATHEMATICAL PUZZ1ES FOR BEGINNERS AND ENTHUSIASTS, Geoffrey Mott-Smith,
189 puzzles from easy to difficult—invelving arithmetic, logic, algebra, properties
of digits, probability, etc-—for enjoyment and mental stimulus, Explanation of
mathematica! principles behind the puzzles. 135 illustrations. viti 4 248pp.
20198-8 Paperbound $1.75

PAPER FOLDING FOR BEGINNERS, William D, Murray and Frandis J. Rigney. Lasiest
book on the market, clearcst instructions on making interesting, beautiful origami.
Sail boats, cups, roosters, frogs that move legs, bonbon boxes, standing birds, etc.
40 projects; more than 275 diagrams and photographs. 94pp.

20713-7 Paperbound $1.00

TrICKS AND GAMES ON THE Poor TAsLE, Fred Herrmann, 79 tricks and games—
some solitaires, some for two or more players, some competitive games—io entertain
you between formal games. Mystifying shots and throws, unusual caroms, tricks
involving such props as cork, coins, a hat, etc. Formetly Fan on the Pool Table.

o £ €. 2101 4.7 Danabhnad &1 An
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HaND S1iaDOWS TO BE THROWN UPON THE WALL: A SERIES OF NOVEL AND
AMUSING FIGURES FORMED By THE HAnD, Henry Bursill. Delightful nicturebook
from great-grandfather's day shows how to make 18 different hand shadows: a bird
that flies, duck that quacks, dog that wags his tail, camel, goose, deer, boy, turtle,
etc. Only book of its sort, vi 4 33pp. 614 x 9V4.  21779-5 Paperbound $1.00

WHITTLING AND WOODCARVING, E. J. Tangerman, 18th printing of best book cn
market. “If you can cut a potato you can carve” toys and puzzles, chains, chessmen,
caricatures, masks, frames, woodcut blocks, surface patterns, much more, Information
on tools, woods, techniques, Also goes into serious wood sculpture from Middle
Ages to present, East and West, 464 photos, figures, x + 293pp. ‘
20965-2 Paperbound $2.00

History OF PHILOSOPHY, Julidn Martas. Possibly the clearest, most easily followed,
best planned, most useful one-volume history of philosophy on the market; neither
skimpy rior overfull, Full details on system of every major philosopher and dozens
of less important thinkers from pre-Socratics up to Existentialism and later, Strong
on many European figures ysually omitted, Has gone through dozens of editions in
Europe. 1966 edition, translated by Stanley Appelbaum and Clarence Strowbridge,
xviil 4 505pp. 21739-6 Paperbound $3.00

Yoca: A SaenTIFIC EvALUATION, Kovoor T. Behanan, Scientific but non-technical
study of physiological results of yoga exercises; done under auspices of Yale U.
Relations to Indian thought, to psychoanalyss, etc. 16 photos, xxiii 4+ 270pp.
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Available at your book dealer or write for free catalogue to Dept. Gl, Dover
Publications, Inc., 180 Varick St., N, Y., N. Y. 10014, Dover publishes more than
150 books each year on science, elementary and advanced mathematics, biology,
music, art, literary history, social sciences and other areas.
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RECREATIONS, GAMES, STUNTS,
TRICKS, MAGIC, ETC.

Easy-To-DoO ENTERTAINMENTS AND DIVERSIONS WITH CARDs,
STRING, Coins, PAPER AND MATCHES, R. M. Abraham.
(20921-0) $1.00

DivERSIONS AND PASTIMES WITH CARDS, STRING, COINS, PAPER AND
MaTcHES, R. M, Abraham. (21127-4) $1.00

MagGic SQUARES AND CUBES, W, S. Andrews. (20658-0) $2. 75

OpDpITIES AND CURIOSITIES OF WORDS AND LITERATURE, Charles C.
Bombaugh. (20759-5) $2.00

Hanp SHApows TO BE THROWN UprON A WaLL, Henry Bursill,
(21779-5) $1.00 )

CowBoY RorPING AND ROPE TrICkS, Chester Byers. (21535-0) $1.25

DIVERSIONS AND DIGRESSIONS OF LEwis CARROLL. (20732-3) $2.00

PiLLow ProsLEMS and A TANGLED TALE, Lewis Carroll. (20493-6)
$1.95

SymsoLic Loagic and THE GAME OF LogGic, Lewis Carroll (20492-8)
$2.50

SINGING GAMES AND PLAYPARTY GAMES, Richard Chase. (21785-X)
$1.00

PANORAMA OF MAGIc, Milbourne Christopher. (20774-9) $2.75

GAMES ANCIENT AND ORIENTAL, AND How To PLAY THeM, Edward
Falkener. (20739-0) $2.75

MATHEMATICS, MAGIC AND MysTERY, Martin Gardner, (20335-2)
$1.50

THE TRADITIONAL GAMES OF ENGLAND, SCOTLAND, AND IRELAND,
Alice B. Gomme. (21035-9, 21036-7) Two-volume set $5.00

CHILDREN's SINGING GAMES, Alice Gomme. (21795-7) $1.00

Paperbound unless otherwise indicated. Prices subject to change
without notice. Available at your dealer or write for free catalogues
to Dept. Misc.,, Dover Publications, Inc., 180 Varick St., N.Y.,
10014. Please indicate your field of interest. Each year Dover pub-
lishes over 150 classical records and books in art, engineering,
science, mathematics, music, philosophy, humor, chess, puzzles and

other areas. Manufactured in the U.S.A.



Helen Fouche Gaines

Gaines's Cryptanalysis (formerly published s Elementary Cryfu-
analysis) is a standavd elenentary and intermediate 1ext for persons
scriously interested in modern scientific methods for enciphering and
deciphering cryprograms, It does not sintply repeat older material,
but comaius much about nodern cryptanalysis that is not gencerally

kriown except to experts. It is especially strong in modern forms of
cipher sohution.

This clear and thorough text also provides you with 166 specimen
codes to solve. This edition for the first time also includes solutions,
A spectal appendix iucludes final letters, sequence charts, digrant,
trigrain 1ables, most common words in English and frequencics
in English, German, French, Italian, Spanish und Portuguese.

Parital conienis, CONCEALMENT CIPHERS. REGULAR TPANS-
POSITION CIPHERS: Rotiting grilles, nihilist cipher, Givierge's
sobttion, IRREGULAR TRANSPOSITION CIPHERS: Solution by
factoring, digrams, irigrams, multiple anagramming. SIMPLE SUB-
STITUTION: Sohuion by frequencies, terminal sequences, contact
count, vowel soluiion, Lamb’s consonant-kine short-cut. MULTI-
PLE ALPHABETS: Vigenére, St. Cyr slides, Gronsfeld, Porta, Beau-
fort. Solution by Kasiski mcthod, probable word, and many modern
techniques, AUTOENCIPHERMENT! Bassiéres solution, PERI-
ODIC NUMBER SERIES: Ohaver pattern solution. PERIODIC
MIXED ALPHABETS: Kerckhoff's position symmetry, Lamb’s al-
phabetical  half-chains. POLYALPHABETISM:® Phillips” system.
Diagonul solution. Price formula. POLYGRAM SUBSTITUTION:
Playfair, probable word, Hiu solutions, MULTIFID, FRAC-
TIONAL SUBSTITUTION.

BibHography, ludex. 173 figures. vi 4 237pp. 5% x 8l4.
20097-8 Paperbound

A DOVER EDITION DESIGNED FOR YEARS OF USE!

We have made every effort to make this the best book possible. Our
paper is opaque, with minimal show-through; it will not discolor or
become hrittle with age. Pages are sewn in signatures, in the method
traditionally used for the best books, and will not drop out, as often
happens with paperbacks held together with glue. Books open flat
for casy reference. The binding will not cvack or split. This is

a permanent book.
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