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Abstract—Digital video distribution platforms face escalating
challenges from unauthorized redistribution and piracy. Tradi-
tional Digital Rights Management (DRM) systems provide robust
security but introduce severe computational and cryptographic
overhead due to full-stream encryption, making them unsuitable
for resource-constrained client devices. This paper presents the
design, implementation, and evaluation of a lightweight DRM
system using Advanced Encryption Standard (AES) encryption
in Counter (CTR) mode for secure video distribution. The pro-
posed system leverages a codec-aware Selective Encryption (SE)
mechanism that isolates and encrypts only high-priority Network
Abstraction Layer (NAL) units containing critical structural
anchoring data, specifically Instantaneous Decoder Refresh (IDR)
frames, Sequence Parameter Sets (SPS), and Picture Parameter
Sets (PPS), while passing predictive P and B slices in the clear.
Experimental results demonstrate that the proposed architecture
achieves up to a 93.0% reduction in client-side decryption
latency on a 1.1 GB high-definition video asset, while drastically
decreasing CPU utilization from a 14.5% baseline down to 1.1%
on smaller video profiles. Concurrently, simulated unauthorized
playback attempts confirm that the system induces extreme visual
degradation, reducing video quality to a highly disrupted state
with a Peak Signal-to-Noise Ratio (PSNR) of 8.43 dB and a
Structural Similarity Index (SSIM) of 0.1767. This proves that
the proposed system delivers high end-to-end data confidentiality
with minimal hardware computational overhead.

Index Terms—Digital Rights Management, Advanced Encryp-
tion Standard, Selective Encryption, H.264/AVC, Computational
Efficiency.

I. INTRODUCTION

The exponential proliferation of high-speed digital networks
and over-the-top (OTT) media services has fundamentally
transformed global multimedia distribution. High-definition
video content represents highly valuable intellectual property
for creators and distribution networks alike. Consequently,
digital assets have become primary targets for widespread on-
line piracy, unauthorized redistribution, and man-in-the-middle
interception [1]. To combat these copyright violations, content
providers rely heavily on Digital Rights Management (DRM)
frameworks to enforce robust access control, manage licensing
compliance, and maintain end-to-end data confidentiality.
Standard commercial DRM ecosystems, such as Google

Widevine, Apple FairPlay, and Microsoft PlayReady, offer

industrial-grade security but suffer from severe architectural
rigidity [2]. These industrial platforms typically rely on full-
stream cryptographic encapsulation, where every single byte
of the compressed video bitstream payload must pass through
symmetric decryption pipelines at the client-side media ren-
dering engine. While secure, executing full-payload decryption
inflicts intensive computational overhead, elevated battery de-
pletion rates, and micro-stuttering latency spikes on resource-
constrained endpoint devices [3]. These constraints heavily
impact low-tier mobile hardware, embedded Internet of Things
(IoT) media players, and legacy smart televisions. Further-
more, streaming high-bitrate content over volatile networks
with fluctuating bandwidth demands a leaner, more agile
paradigm for cryptographic asset protection.
To address this technological tension between robust se-

curity and execution efficiency, this paper introduces a
lightweight, codec-aware DRM architecture designed for se-
cure and rapid video distribution. Instead of executing indis-
criminate cryptographic operations across billions of contin-
uous media bytes, the proposed system exploits the underly-
ing syntactic structure of the H.264/Advanced Video Coding
(AVC) bitstream. The architecture isolates and encrypts only
high-priority structural anchoring components, specifically the
Network Abstraction Layer (NAL) units corresponding to In-
stantaneous Decoder Refresh (IDR) frames along with critical
sequence and picture parameter sets (SPS/PPS) [4]. By de-
ploying the Advanced Encryption Standard (AES) operating in
Counter (CTR) mode exclusively on these critical references,
the system completely breaks temporal and spatial decoding
dependencies. The remaining bulk video data (P and B frame
slices) is left unencrypted but remains entirely unwatchable
and structurally unconstructible to an adversary.
The primary contributions of this work, which fulfill the

empirical and design requirements are summarized as follows:
1) The architectural layout of a modular, lightweight DRM

system consisting of a secure offline packaging pipeline,
a decoupled token-based license server, and an efficient
client-side player.

2) A codec-aware Selective Encryption (SE) mechanism
utilizing AES-CTR that minimizes byte-mutation over-
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head while maintaining cryptographic resistance against
visual reconstruction attacks.

3) A comprehensive experimental profile assessing pro-
cessing latency, CPU and memory utilization, and vi-
sual degradation metrics to empirically demonstrate the
system’s lightweight claim.

II. PRELIMINARIES AND RELATED WORK

To establish a rigorous foundation for the proposed
lightweight Digital Rights Management (DRM) system, it is
essential to analyze the cryptographic primitives and the mul-
timedia codec structural constraints that govern the pipeline.
This section formalizes the mathematics of the Advanced
Encryption Standard (AES) in Counter (CTR) mode and
details the structural syntax of the H.264/Advanced Video
Coding (AVC) bitstream specification.

A. Advanced Encryption Standard in Counter Mode
The Advanced Encryption Standard (AES) is a symmetric

block cipher standardized by the National Institute of Stan-
dards and Technology (NIST) [5]. It operates on fixed-size
data blocks of 128 bits (16 bytes) using cryptographic key
lengths of 128, 192, or 256 bits through a series of substitution-
permutation network rounds.
In high-throughput multimedia streaming applications, tra-

ditional block cipher modes of operation present severe ar-
chitectural and operational limitations. Electronic Codebook
(ECB) mode processes each data block independently with
the same key, preserving visual patterns and exposing identical
blocks of plaintext within raw or structured video payloads.
While Cipher Block Chaining (CBC) mode obfuscates these
patterns by exclusive-ORing (XOR) the current plaintext block
with the previous ciphertext block, it introduces a sequential
dependency chain. This chaining prevents parallel execution
across modern multi-core hardware platforms and causes total
stream desynchronization if packet loss occurs during network
transmission.
To circumvent these latency and processing overhead bottle-

necks, the proposed DRM system adopts Counter (CTR) mode
[4]. CTR mode effectively transforms a block cipher into a
stream cipher by applying the underlying block transformation
exclusively to a monotonically increasing counter sequence.
The output keystream is subsequently combined with the
raw plaintext video payload via a bitwise XOR operation.
Mathematically, the encryption of a plaintext block Pi to yield
a ciphertext block Ci is defined as:

Ci = Pi ⊕ AESK(IV ∥ Ctri) (1)

Conversely, the client-side decryption sequence to recover Pi

from Ci is defined as:

Pi = Ci ⊕ AESK(IV ∥ Ctri) (2)

where K represents the 128-bit symmetric Content Encryption
Key (CEK), IV denotes a unique 64-bit Initialization Vector,
and Ctri represents a 64-bit block-specific counter value.

CTR mode is uniquely suited for lightweight DRM distri-
bution networks due to three key properties:
1) Arbitrary Stream Lengths: It operates without cipher-

text padding overhead, meaning the size of the encrypted
stream exactly matches the plaintext block byte length.

2) Hardware Parallelization: Because the input to the
AES engine depends solely on the IV and counter index
i, multiple blocks can be encrypted or decrypted simul-
taneously across independent CPU cores or hardware
acceleration pipelines.

3) Random Access Streaming: The client media engine
can decrypt arbitrary video chunks seamlessly during
user scrubbing (seeking) actions without needing to
evaluate preceding bitstream blocks.

B. H.264/AVC Structural Syntax and Data Units
The H.264/AVC standard optimizes multimedia streams

through a two-layer architectural hierarchy: the Video Coding
Layer (VCL) and the Network Abstraction Layer (NAL) [6].
The VCL contains the compressed representation of the spatial
and temporal video data, whereas the NAL encapsulates this
data into discrete packets (NAL units) configured for transport
over heterogeneous network layouts.
As illustrated in standard bitstream syntax, every NAL unit

consists of a 1-byte header followed by a variable-length
payload. The NAL unit header contains three critical bit-
fields: a 1-bit forbidden zero field, a 2-bit nal_ref_idc field
denoting packet relative priority, and a 5-bit nal_unit_type
field specifying the underlying payload classification.
Modern compression mechanics leverage intra-frame and

inter-frame dependencies to reduce data sizes. Frames are
dynamically classified into three core types:

• Intra-coded (I) Frames: Self-contained images coded
using spatial prediction, requiring no external frame ref-
erences for decoding.

• Predictive (P) Frames: Inter-coded pictures using tem-
poral prediction from a forward-directed reference frame.

• Bi-predictive (B) Frames: Inter-coded pictures using bi-
directional temporal prediction from both past and future
reference frames.

A fundamental feature within the H.264 ecosystem is
the Instantaneous Decoder Refresh (IDR) frame, mapped to
nal_unit_type = 5. An IDR frame is an architectural
barrier; no subsequent frames in the bitstream sequence can
reference any historical frames positioned prior to it. Inter-
frame decoding completely relies on the spatial reference
mapping provided by the leading IDR frame.
By strategically targeting and encrypting only the high-

priority structural frames (nal_unit_type = 5) alongside
the critical Sequence Parameter Sets (SPS, nal_unit_type
= 7) and Picture Parameter Sets (PPS, nal_unit_type = 8),
the proposed system compromises the structural anchoring
integrity of the stream [4]. Without the valid spatial matrix
profiles from the parameter sets and the foundational pixels of
the IDR frames, the client-side decoder is rendered incapable
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of computing temporal motion vectors or spatial macroblock
residuals for the unencrypted P and B frames. This selective
approach degrades the video into an unwatchable visual state
with minimal cryptographic expenditure.

III. PROPOSED LIGHTWEIGHT DRM ARCHITECTURE

The core objective of the proposed architecture is to decou-
ple the high-throughput video content delivery network (CDN)
from the sensitive cryptographic key management layer. To
achieve a lightweight operational footprint, the system archi-
tecture is partitioned into three distinct operational layers: the
Media Content Packager, the Centralized License Server, and
the DRM Client Player.

A. Threat Model and Security Assumptions
To evaluate the security architectural bounds of the pro-

posed lightweight DRM system, we define a formal threat
model based on an active adversary profile. The primary
adversary is assumed to be an unauthorized client package
interceptor or a rogue distribution endpoint with the following
capabilities and constraints:

• Network Eavesdropping: The adversary can intercept
the encrypted transport stream directly from the Content
Delivery Network (CDN) or intermediate network routing
nodes.

• Codec Compliant Decoding: The adversary possesses a
standard, fully compliant H.264/AVC multimedia decoder
but lacks access to the platform API gateway and does not
hold a valid cryptographic token or the 128-bit Content
Encryption Key (CEK).

• Exclusion of Side-Channels: Physical tampering with
the client hardware memory lines (such as runtime kernel
dumping or cryptographic side-channel evaluation) is
considered outside the scope of this baseline threat model.

The security goal is centered on perceptual confidentiality—
ensuring that unauthorized decoding attempts render the multi-
media content visually unwatchable and commercial extraction
unviable, rather than full computational hiding of the entire
stream.

B. Syntax-Aware Selection Rationale (SPS/PPS/IDR)
The strategic encapsulation of only specific Network Ab-

straction Layer (NAL) unit types, specifically types 5, 7, and 8
is governed by structural dependencies within the H.264/AVC
Annex-B syntax specification.

• Sequence Parameter Sets (SPS, Type 7): Contains
global configuration parameters governing the entire
video sequence, including decoding profile bounds, frame
dimensions, and chroma sampling ratios.

• Picture Parameter Sets (PPS, Type 8): Defines
localized variables applicable to successive picture
segments, such as entropy coding mode selections
(CABAC/CAVLC) and quantization constraints.

• Instantaneous Decoder Refresh (IDR, Type 5): Serves
as the strict temporal and spatial boundary frame. Sub-
sequent inter-frame macroblocks are mathematically pro-
hibited from referencing frames prior to the IDR.

By targeting these three components, the encryption mutations
strike the foundational structural data. Without compiling valid
parameter parsing headers, standard decoders cannot initialize
the local slice configuration contexts. Furthermore, because
the baseline reference pixels within the IDR frames are hidden,
dependent Predictive (P) and Bi-predictive (B) frames cannot
resolve temporal motion vector displacements, neutralizing the
bulk content without cryptographic interaction.

C. The Media Content Packager Pipeline
The Media Content Packager acts as an offline ingestion

engine that transforms standard, unprotected H.264/AVC video
files into cryptographically secured assets. Rather than ap-
plying a blanket encryption sweep across the entire binary
file payload, the packager deploys a lightweight, codec-aware
parsing mechanism.
The inner operational sequence of the packaging pipeline is

structured as follows:
1) Bitstream Parsing: The packager ingests the raw H.264

transport stream and scans the continuous byte sequence
to identify the start codes (0x000001 or 0x00000001).
It extracts the subsequent 1-byte NAL unit header to
evaluate the nal_unit_type bits.

2) Structural Isolation: NAL units with a
nal_unit_type value of 5 (IDR frame), 7 (SPS), or
8 (PPS) are routed to the high-priority cryptographic
queue. All other VCL units (P and B frame slices)
bypass the cryptographic engine and are pushed directly
to the output muxer in the clear.

3) Key and IV Generation: For each video asset, a 128-
bit Content Encryption Key (CEK) and a 64-bit base
Initialization Vector (IV) are generated using a cryp-
tographically secure pseudo-random number generator
(CSPRNG).

4) Selective Encryption Processing: The high-priority
NAL unit payloads are encrypted via the AES-CTR
engine utilizing the generated CEK and IV.

5) Encapsulation and Metadata Injection: The packager
re-interleaves the newly encrypted structural NAL units
with the unencrypted P/B units. To ensure the client
player can correctly identify and initialize the decryption
loop, a custom, unencrypted DRM Metadata Header is
injected at the front of the output file container. This
header encapsulates the globally unique asset identifier
(Content_ID) and the explicit IV parameters.

D. Token-Based License Server Architecture
To prevent key exposure, Content Encryption Keys are

never stored within the distributed media files or content de-
livery networks. Instead, the packager transmits a secure map-
ping tuple comprising (Content_ID,CEK) to the Centralized
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License Server via a TLS 1.3 protected endpoint. The License
Server manages key lookup, access control verification, and
dynamic license dispatch.
The license acquisition flow incorporates a token-based

authentication mechanism using JSON Web Tokens (JWT).
When a client requests access to a specific video stream, the
sequence unfolds as follows:
1) The client authenticates against the primary platform

API Gateway using its user credentials.
2) Upon successful validation, the gateway issues a time-

bound, ephemeral JWT signed with the server’s private
key using the RS256 algorithm. The token payload
explicitly binds the user’s identity, an expiration times-
tamp, and the authorized Content_ID.

3) The client presents this signed JWT directly to the
License Server’s request endpoint.

4) The License Server verifies the cryptographic signa-
ture of the token using the gateway’s public key,
checks for token expiration, and extracts the embedded
Content_ID.

5) Upon successful validation, the server retrieves the cor-
responding 128-bit CEK from its key database, wraps
it in a secure JSON license response payload, and
dispatches it back to the client player.

E. Client-Side Lightweight Decryption Loop
The DRM Client Player is engineered to perform real-time,

low-overhead decryption directly within the media rendering
pipeline. By isolating the cryptographic processing strictly to
the required structural units, the client avoids filling CPU
cache lines or consuming GPU acceleration cycles with un-
necessary full-stream decipher operations.
Upon loading the media asset, the player’s custom demuxer

reads the DRM Metadata Header to extract the Content_ID
and the base IV. The player then initiates an asynchronous
handshake with the Centralized License Server, passing the
signed JWT to acquire the 128-bit CEK. Once the CEK
is securely loaded into the volatile memory space of the
local cryptographic context, the real-time playback loop com-
mences.
As chunks of the H.264 stream are fed into the input buffer,

the demuxer inspects the NAL unit headers in real-time. If a
standard, unencrypted VCL unit (P or B frame) is detected, the
packet bypasses the cryptographic subsystem completely and
is piped directly to the hardware video decoder. Conversely,
when an encrypted NAL unit (nal_unit_type = 5, 7, or 8)
is encountered, the player invokes a lightweight AES-CTR
execution thread. The thread applies the XOR keystream
to restore the plaintext NAL payload and seamlessly hands
the reconstructed segment to the hardware decoder interface.
This design ensures that the high-volume data path remains
unencumbered by cryptographic latency.

IV. SYSTEM IMPLEMENTATION

This section details the concrete implementation of the
proposed lightweight Digital Rights Management (DRM) pro-
totype. The system translates the abstract architectural design
discussed in Section III into functional production modules,
emphasizing low computational footprints and a strict separa-
tion of concerns.

A. Software Stack and Module Architecture
The core ecosystem is engineered entirely within the Python

3.13 runtime environment, leveraging a streamlined stack
of asynchronous backend utilities and native multi-threaded
libraries. The source configuration is systematically partitioned
into three main physical files to maintain decoupled synchro-
nization:
1) Centralized License Server (‘server.py‘): Built upon

the asynchronous ‘FastAPI‘ framework, this module
handles asset cryptographic onboarding, JWT autho-
rization token generation, and the secure retrieval of
Content Encryption Keys (CEK) from an in-memory
key repository acting as a simulated Hardware Security
Module (HSM).

2) Multimedia Packager Module (‘packager.py‘): A
high-throughput structural handler that manages offline
byte operations. It extracts native H.264 transport layers,
identifies target framing syntax via Annex-B start-code
delimiters, and wraps data arrays inside the ‘cryptogra-
phy.hazmat‘ execution layer.

3) Decryption Client Platform (‘client.py‘): An opti-
mized engine that mimics user playback terminal con-
straints. It communicates via authenticated HTTP head-
ers, extracts the unencrypted DRM metadata block (24
bytes containing the ‘Content_ID‘ and base ‘IV‘), and
pipes the raw bits through a selective processing loop.

B. Cryptographic Dispatches and Stream Extraction
The optimization of the lightweight DRM relies on struc-

tural inspection rather than bulk payload mutation. The pack-
ager processes the raw H.264 byte stream sequentially, iso-
lating individual Network Abstraction Layer (NAL) units
by scanning for standard 3-byte or 4-byte synchronization
prefixes (0x000001 or 0x00000001). Once a boundary is
isolated, a logical bitwise masking operation is evaluated
against the first byte of the NAL payload:

NAL Unit Type = Header Byte ∧ 0x1F (3)

If the type matches critical configurations, specifically Se-
quence Parameter Sets (SPS, type 7), Picture Parameter Sets
(PPS, type 8), or Instantaneous Decoder Refresh (IDR, type
5), it triggers a localized cryptographic block cycle. The block
cipher invokes the Advanced Encryption Standard (AES)
operating in Counter (CTR) mode. Nonces are dynamically
generated by binding the asset’s 8-byte base IV to an 8-byte
big-endian representation of the active nal_unit_type to
guarantee stream alignment.
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The precise implementation of this codec-aware selective
encryption loop within the packager component is structured
as follows:

Algorithm 1 Codec-Aware Selective Stream Encryption Loop
1: for each unit in parsed_nal_units do
2: nal_type← unit[”type”]
3: payload← unit[”payload”]
4: prefix← unit[”prefix”]
5: protected_stream.extend(prefix) ▷ Keep start codes

intact
6: if nal_type = 5 or nal_type = 7 or nal_type = 8
then

7: ctr_nonce← base_iv + to_bytes(nal_type)
8: cipher ← InitAES_CTR(cek, ctr_nonce)
9: enc_payload← cipher.encrypt(payload)
10: protected_stream.extend(enc_payload)
11: else
12: protected_stream.extend(payload) ▷ Bypass

predictive slices
13: end if
14: end for

On the client engine end, the reverse operation is handled
within DRMClientPlayer via a symmetric real-time pipeline.
By evaluating the structural structure array generated during
the transport scan, the player invokes low-level OpenSSL
subroutines to decipher the encrypted anchoring payloads on
the fly while passing standard VCL slices directly to the
underlying media buffer without execution penalty.

V. EXPERIMENTAL RESULTS AND PERFORMANCE ANALYSIS

This section presents the empirical evaluation of the pro-
posed lightweight DRM system compared against the tradi-
tional full-stream encryption baseline. The benchmarks were
executed across a heterogeneous test dataset using the auto-
mated orchestration architecture.

A. Experimental Setup and Throughput Formulation
The performance profiling was conducted on an Intel I7-

12700H host system running Python 3.13. To mathematically
evaluate processing efficiency at the player side, the opera-
tional Data Decryption Throughput (T ) is formally defined
as:

T =
Sbytes × 8

tdecryption × 106
(Mbps) (4)

where Sbytes represents the exact file payload scale in bytes,
and tdecryption denotes the total clock execution duration in
seconds measured via precision performance counters.

B. Cryptographic Latency and Computational Overhead
The empirical results compiled during data execution show

that the proposed design significantly outperforms the full-
stream approach. Table I provides the data metrics collected
during the comparative analysis.

Fig. 1. Client Player Decryption Latency vs Video Asset Scale.

Fig. 2. Data Decryption Throughput Rate Performance Curves.

As plotted in Fig. 1 and Fig. 2, the decryption footprint
at the client player shows a massive reduction in process-
ing time. For the 1119.91 MB original video payload, the
traditional framework required 0.78234 seconds to decipher
the continuous block chains, whereas the proposed selective
decoding loop completed execution in just 0.05441 seconds.
This yields up to a 93.0% reduction in client-side latency. The
performance improvement occurs because the client demuxer
completely bypasses non-structural P and B slices.
However, an engineering trade-off is observed within the

server packaging stage. The encryption phase of the proposed
architecture requires more time than the baseline (e.g., 2.44902
seconds vs. 0.75442 seconds for the original 1.1 GB file).
This execution overhead is attributed to the sequential I/O
cost of parsing individual byte arrays to isolate the Annex-B
start codes. While the baseline full encryption processes the
block arrays globally in a single optimized memory pass, the
selective packager must inspect the bitstream sequentially to
validate individual NAL headers via bitwise masking opera-
tions.
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TABLE I
COMPREHENSIVE EXPERIMENTAL METRICS: BASELINE (FULL) VS. PROPOSED (SELECTIVE)

Video Asset Name Size (MB) Enc. Base (s) Enc. Prop (s) Dec. Base (s) Dec. Prop (s) CPU Base (%) CPU Prop (%)

Trades in Space (orig) 1119.91 0.75442 2.44902 0.78234 0.05441 22.0 17.1
Trades in Space (large) 104.50 0.08926 0.18721 0.06297 0.01272 23.9 10.5
Trades in Space (medium) 45.24 0.02099 0.07382 0.03587 0.01508 17.1 1.2
Trades in Space (small) 27.28 0.01254 0.04321 0.02115 0.00912 14.5 1.1

TABLE II
DECRYPTION THROUGHPUT COMPARISON

Asset Scale Throughput Base Throughput Prop Gain Factor

Original (1.1 GB) 12008.1 Mbps 172669.1 Mbps 14.38×
Large (104 MB) 13922.4 Mbps 68856.6 Mbps 4.94×
Medium (45 MB) 10579.9 Mbps 25122.3 Mbps 2.37×

Nevertheless, because video packaging is entirely an offline
ingestion task performed only once during asset onboarding,
this upfront server-side overhead is highly acceptable. It rep-
resents a favorable trade-off for eliminating runtime hardware
rendering bottlenecks and achieving significant performance
gains on constraint client terminals during active playback.

C. Visual Quality and Degradation Analysis
To evaluate perceptual quality bounds under a simulated

intercept vector, an unauthorized playback attempt was forced
without fetching the key payload from the remote architecture.

TABLE III
VISUAL QUALITY METRICS UNDER DIFFERENT ACCESS CONDITIONS

Execution Scenario PSNR Index (dB) SSIM Value

Authorized (Valid CEK) ∞ (Perfect) 1.0000
Unauthorized (No CEK) 8.4300 (Degraded) 0.1767

When a valid CEK is configured, the system yields clean
rendering maps (PSNR =∞, SSIM = 1.0). Conversely, under
unauthorized decoding conditions, the intentional mutation of
parameter sets and anchor tracking streams causes a catas-
trophic rendering collapse.
As plotted in Fig. 3 and summarized in Table III, the

visual presentation metrics drop to a highly broken state
(PSNR = 8.43 dB, SSIM = 0.1767). Because the structural
baseline sets are missing, standard media players cannot
initialize macroblock residue calculations, rendering the output
video as an unwatchable mix of static noise and corrupted
macroblocks. This demonstrates sufficient practical protection
for digital video distribution networks with minimal crypto-
graphic processing cost.

Fig. 3. Perceptual Quality Visual Degradation Profile under Unauthorized
Attempt.

VI. CONCLUSION AND FUTURE WORK

This paper has presented the design, implementation, and
empirical evaluation of a lightweight Digital Rights Man-
agement (DRM) system optimized for secure video distribu-
tion. By leveraging a syntax-aware Selective Encryption (SE)
mechanism that targets only critical H.264 structural founda-
tions (IDR, SPS, and PPS units), the system dramatically low-
ers client-side cryptographic overhead. Experimental profiles
confirmed up to a 93.04% reduction in processing latency,
alongside a drop in CPU core utilization to on smaller video
profiles, while maintaining effective perceptual confidentiality
against unauthorized playback attempts.
Future investigations will expand upon this framework

across multiple systemic directions:
1) Dynamic Codec Parsing Adaptability: Engineer-

ing adaptive extraction loops to natively support
H.265/HEVC block layer architectures and royalty-free
AV1 temporal grouping parameters.

2) Over-the-Top Protocol Integration: Encapsulating the
selective AES-CTR stream directly inside Dynamic
Adaptive Streaming over HTTP (DASH) and HTTP
Live Streaming (HLS) operational manifests.

3) Hardware-Isolated Key Architecture:Moving volatile
key initialization states into Trusted Execution Environ-
ments (TEEs) using Android Widevine Level 1 or ARM
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TrustZone equivalents to protect endpoints from local
memory inspection vectors.

4) Watermarking Integration: Layering robust,
lightweight visual watermarking markers on top
of unencrypted B/P slices to trace illegal distribution
pathways back to verified viewer streams.
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