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Abstract—In the topic of steganography, especially when the
cover object is an image, the LSB (Least Significant Bit)
technique is very often wused. It offers simplicity and
straightforwardness in the way it is implemented. It can be
implemented traditionally in which the message we want to hide
is embedded sequentially bit by bit into the image’s pixels. We
can also vary it by using more than one bits per pixel value or
embed it on pseudo-random placements. However, one must ask
whether it—and its variations—also offers resistance against
image compression and/or manipulation should it be open to that
risk. This paper aims to provide insights into that very issue by
showing results gained after a particular experiment is
undertaken to compare the LSB technique variations against
PNG compression and 180-degrees rotation.
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I. INTRODUCTION

When two or more parties communicate, it is not exactly a
novel or strange idea for them to send communications that are
not intended for outsiders to see. When such a matter is truly of
concern, they usually take particular precautions to ensure that
it remains such. One of these measures could be in the form of
cryptography. Cryptography involves creating and evaluating
methods to protect private messages from unauthorized access,
including by the general public. Simply put, the most
fundamental challenge that it aims to address is the issue of
safeguarding communication within an unsafe medium [1].

Almost any approach that falls under it begins with the
conversion of comprehensible and maybe relevant information
into an alternate form that is supposedly unreadable and
incomprehensible. This initial process is known as encryption,
and it involves converting a plain text into something called a
cipher text. This cipher text would serve as the actual content
of the message that is exchanged in the communication
between at least two parties. In a procedure known as

decryption, any authorized recipient would then be able to
convert the cipher text back into its original and
intelligible/meaningful message using a specific key to perform
it [2].

However, this type of techniques may yield a strangely
random string of messages in one form or another. This may
not be a major issue if we only need to secure a message’s true
meaning. However, when our primary goal shifts, such as
hiding the message regardless of meaningfulness, it can
become one. A new strategy can be sought to prevent
unwanted parties from detecting the message by virtue of it
creating suspicion or arousing curiosity. That is where
steganography comes in.

Steganography could refer to any process that involves
concealing a hidden message within or on top of an object that
is not intrinsically a secret, such as an image. Its principal
objective is to conceal and mislead. It differs from
cryptography in that the information to be hidden is not
jumbled to the point where it is unrecognizable and seems
meaningless. That is why it generally promotes the idea of
keeping information hidden rather than strictly private [3].
Furthermore, this is why the two can be employed together
rather than as substitutes for one another to achieve a more
secure way of exchanging information.

Speaking of image steganography in particular, though, one
technique that can be employed is the LSB (Least Significant
Bit) technique. The general idea of this steganography
technique is embedding the binary bit values of the message
into the least significant bit values of the pixels found within an
image. For example, if the image is of RGB format, then the
message bits would be embedded into the red, blue, and green
color values of each pixel as the least significant bit of those
values [4]. An interesting topic that we can explore is how this
LSB steganography techniques would fare if the resulting
image after the whole message hiding process is then processed
further such as be compressed or be rotated a certain degree.
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Looking at how this technique is implemented, it might not
perform all that well, but to know for sure, we ought to do an
experiment to ascertain whether this hypothesis would be
proven right or otherwise.

Il. METHODOLOGY

The first stage in doing this comparison analysis is to create
the algorithm that will achieve the functions of the LSB image
steganography itself. There will be two major variations of the
method implemented. The first of these is the sequential LSB
algorithm. This variant considers the image as a two-
dimensional array of height x width pixels. The height denotes
the number of vertical pixels, while the width represents the
number of horizontal pixels in the array. To hide the message
within the image, it would first be transformed into binary
form. Next, one bit is extracted and embedded as the least
significant bit of a single color value (R/G/B) from a single
pixel in the original image. This would be repeated for each of
the three color values, or moved on to the next pixel
sequentially as long as a message bit remained. Fig. 1 depicts a
summary of the full method in a simple flowchart.

The random LSB algorithm is the second version of the LSB
algorithm implemented. As before, this variation on the
technique assumes the image as a two-dimensional array of
pixels before embedding the message bit values into each
pixel's color values. The distinction has to do with the order of
the pixel placements where message bits will be put in. If the
previous variation handled the embedding sequentially,
beginning with the first pixel in the top left corner of the array,
this time it is random. A pseudo-random number generator
(PNRG) is used. This way, a seed can be used as a key, which
can then be used to extract the original message later. Fig. 2
illustrates the essence of this algorithm variation in a simple
flowchart.

In addition to these two forms of variations, each variation
allows for the use of more than one bit of each of the image's
pixel's color values. Let us imagine that a single RGB pixel in
the image has the following values: (1110100, 01100011,
00011001). If we only utilize one bit as the least significant bit,
the embedding method will look like this: (111010M,
0110001M, 0001100M), with M representing a single message
bit. However, if we choose two bits of each color value as the
least significant bits that can be incorporated, the scheme
would now look like this: (11101MM, 011000MM,
000110MM), where each M represents a single message bit.
This is often used to increase the size of the message that can
be hidden within an image at the expense of reducing the
image quality even further. It is, however, utilized
for experiment's sake to see if it has an effect on resisting the
impact of image compression and manipulation upon the
message that is hidden within said image.
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Fig. 1. Simple Flowchart of Sequential LSB Steganography Algorithm
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Fig. 2. Simple Flowchart of Random LSB Steganography Algorithm

I1l. IMPLEMENTATION

The LSB steganography algorithm as explained in the
previous section is implemented using the Python
programming language. The main module that includes its
primary functions is defined as follows:
import os
import random
from PIL import Image

.dirname(

= lambda
0S. .join(
"public",

def max_msg size( : int,
str = "RGB", int = 1) -> int:
return ( & * (3 if ==

"RGB" else 1) * )y // 8

def str_to bins( str) -> str:
= "".join([format(ord(c), "@8b") for

D

return
embed bit(v: int,

= bin(v)[2:]
= ((8 - len(v_)) * "@") +

str) -> int:

if [len(v_) - 1] !=
= [:len(v_ ) - 1] +

return int(v_, 2)
embed n bits(v: int,

= bin(v)[2:]
= ((8 - len(v))) * "0")

str) -> int:

if v_[-1len( HIRE :
= [:1len(v_) - len( )] +

return int(v_, 2)
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def get pixels( : str, n: int):

Image.open( ) .convert("RGB")
= list( .getdata())
print(px[:n])

def seq_encode(
str, : int = 1):

Image.open( ) .convert("RGB")

.copy()

if max_msg size(
= ) < len( ):
return print("[Error] Message too
large!™)

str_to_bins(
= len(

in range(
for w in range(

.getpixel((w, h)))

in range(3):
if < :
] if len( ) >=

[

embed n_bits( 1,

+= len(

= [

.putpixel((w, h),

>=
break

= ("stego " +
.split("/")[1len(
1it("/")) - 11

.save(

def seq_decode( : str,
. int, : int = 1):

Image.open( ) .convert("RGB")

J

in range(
for in range( ):
= .getpixel((w, h))

in range(3):
if <

((8 - len(v_)) *

>=
break
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if len(
for b in range(®, len( ), 8):
= [b:b+8] embed n_bits(
.append(int( s 2))
+= len(
= "".join([chr( ) for i = [
D
.putpixel((x, y),
return
def rand_encode( : str, : = ("stego " +
str, : int, : int = 1) -> None: .split("/")[1len(
= 1it("/")) - 1])
Image.open( ) .convert("RGB")
.copy() .save(

def rand_decode(
if max_msg_size( ¢ int,
= ) < len( ): -> str:
return print("[Error] Message too =
large!™) Image.open(

str_to_bins(
= len(

while <
random. ¢
= random.
= random. while (i < ):
random. ¢ +1)
while , Y) in : = random. (o,
(x + 1) = random. (0,
(y + 1)
while , y) in
-append((x, y)) (x +1) %
(y +1) %
= list( .getpixel((x,
.append((x, y))

in range(3): = list( .getpixel((x, y)))

<
in range(3):
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bin( [
((8 - len(

1)[2:]
)) * e") +

for b in range(®, len(
= [b:b+8]

.append(int(

), 8):

> 2))

= .join([chr(
D

) for

return

Additionally, the image that would be used in the
steganography routine is a PNG image that can be seen in Fig.
3. It has the pixel resolution of 861 (height) x 1024 (width).
For this experiment, the message that will be hidden inside of it
is the preamble to the Indonesian Republic basic constitution
(Pembukaan Undang-Undang Dasar 1945).

Yes
my general

And then we'll jump
out of the planet to
land as a destructive
meteorite

Fig. 3. Original Image to use in the Steganography Process

IV. RESULTS

The experiment is done a total of 12 times. Four different
specific variations of the algorithm is used: single-bit
sequential, two-bits sequential, single-bit random, and two-bits
random. For each of those four, three different message
extractions are done: normal, after PNG compression (using a
free online tool), and after rotating the stego-image 180-
degrees. Each of the variations’ result can be seen in TABLE I,
TABLE II, TABLE lll, and TABLE IV.

TABLE I. SINGLE-BIT SEQUENTIAL VARIATION RESULT
Extracted Extracted after | Extracted after
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menyatakan
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Indonesia yang
melindungi
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segenap  bangsa
Indonesia dan
seluruh  tumpah
darah Indonesia
dan untuk
memajukan
kesejahteraan
umum,
mencerdaskan

kehidupan bangsa,
dan ikut
melaksanakan
ketertiban  dunia
yang berdasarkan
kemerdekaan,
perdamaian abadi
dan keadilan
sosial, maka
disusunlah
Kemerdekaan
Kebangsaan
Indonesia itu
dalam suatu
Undang-Undang

Dasar Negara
Indonesia,  yang
terbentuk  dalam
suatu susunan
Negara Republik
Indonesia yang
berkedaulatan

rakyat dengan
berdasar  kepada
Ketuhanan  Yang
Maha Esa,

Kemanusiaan yang
adil dan beradab,

Persatuan
Indonesia dan
Kerakyatan yang
dipimpin oleh
hikmat
kebijaksanaan
dalam
Permusyawaratan/
Perwakilan, serta
dengan

mewujudkan suatu
Keadilan sosial
bagi seluruh rakyat
Indonesia.
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mencerdaskan
kehidupan bangsa,
dan ikut
melaksanakan
ketertiban  dunia
yang berdasarkan
kemerdekaan,
perdamaian abadi
dan keadilan
sosial, maka
disusunlah
Kemerdekaan
Kebangsaan
Indonesia itu
dalam suatu
Undang-Undang

Dasar Negara
Indonesia,  yang
terbentuk  dalam
suatu susunan
Negara Republik
Indonesia yang
berkedaulatan

rakyat dengan
berdasar  kepada
Ketuhanan  Yang
Maha Esa,

Kemanusiaan yang
adil dan beradab,

Persatuan
Indonesia dan
Kerakyatan yang
dipimpin oleh
hikmat
kebijaksanaan
dalam
Permusyawaratan/
Perwakilan, serta
dengan

mewujudkan suatu
Keadilan sosial
bagi seluruh rakyat
Indonesia.

el°uvyg|

ee§ %68 an[6X%6[
@UOpPO+YIBye;[
7zYUoéyefiyée3Al
5

ie[9[¥{2e; YQyX/A
yUyiOY?0adcyx
YU¢ YéwYjA6Ou
PajyYI*Ye-UQu

Uyep®«idypAyul
Rp?;yB«Bgyyeyy T
YOayyDyU«yeeya?
Yp20a?y Iyyy 25496
Yyx@yyueyyAuo
Nj -é<_<yypf30y/yyp
byy?11p/yAjjyOU
Y2jA0BUD&Y 0g«
_V8YUI®«(Y-6¢p
D Eij b¥yyéq »U;,
Hay-+yas«pyap¥pC
6epOVDIyy6yoPo
(WYE<I?2Ry-yOps?
Y610y« GOTyON-+
yeyay 7tyyyNUYLy
6yfiDu=aepOyD?u
8jpyO+0yRa;

@MyOPYY-§Y

UpyyyyEyya;uPyil
WaU4ayyu

RyyuTyy>+yYpC
i~ T6©ey3a?a+0A
ao0yQD??yy8iy;oy[
YSyE ayyyyeysA
Oy?igyyA°R

V. CONCLUSION

As expected, the LSB algorithm is still insufficient when it
comes to resisting the effect that image compression and
manipulation can have upon the hidden message. This is due to
the fact that LSB simply embeds the message bits directly into
the pixels. When those pixels’ values are altered due to
compression or the changing of locations after the whole image
is rotated, the message can never be extracted back correctly. It
demands that the pixels stay how they were, where they were
in order for the hidden message to be extracted properly.
However, some adjustments may be able to circumvent it, even
if only partly. An example would be implementing an
extraction algorithm in which it checks every possible
rotational degree and attempts to extract the message from
every single one of those possibilities. Yet, it might be too
inefficient to implement and a user might benefit more to just
opt for a different algorithmic technique altogether if resistance
against compression and manipulation is of great concern.
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